
Azure Landing Zones
31st January 2023 - External Community Call

Registration:

https://aka.ms/ALZ/CommunityCallRegister

Agenda (please add suggestions):

https://aka.ms/ALZ/CommunityCallAgenda

https://aka.ms/ALZ/CommunityCallRegister
https://aka.ms/ALZ/CommunityCallAgenda


This meeting is being recorded



Agenda

• Welcome

• What’s New Highlights

• Multi-Tenant ALZ Updates

• Updating ALZ (aka Evergreen) Updates

• AzGovViz & AzAdvertizer Updates

• Sub Vending Updates

• Contributing To ALZ (ESLZ) Repo

• CARML

• RBAC Constrained Delegation Overview

• Q & A



Before we get started...

At any point, if you have a question please put it 

in the chat! 
(we have members of the team here to help 😎)

Also we may stop and discuss your 

question/point at that time, we want this to be 

an open discussion with all of you 🙂



ALZ What’s New?

https://aka.ms/ALZ/WhatsNew

Single place to 

stay up-to-

date

https://aka.ms/ALZ/WhatsNew


AAC & Azure 

Enablement Shows

ALZ Bicep AAC & Azure 

Enablement Show

aka.ms/alz/aac/bicep

ALZ Terraform AAC & Azure 

Enablement Show

aka.ms/alz/aac/tf

https://aka.ms/alz/aac/bicep
https://aka.ms/alz/aac/bicep
https://aka.ms/alz/aac/tf
https://aka.ms/alz/aac/tf


ALZ Policy Updates

• We have updated a lot of policies over the last 6 months with fixes 

and enhancements 

• We have finally split up policies.json into individual .json files

• These are then compiled into policies.json via policies.bicep

• Checkout aka.ms/alz/contribute

• In the middle of updating ALZ default policy assignments

• Planning to complete by end of March (latest)

• See aka.ms/alz/policies for current default assignments and this will get updated when we 

release

• Adding default Sandbox & Decommissioned assignments (much asked for)

https://aka.ms/alz/contribute
https://aka.ms/alz/policies


Updated & New 

FAQ pages

Enterprise-scale FAQ - Cloud 
Adoption Framework | 
Microsoft Docs –
Architecture

FAQ · Azure/Enterprise-Scale 
Wiki (github.com) –
Implementation 

Dev/Test/Prod 

Approach Guidance

aka.ms/alz/dtp

https://docs.microsoft.com/en-us/azure/cloud-adoption-framework/ready/enterprise-scale/faq
https://docs.microsoft.com/en-us/azure/cloud-adoption-framework/ready/enterprise-scale/faq
https://docs.microsoft.com/en-us/azure/cloud-adoption-framework/ready/enterprise-scale/faq
https://github.com/Azure/Enterprise-Scale/wiki/FAQ
https://github.com/Azure/Enterprise-Scale/wiki/FAQ
https://docs.microsoft.com/en-us/azure/cloud-adoption-framework/ready/enterprise-scale/faq#how-do-we-handle-devtestproduction-workload-landing-zones-in-enterprise-scale-architecture
https://docs.microsoft.com/en-us/azure/cloud-adoption-framework/ready/enterprise-scale/faq#how-do-we-handle-devtestproduction-workload-landing-zones-in-enterprise-scale-architecture


ALZ Multi-Tenant Updates



New CAF docs on 

the way 😍



Ignite 2022 Session

Spotlight on Norway | 

CLC08

Worth a watch 👀

https://www.youtube.com/watch?v=I6cUcewYD3A
https://www.youtube.com/watch?v=I6cUcewYD3A
https://www.youtube.com/watch?v=I6cUcewYD3A


Updating ALZ (aka Evergreen) Updates



Updating ALZ ‘Evergreen’ Problem Statement

• Maintaining ALZ has various levels of complexity

• Customers have to manually subscribe to the ESLZ repo to follow 

changes (can be bombarded with notifications)

• We have a ‘What’s New’ section (https://aka.ms/alz/whatsnew) we 

keep up to date – this is manual customer effort to review

• Cost of change is greater than cost of staying the same

• Customers aren’t aware of why they need to update e.g. bug fixes, security 

enhancements etc

https://aka.ms/alz/whatsnew


Our investment
• Policy tooling
• Policy guidance

• Moving from custom to built-in
• Updating ALZ custom policies

• IaC guidance 
• Backward compatibility
• Policy consolidation

aka.ms/AzGovViz

https://aka.ms/AzGovViz


New Guidance Released

aka.ms/alz/update



ALZ Custom Policy and Initiatives Lifecycle

Detect

Test

Remove*Replace

Test

Remediate

NOTE: Make sure all policies have been tested before applying – see ALZ testing guidance 

* For custom to custom 

upgrade this may be 

necessary if breaking 

change introduced

https://aka.ms/alz/canary


AzGovViz & AzAdvertizer Updates



ALZ Policy – AzAdvertizer Integration
• Started integration with AzAdvertizer

• Covering ALZ Policy Definitions & Initiatives

• Use type column filtering to ‘ALZ’

aka.ms/AzAdvertizer

https://aka.ms/AzAdvertizer


ALZ Policy – AzGovViz ‘Evergreen’ Feature
• Helping customers understand how “out of date” their ALZ custom policies are from 

when they initially deployed them

• Matching on several different pieces of logic

• Enabled by default in latest version of Azure Governance Visualizer (can be disabled by 

setting parameter ‘-NoALZPolicyVersionChecker’)

aka.ms/AzGovViz

https://aka.ms/AzGovViz


Azure Governance Visualizer aka AzGovViz

& 

AzAdvertizer

Updates - Demo

AzGovViz Demo

https://www.azadvertizer.net/azgovvizv4/demo/AzGovViz_demo.html


Subscription Vending Updates



Subscription 

Vending 

Modules

• Infrastructure as code modules to automate:

• Subscription creation

• Management Group placement

• Virtual Networking 

• Virtual WAN Hub Connection

• Virtual Network Peering

• DDoS Plan Link

• Custom DNS Servers

• Role Assignments

• Resource Locks

• Tags

Available Now!

aka.ms/lz-

vending/bicep

Available Now!

aka.ms/lz-

vending/tf

https://aka.ms/lz-vending/bicep
https://aka.ms/lz-vending/bicep
https://aka.ms/lz-vending/tf
https://aka.ms/lz-vending/tf


Classified as Microsoft Confidential

Azure landing zones

Each landing zone supports one or more applications in your cloud portfolio using the inherited controls

Workload

Workload landing zone

App

Infra Data

Centrally managed landing zone Tech Platform landing zone

Landing Zone Accelerator

Azure landing zone implementations establish an enterprise control plane by 

defining environmental configuration & controls required for compliant operations management



Why?

What is an Azure landing zone?

Azure VMware Solution landing zone accelerator

Azure Virtual Desktop landing zone accelerator

More here...

Types of Landing Zones – Platform vs Application

https://learn.microsoft.com/azure/cloud-adoption-framework/ready/landing-zone/
https://learn.microsoft.com/azure/cloud-adoption-framework/scenarios/azure-vmware/enterprise-scale-landing-zone
https://learn.microsoft.com/azure/cloud-adoption-framework/scenarios/wvd/enterprise-scale-landing-zone
https://learn.microsoft.com/azure/cloud-adoption-framework/scenarios/overview
https://learn.microsoft.com/azure/cloud-adoption-framework/ready/landing-zone/#platform-vs-application-landing-zones


More planned for aka.ms/CAEYouTube

How many Subscriptions should I use in Azure?
Subscription Democratization

https://aka.ms/CAEYouTube
https://www.youtube.com/watch?v=R-5oeguxFpo


Create 

Subscriptions 

Manually

Example ALZ Customer Journey

Create 

Subscriptions 

Programmatically

ALZ Accelerator 

(Portal)

ALZ Bicep Modules

ALZ Terraform 

Module

AKS

Accelerator

Sub Vending 

Module

(Terraform)

Sub Vending 

Module

(Bicep)

APIM

Accelerator

App Svc

Accelerator

Arc Servers

Accelerator

Arc K8S

Accelerator

AVS

Accelerator

AVD

Accelerator

SAP

Accelerator

Cloud Scale 

Analytics

Accelerator

Create Platform

Subs
Create 

Platform

Sub 

Vending

Deploy 

Workload

Others…

https://docs.microsoft.com/en-gb/azure/cost-management-billing/manage/create-subscription#create-a-subscription
https://docs.microsoft.com/en-gb/azure/cost-management-billing/manage/create-subscription#create-a-subscription
https://docs.microsoft.com/en-gb/azure/cost-management-billing/manage/create-subscription#create-a-subscription
https://docs.microsoft.com/en-us/azure/cost-management-billing/manage/programmatically-create-subscription
https://docs.microsoft.com/en-us/azure/cost-management-billing/manage/programmatically-create-subscription
https://docs.microsoft.com/en-us/azure/cost-management-billing/manage/programmatically-create-subscription
https://docs.microsoft.com/en-us/azure/cloud-adoption-framework/ready/landing-zone/implementation-options#azure-landing-zone-accelerator-approach
https://docs.microsoft.com/en-us/azure/cloud-adoption-framework/ready/landing-zone/implementation-options#azure-landing-zone-accelerator-approach
https://github.com/Azure/ALZ-Bicep
https://github.com/Azure/terraform-azurerm-caf-enterprise-scale/wiki/%5BExamples%5D-Deploy-Connectivity-Resources-With-Custom-Settings
https://github.com/Azure/terraform-azurerm-caf-enterprise-scale/wiki/%5BExamples%5D-Deploy-Connectivity-Resources-With-Custom-Settings
https://github.com/Azure/terraform-azurerm-lz-vending
https://github.com/Azure/terraform-azurerm-lz-vending
https://github.com/Azure/terraform-azurerm-lz-vending
https://github.com/Azure/bicep-lz-vending
https://github.com/Azure/bicep-lz-vending
https://github.com/Azure/bicep-lz-vending


aka.ms/lz-vending/bicep

aka.ms/lz-vending/tf

https://aka.ms/lz-vending/bicep
https://aka.ms/lz-vending/tf
https://aka.ms/lz-vending/tf


Contributing to ALZ Repo Updates



We Want You!
To contribute to ALZ

 Create issues, bugs and feature requests on any of our repos

 Tell us where we can improve existing guidance or provide new guidance

https://aka.ms/ALZ/Repo

Create an issue/feature request:

Update docs/wiki:

https://aka.ms/ALZ/Repo


Creating Issues, Feature Requests, 

Questions is also contributing 🥰

https://aka.ms/alz/bicep

https://aka.ms/alz/tf

https://aka.ms/alz/repo

https://aka.ms/alz/bicep
https://aka.ms/alz/tf
https://aka.ms/alz/repo


CARML

Common Azure Resource Modules Library



The Common Azure Resource Modules Library (CARML)

 A library of comprehensive, reusable, Bicep-based 

building blocks to deploy Azure resources

Common Azure Resource Modules Library

 A continuous integration (CI) framework 

including static code analysis and deployment

validation before publishing known good modules

 Supports GitHub & Azure DevOps

https://aka.ms/CARML

consistent evelopment and delivery.

 It accelerates

https://aka.ms/CARML


A module in CARML

A reusable building block for Infrastructure as Code deployments

Flexible, generalized, multi-purpose

Integrates child resources

Integrates extension resources

Deploys a single or strongly correlated services
Azure Resource Manager

Solution 1 
(AKS LZA)

Solution 2 
(AVD LZA)

Solution n...

PAR

PAR

PAR

PAR

PAR

Bicep

CARML



RBAC Constrained Delegation 



Dara
Contributor

ACR

AKS

You don’t have permission to assign the AcrPull role to the managed 

identity. You must be an Owner or a User Access Administrator

VM 

Contributor

Joe

AKS
ACR

Creates Kubernetes

Creates Azure 

Container Registry

Integrate the AKS 

cluster with the ACR to 

pull app images 

Creates Virtual Machine

Access Virtual Machine 

You don’t have permission to sign in. You need to have the VM admin 

login or VM user login roles

Authenticate with Azure Container Registry from Azure Kubernetes Service

Create and access a Virtual Machine using Azure AD and Azure RBAC



Dara
Contributor

VM 

Contributor

Joe

Alice
Owner

Hey Bob, can you 

assign this Managed 

Identity the AcrPull

role?

Hey Bob, can you make 

me Owner or User 

Access Administrator? I 

need to manage access 

to this VM

…..

…..

…..

…..

…..

…..



Scenarios

• As a Subscription owner, I want to allow a security principal to 
assign a limited set of roles.

• As a DevOps, I need to access my resources and grant data plane 
access to my resource.



Private preview available now:

As a Subscription owner, I want to allow a security 
principal to assign a limited set of roles



Alice wants to delegate to Dara the task to assign Azure RBAC roles 
in the subscription A.

Alice doesn’t want Dara to be able to assign all Azure RBAC roles 
but just specific roles. For example: Contributor and reader roles

1. Alice assigns Dara the Role Based Access Administrator role 

2. Alice uses a conditions to specify which roles Dara can assign. 

As a Subscription/Platform owner, I want to allow a security principal to assign a limited set of roles



Demo
Delegate Azure role assignments with constraints



Preview coming out early next quarter:

As a DevOps, I need to access the resource I 
create and to grant data plane access



New role to grant data plane access

Alice Dara

VM contributor

Assigns

Manage VM

Access VM

Grant access using Azure RBAC
VM Data Access

Administrator

New

• Dara can create a virtual machine using VM contributor

• Data can grant access to the virtual machine using the VM Data 
Access Administrator role by assigning the VM Admin Login and 
VM User Login roles.



Q & A



Next Community Call will be in April 👍

Will likely be hosted in an ANZ/APAC friendlier time slot. We 

will alternate between this and a US friendly time slot.

Stay tuned to issue #1191 (ALZ/ESLZ Repo)

Recordings will be available at 
aka.ms/ALZ/Community

https://github.com/Azure/Enterprise-Scale/issues/1191
https://aka.ms/ALZ/Community


Thank You! 👋

Stay up-to-date:
https://aka.ms/ALZ/WhatsNew

https://aka.ms/ALZ/WhatsNew
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