
Azure Landing Zones
12th June 2024 - External Community Call

Registration:

https://aka.ms/ALZ/CommunityCallRegister  

Agenda (please add suggestions):

https://aka.ms/ALZ/CommunityCallAgenda 

This month’s presenters:

https://aka.ms/ALZ/CommunityCallRegister
https://aka.ms/ALZ/CommunityCallAgenda


This meeting is being recorded



Want to hear about the latest 
Azure Landing Zone events, news, 
surveys etc.?

If so, sign up to our mailing list:

aka.ms/alz/notifications/signup

You can also opt out, if registered, by heading to: 

aka.ms/alz/notifications/optout



Before we get started...

At any point, if you have a question please put it 

in the chat! 
(we have members of the team here to help )

Also we may stop and discuss your 

question/point at that time, we want this to be 

an open discussion with all of you 





Implementation Options & Accelerators 



Accelerators 

aka.ms/ALZ/AAC

https://aka.ms/ALZ/AAC


ALZ Public Roadmap

aka.ms/ALZ/

Roadmap

https://aka.ms/ALZ/Roadmap
https://aka.ms/ALZ/Roadmap


ALZ What’s New?

https://aka.ms/ALZ/WhatsNew  

Single place to 

stay up-to-

date

https://aka.ms/ALZ/WhatsNew


Networking – 

AVNM

New Doc Move

https://learn.microsoft.com/en-gb/azure/cloud-adoption-framework/ready/azure-best-practices/azure-virtual-network-manager


Application 

Environments in ALZ

Doc Update

https://learn.microsoft.com/en-us/azure/cloud-adoption-framework/ready/landing-zone/design-area/management-application-environments
https://learn.microsoft.com/en-us/azure/cloud-adoption-framework/ready/landing-zone/design-area/management-application-environments


Private Link and DNS integration at scale

Doc Update

https://learn.microsoft.com/en-us/azure/cloud-adoption-framework/ready/azure-best-practices/private-link-and-dns-integration-at-scale


Bicep Subscription Vending Module now 

migrated to AVM Pattern Module as v0.1.0

(avm/ptn/lz/sub-vending)

 

Original `v1.5.2` becomes `v0.1.0` in AVM

Announcement

https://github.com/Azure/bicep-registry-modules/tree/avm/ptn/lz/sub-vending/0.1.0/avm/ptn/lz/sub-vending


Policy Refresh H2FY24

Updates



ALZ Policy

News
aka.ms/alz/whatsnew

• Policy Refresh H2 FY24

• Massive update - be sure to review “What's 

New”

• No “breaking” changes! 

• Diagnostic Settings v2 

• Transitioned to new built-in initiative and 140+ 

resources covered

• Deprecated all ALZ custom policies and 

initiative

• Raise any gaps on repo “Discussions” topic

• Trusted Launch

• New Trusted Launch initiative to audit 

compliance

• Private DNS Zones

• Added several resources with built-in policies

• *New* generic custom policy to enable for all 

supporting resources

• Backup

• New backup initiative auditing

• Immutability

• Soft Delete

• Multi-User Authorization

Many other updates!

https://aka.ms/alz/whatsnew


ALZ Policy

News
aka.ms/alz/policies

• Workload Specific Compliance

• New component for ALZ

• Common enhanced controls for 

highly regulated industries (FSI, 

healthcare, etc)

• Separate section in portal accelerator

• 25 new custom initiatives

• 24 new custom policies

• Significant updates to existing initiatives

• Coming soon to Terraform/Bicep 

• Defender for Cloud

• Fixes due to DfC API breaking changes

• API

• Security Contacts

• New Endpoint protection policy assignment at 

subscription level

• Loads of documentation updates 

in the Wiki

https://aka.ms/alz/portal


MMA Deprecation Update



• ALZ is now using a single 

centralized User Assigned 

Managed Identity for AMA

• Built-in Policies:

• Centralized UAMI feature added to:

• VM Insights

• Change Tracking 

• Microsoft Defender for SQL 

• Microsoft Defender for SQL:

• Bring your own UAMI 

• Bring your own DCR

• Transitioned to use the updated built-in policy

• Custom Policies

• Added a Deny Action Delete policy to protect 

the UAMI for AMA from accidental deletion.

• Deprecated Policies:

• Custom Defender for SQL initiative has been 

deprecated and is replaced by Configure SQL 

VMs and Arc-enabled SQL Servers to install 

Microsoft Defender for SQL and AMA with a 

user-defined LA workspace

• Custom User Assigned Managed Identity 

policy has been deprecated. UAMI for AMA is 

now centrally deployed therefore this policy is 

no longer required.

MMA Deprecation

https://raw.githubusercontent.com/Azure/Enterprise-Scale/main/src/resources/Microsoft.Authorization/policySetDefinitions/Deploy-MDFC-DefenderSQL-AMA.json
https://www.azadvertizer.net/azpolicyinitiativesadvertizer/de01d381-bae9-4670-8870-786f89f49e26.html
https://www.azadvertizer.net/azpolicyinitiativesadvertizer/de01d381-bae9-4670-8870-786f89f49e26.html
https://www.azadvertizer.net/azpolicyinitiativesadvertizer/de01d381-bae9-4670-8870-786f89f49e26.html
https://www.azadvertizer.net/azpolicyinitiativesadvertizer/de01d381-bae9-4670-8870-786f89f49e26.html
https://raw.githubusercontent.com/Azure/Enterprise-Scale/main/src/resources/Microsoft.Authorization/policyDefinitions/Deploy-UserAssignedManagedIdentity-VMInsights.json
https://raw.githubusercontent.com/Azure/Enterprise-Scale/main/src/resources/Microsoft.Authorization/policyDefinitions/Deploy-UserAssignedManagedIdentity-VMInsights.json


• Coming June 2024:

• AMA for Bicep and Terraform

• Brownfield guidance on updating 

existing ALZ deployments to use 

AMA

MMA Deprecation



AMBA Updates



• Alert Processing Rule for alert 

suppression

• Bring your own Action Group 

and/ or Alert Processing Rule

• Alerts for Arc-enabled VMs

• Documentation updates, 

Architecture Diagram updated 

(Visio)

• Preparing for the unexpected: 

Azure Incident Readiness 

• Preparing for the unexpected: Azure Incident 

Readiness (youtube.com)

• Feature Update: Azure Action 

Groups - Email Azure Resource 

Manager role

• In the new behavior, the users who inherit a role 

assignment from being a group member will 

start receiving emails.

AMBA
Updates aka.ms/amba/patterns/alz

https://azure.github.io/azure-monitor-baseline-alerts/patterns/alz/media/AMBA-Diagrams.vsdx
https://www.youtube.com/watch?v=kt9TSYZtBQU
https://www.youtube.com/watch?v=kt9TSYZtBQU
https://azure.microsoft.com/en-us/updates/action-groups-email-resource-manager-role/
https://aka.ms/amba/patterns/alz


• AMBA ALZ Portal Accelerator

• Quota Alerts

• Alignment with APRLv2

• Update AMBA release in the ALZ 

Portal Accelerator

• AMBA for ALZ Bicep/ Terraform

• AMBA is not yet integrated into the ALZ-Bicep 

repository, However, this integration is 

underway and will soon be available. If you wish 

to deploy AMBA now, please see this Wiki

• Azure Site Recovery (ASR) now 

surfaces default alerts via Azure 

Monitor for critical events. 

• These alerts will be added to AMBA ALZ 

Pattern.

• Adding alerts for ManagedHSM

• Refactoring MonitorDisable

AMBA
Roadmap aka.ms/amba/patterns/alz

https://github.com/Azure/ALZ-Bicep/wiki/AzureMonitorBaselineAlerts
https://azure.microsoft.com/en-us/updates/introducing-reporting-capabilities-for-azure-site-recovery/
https://aka.ms/amba/patterns/alz


AzAdvertizer Updates



Multi-Region Updates



Multi-Region Updates

• We’ve updated a number of CAF 

ALZ documents

• ALZ Portal update planned this 

month!

• Bicep and Terraform planned 

CY2024 Q3

• Azure Virtual Network Manager in Azure landing 
zones

• Define an Azure network topology

• Define your tagging strategy

• Resource naming and tagging decision guide

• Traditional Azure networking topology

• Landing zone regions

• Hybrid identity with Active Directory and 
Microsoft Entra ID in Azure landing zones

• Management groups

• Subscription considerations and 
recommendations

• Resource organization design area overview

https://nam06.safelinks.protection.outlook.com/?url=https%3A%2F%2Flearn.microsoft.com%2Fen-us%2Fazure%2Fcloud-adoption-framework%2Fready%2Fazure-best-practices%2Fazure-virtual-network-manager&data=05%7C02%7CPaul.Grimley%40microsoft.com%7C25c3fe8cf1374a81cd7e08dc800e7334%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C638526046850533498%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=FzYu7B%2FgAfvky6elwb2zRDezqcgrmfUQLWaBVduUsos%3D&reserved=0
https://nam06.safelinks.protection.outlook.com/?url=https%3A%2F%2Flearn.microsoft.com%2Fen-us%2Fazure%2Fcloud-adoption-framework%2Fready%2Fazure-best-practices%2Fazure-virtual-network-manager&data=05%7C02%7CPaul.Grimley%40microsoft.com%7C25c3fe8cf1374a81cd7e08dc800e7334%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C638526046850533498%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=FzYu7B%2FgAfvky6elwb2zRDezqcgrmfUQLWaBVduUsos%3D&reserved=0
https://nam06.safelinks.protection.outlook.com/?url=https%3A%2F%2Flearn.microsoft.com%2Fen-us%2Fazure%2Fcloud-adoption-framework%2Fready%2Fazure-best-practices%2Fdefine-an-azure-network-topology&data=05%7C02%7CPaul.Grimley%40microsoft.com%7C25c3fe8cf1374a81cd7e08dc800e7334%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C638526046850544651%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=OzpNivPBfHaMBYYfSLczqMROwQXOnYg6p43YXU9Wc%2FI%3D&reserved=0
https://nam06.safelinks.protection.outlook.com/?url=https%3A%2F%2Flearn.microsoft.com%2Fen-us%2Fazure%2Fcloud-adoption-framework%2Fready%2Fazure-best-practices%2Fresource-tagging&data=05%7C02%7CPaul.Grimley%40microsoft.com%7C25c3fe8cf1374a81cd7e08dc800e7334%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C638526046850549959%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=AV1lIgnNkVxHsRQpmupj%2FR2mB09IIw1jXHhQMcj0sKU%3D&reserved=0
https://nam06.safelinks.protection.outlook.com/?url=https%3A%2F%2Flearn.microsoft.com%2Fen-us%2Fazure%2Fcloud-adoption-framework%2Fready%2Fazure-best-practices%2Fresource-naming-and-tagging-decision-guide&data=05%7C02%7CPaul.Grimley%40microsoft.com%7C25c3fe8cf1374a81cd7e08dc800e7334%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C638526046850555515%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=ApFKYJRXYkHjZszPNB5qDQQ31nbbJ7YH8TeuqwSQkvw%3D&reserved=0
https://nam06.safelinks.protection.outlook.com/?url=https%3A%2F%2Flearn.microsoft.com%2Fen-us%2Fazure%2Fcloud-adoption-framework%2Fready%2Fazure-best-practices%2Ftraditional-azure-networking-topology&data=05%7C02%7CPaul.Grimley%40microsoft.com%7C25c3fe8cf1374a81cd7e08dc800e7334%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C638526046850561069%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=kY85d3tB0F9AMvubclCQe37l5rZ%2FlnByUHL38W%2F%2BE7M%3D&reserved=0
https://nam06.safelinks.protection.outlook.com/?url=https%3A%2F%2Flearn.microsoft.com%2Fen-us%2Fazure%2Fcloud-adoption-framework%2Fready%2Fconsiderations%2Fregions&data=05%7C02%7CPaul.Grimley%40microsoft.com%7C25c3fe8cf1374a81cd7e08dc800e7334%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C638526046850566234%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=phwAz9Cm6o%2BzOmYYyq4HhDAitneriAnPFwje9fyMJ6o%3D&reserved=0
https://nam06.safelinks.protection.outlook.com/?url=https%3A%2F%2Flearn.microsoft.com%2Fen-us%2Fazure%2Fcloud-adoption-framework%2Fready%2Flanding-zone%2Fdesign-area%2Fidentity-access-active-directory-hybrid-identity&data=05%7C02%7CPaul.Grimley%40microsoft.com%7C25c3fe8cf1374a81cd7e08dc800e7334%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C638526046850571288%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=VY%2Bj59xcX7SJpgjTxkKhsxM%2FRZdIcWsRi8wi02H5twg%3D&reserved=0
https://nam06.safelinks.protection.outlook.com/?url=https%3A%2F%2Flearn.microsoft.com%2Fen-us%2Fazure%2Fcloud-adoption-framework%2Fready%2Flanding-zone%2Fdesign-area%2Fidentity-access-active-directory-hybrid-identity&data=05%7C02%7CPaul.Grimley%40microsoft.com%7C25c3fe8cf1374a81cd7e08dc800e7334%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C638526046850571288%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=VY%2Bj59xcX7SJpgjTxkKhsxM%2FRZdIcWsRi8wi02H5twg%3D&reserved=0
https://nam06.safelinks.protection.outlook.com/?url=https%3A%2F%2Flearn.microsoft.com%2Fen-us%2Fazure%2Fcloud-adoption-framework%2Fready%2Flanding-zone%2Fdesign-area%2Fresource-org-management-groups&data=05%7C02%7CPaul.Grimley%40microsoft.com%7C25c3fe8cf1374a81cd7e08dc800e7334%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C638526046850576965%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=cOE0bAtTatAs9juEEHDUo%2FXQtjyKj8s4VYTp3tA5njo%3D&reserved=0
https://nam06.safelinks.protection.outlook.com/?url=https%3A%2F%2Flearn.microsoft.com%2Fen-us%2Fazure%2Fcloud-adoption-framework%2Fready%2Flanding-zone%2Fdesign-area%2Fresource-org-subscriptions&data=05%7C02%7CPaul.Grimley%40microsoft.com%7C25c3fe8cf1374a81cd7e08dc800e7334%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C638526046850583078%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=SWD6qxa2U0M178lHhCdF%2Fsg2pP%2FCtYqkYRo4x0jXpWs%3D&reserved=0
https://nam06.safelinks.protection.outlook.com/?url=https%3A%2F%2Flearn.microsoft.com%2Fen-us%2Fazure%2Fcloud-adoption-framework%2Fready%2Flanding-zone%2Fdesign-area%2Fresource-org-subscriptions&data=05%7C02%7CPaul.Grimley%40microsoft.com%7C25c3fe8cf1374a81cd7e08dc800e7334%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C638526046850583078%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=SWD6qxa2U0M178lHhCdF%2Fsg2pP%2FCtYqkYRo4x0jXpWs%3D&reserved=0
https://nam06.safelinks.protection.outlook.com/?url=https%3A%2F%2Flearn.microsoft.com%2Fen-us%2Fazure%2Fcloud-adoption-framework%2Fready%2Flanding-zone%2Fdesign-area%2Fresource-org&data=05%7C02%7CPaul.Grimley%40microsoft.com%7C25c3fe8cf1374a81cd7e08dc800e7334%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C638526046850588916%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=ZuLjh0WQKg9KQwAUSTV%2BozKtyPTVjZhQ%2BVWcKekJBFo%3D&reserved=0


Zone Redundancy Updates



Zone Redundancy Updates

• Phased Approach

• Phase 1 – Portal, Bicep and Terraform 

Accelerators zone redundant by default by end 

of Q2 CY24

• Phase 2 – Bicep and Terraform Modules zone 

redundant by default by end of CY24

• Combined Blog with Multi-

Region to follow



Microsoft Cloud for Sovereignty Updates



Guardrails Guidance Previews

SLZ is more powerful with more 
configurability and leveraging an Azure 

built-in Sovereign Policy Baseline.

Additional sovereign controls enable 
additional compliance needs, including 
policy initiatives for NATO, policies to 
leverage Trusted Launch VMs, and 
updates for Italy ACN and NL BIO.

Additional Azure services available in GSP, 
including managed HSM.

Significant additional sovereign guidance 
around workload migration and 

CAF/WAF/CSA Plays

New LLM reference architecture for AI 
workloads

Introduction of first guidance around 
sovereign M365 and D365 configurations

New tools available for assessing existing 
environments and monitoring for drift 

enter public previews

Development continues Azure portal 
experiences enabling easier discovery 
and new capabilities for private preview 

customers today

Find out more at: Streamline controls with Microsoft Cloud for Sovereignty - Microsoft Industry Blogs

Microsoft Cloud for Sovereignty  |  Release Wave 1, April 2024

https://www.microsoft.com/en-us/industry/blog/government/sovereignty/2024/04/24/streamline-controls-with-microsoft-cloud-for-sovereignty/


ALZ Terraform 

vNext Update



Pathway to v1.0.0

Decouple ALZ library and 

module/provider 

Override archetypes in 

library 

Policy assignment 

modification in HCL 

Architecture definition as 

code



Library



Architecture-as-code
B

e
fo

re • Define MG architecture in 

HCL

A
ft

e
r

• Define architecture as file

• Can either take one from 

our library, e.g. ALZ default

• Or create your own



Example file



ALZ Bicep Updates



• Availability zones supported 

when running the Accelerator.

• Added policy exemption 

module for baseline Sovereign 

Landing Zone initiatives.

• Multiple bug fixes specific 

to the networking modules as 

well as one bug for the ALZ 

default policy assignments 

module.

• Documentation additions and 

improvements including but 

not limited to:

o Guidance for integrating Azure Monitor 

Baseline Alerts within the Accelerator 

framework.

o Wiki page created for providing a list 

of Known Issues within ALZ-Bicep

ALZ-Bicep 
Updates v0.17.3 and v0.17.4 just released!

https://github.com/Azure/ALZ-Bicep/releases/tag/v0.17.3
https://github.com/Azure/ALZ-Bicep/releases/tag/v0.17.4


• Ingest Policy Refresh FY24H2

• Updates to accommodate MMA 

Deprecation with AMA.

• Integrate Azure Monitor Baseline 

Alerts and associated 

documentation.

• Automate the setup of Azure 

DevOps and GitHub within the 

Accelerator.

• Simplify policy updates and 

customizations within the 

Accelerator framework.

• Migrate to be built from AVM 

modules  

(more info on next slide)

ALZ-Bicep 
Roadmap Public Roadmap

https://github.com/orgs/Azure/projects/610


ALZ-Bicep “Migration” to AVM

• What This Means for ALZ-Bicep?

o Put very simply, all ALZ Bicep modules will be 

deprecated and instead a new version of ALZ 

Bicep will be released that will be built solely of 

AVM Bicep modules (Resource & Pattern). The 

ALZ Bicep repo will transition to become the 

home of the accelerator providing examples and 

reference code bases of how to deploy the 

various ALZ reference architectures.

• Transition Plan

o Whether ALZ Bicep Team maintained or not, 

they will all live in AVM as their home.

o We will provide detailed steps, and possibly 

tooling, to ensure a smooth transition.

• Benefits for You

o Enhanced customization & greater flexibility to 

tailor modules, via input parameters, to your 

specific needs as the AVM modules are way 

more flexible by design.

o Enhanced specifications/standards, testing, CI 

framework to benefit from promoting 

consistency and quality further in the modules 

that build ALZ Bicep.

o Closer alignment with the Well-Architected 

Framework as this is an AVM requirement.

o Larger community to help implement feature 

requests and fix any bugs.

o Breaking up some of the monolithic modules 

into smaller pieces, e.g. Hub Network ALZ Bicep 

module will be no more and instead composed 

of various AVM Resource Modules.

https://aka.ms/alz/bicep/accelerator
https://learn.microsoft.com/en-us/azure/well-architected/
https://learn.microsoft.com/en-us/azure/well-architected/
https://github.com/Azure/ALZ-Bicep/issues/aka.ms/avm/waf


ALZ-Bicep “Migration” to AVM



Q & A



Next Community Call will be on 25th September 2024

Back to an US friendly time slot for this occurrence and then 

the one after will be back to this time slot 

Stay tuned to issue #1666 (ALZ/ESLZ Repo)

Recordings will be available at: 
aka.ms/ALZ/Community

https://github.com/Azure/Enterprise-Scale/issues/1666
https://aka.ms/ALZ/Community


Thank You! 

Stay up-to-date:
https://aka.ms/ALZ/WhatsNew   

This month’s presenters:

https://aka.ms/ALZ/WhatsNew
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