
Azure Landing Zones
11th March 2024 - External Community Call

Registration:

https://aka.ms/ALZ/CommunityCallRegister  

Agenda (please add suggestions):

https://aka.ms/ALZ/CommunityCallAgenda 

This month’s presenters:

https://aka.ms/ALZ/CommunityCallRegister
https://aka.ms/ALZ/CommunityCallAgenda


This meeting is being recorded



Want to hear about the latest 
Azure Landing Zone events, news, 
surveys etc.?

If so, sign up to our mailing list:

aka.ms/alz/notifications/signup

You can also opt out, if registered, by heading to: 

aka.ms/alz/notifications/optout



Before we get started...

At any point, if you have a question please put it 

in the chat! 
(we have members of the team here to help )

Also we may stop and discuss your 

question/point at that time, we want this to be 

an open discussion with all of you 





Agenda

• What’s New in ALZ?

• Policy Refresh Updates

• Diagnostic Settings Policy Updates

• MMA Deprecation Updates

• AMBA Updates

• Zone Redundancy & Multi-Region Updates

• ALZ Bicep Updates

• ALZ TF Updates

• Wrap up



Implementation Options & Accelerators 



Accelerators 

aka.ms/ALZ/AAC

https://aka.ms/ALZ/AAC


ALZ Public Roadmap

aka.ms/ALZ/

Roadmap

https://aka.ms/ALZ/Roadmap
https://aka.ms/ALZ/Roadmap


ALZ What’s New?

https://aka.ms/ALZ/WhatsNew  

Single place to 

stay up-to-

date

https://aka.ms/ALZ/WhatsNew


Networking – 

AVNM

New Section in CAF + Updates

https://learn.microsoft.com/azure/cloud-adoption-framework/ready/azure-best-practices/define-an-azure-network-topology#azure-virtual-network-manager-in-azure-landing-zones


Networking – 

Multi-Region DNS

New Addition to CAF + Updates

https://learn.microsoft.com/azure/cloud-adoption-framework/ready/azure-best-practices/private-link-and-dns-integration-at-scale


Manage application 

development 

environments in Azure 

landing zones

New CAF Doc

https://learn.microsoft.com/azure/cloud-adoption-framework/ready/landing-zone/design-area/management-application-environments
https://learn.microsoft.com/azure/cloud-adoption-framework/ready/landing-zone/design-area/management-application-environments
https://learn.microsoft.com/azure/cloud-adoption-framework/ready/landing-zone/design-area/management-application-environments
https://learn.microsoft.com/azure/cloud-adoption-framework/ready/landing-zone/design-area/management-application-environments


Modify an Azure landing 

zone architecture to 

meet requirements 

across multiple locations

New CAF Doc

https://learn.microsoft.com/en-gb/azure/cloud-adoption-framework/ready/landing-zone/landing-zone-multinational
https://learn.microsoft.com/en-gb/azure/cloud-adoption-framework/ready/landing-zone/landing-zone-multinational
https://learn.microsoft.com/en-gb/azure/cloud-adoption-framework/ready/landing-zone/landing-zone-multinational
https://learn.microsoft.com/en-gb/azure/cloud-adoption-framework/ready/landing-zone/landing-zone-multinational


Incorporate Zero 

Trust practices 

in your landing 

zone

New CAF Doc

https://learn.microsoft.com/en-gb/azure/cloud-adoption-framework/ready/landing-zone/design-area/security-zero-trust
https://learn.microsoft.com/en-gb/azure/cloud-adoption-framework/ready/landing-zone/design-area/security-zero-trust
https://learn.microsoft.com/en-gb/azure/cloud-adoption-framework/ready/landing-zone/design-area/security-zero-trust
https://learn.microsoft.com/en-gb/azure/cloud-adoption-framework/ready/landing-zone/design-area/security-zero-trust


Plan for IP 

Addressing

Update of CAF Doc

https://learn.microsoft.com/en-gb/azure/cloud-adoption-framework/ready/azure-best-practices/plan-for-ip-addressing#ipv6-considerations
https://learn.microsoft.com/en-gb/azure/cloud-adoption-framework/ready/azure-best-practices/plan-for-ip-addressing#ipv6-considerations


Advanced Azure 

Policy 

management

New CAF Doc

https://learn.microsoft.com/en-gb/azure/cloud-adoption-framework/ready/policy-management/enterprise-policy-as-code
https://learn.microsoft.com/en-gb/azure/cloud-adoption-framework/ready/policy-management/enterprise-policy-as-code
https://learn.microsoft.com/en-gb/azure/cloud-adoption-framework/ready/policy-management/enterprise-policy-as-code


Azure Governance 

Visualizer 

Accelerator guidance

New AAC Doc



aka.ms/alz/iam

IAM Design Area Refresh & Update

Refreshed Identity and Access 

Management CAF documentation - 

Blog

https://aka.ms/alz/iam
https://techcommunity.microsoft.com/t5/azure-governance-and-management/refreshed-identity-and-access-management-caf-documentation/ba-p/4067862
https://techcommunity.microsoft.com/t5/azure-governance-and-management/refreshed-identity-and-access-management-caf-documentation/ba-p/4067862
https://techcommunity.microsoft.com/t5/azure-governance-and-management/refreshed-identity-and-access-management-caf-documentation/ba-p/4067862


ALZ Identity & Access Management

• Identity is the enabler for subscription democratization

• Think about where security boundaries are created, and how to avoid crossing themOverview

• Do we need AD DS, or can we use Entra ID/Entra DS?

• Don’t enable access to the Identity VNet unless required

Hybrid Identity, Entra ID, 

and Active Directory

• Create groups, role assignments, and security principals during subscription vending

• Use custom roles where built-ins are too permissive

Landing zone identity and 

access

• Use separate identity principals for each application environment

• Phase out credentials and SPNs, and use managed/workload identitiesApplication access

Zero Trust

Subscription Democratization



aka.ms/alz/portal

New ALZ Portal Accelerator Feature

New feature: easily 

assign regulatory 

compliance policies to 

your Azure Landing Zone 

- Microsoft Community 

Hub

https://aka.ms/alz/portal
https://techcommunity.microsoft.com/t5/azure-architecture-blog/new-feature-easily-assign-regulatory-compliance-policies-to-your/ba-p/4074957
https://techcommunity.microsoft.com/t5/azure-architecture-blog/new-feature-easily-assign-regulatory-compliance-policies-to-your/ba-p/4074957
https://techcommunity.microsoft.com/t5/azure-architecture-blog/new-feature-easily-assign-regulatory-compliance-policies-to-your/ba-p/4074957
https://techcommunity.microsoft.com/t5/azure-architecture-blog/new-feature-easily-assign-regulatory-compliance-policies-to-your/ba-p/4074957
https://techcommunity.microsoft.com/t5/azure-architecture-blog/new-feature-easily-assign-regulatory-compliance-policies-to-your/ba-p/4074957
https://techcommunity.microsoft.com/t5/azure-architecture-blog/new-feature-easily-assign-regulatory-compliance-policies-to-your/ba-p/4074957


Policy Refresh Updates



ALZ Policy

News
aka.ms/alz/policies

• New Backup initiative and 

updates (in progress)

• Immutability audit

• Storage account backup

• Vault private endpoints

• Working with PG to create new 

policies (MUA)

• *New Assignment*

• New Resilience initiative

• Audit Zone Resiliency based for 

supporting resources

• Audit resource and resource groups 

in same region

• *New Assignments*

• Diagnostics Settings

• See next slide

https://aka.ms/alz/portal


Diagnostic Settings Updates



Diagnostic Settings Updates

• New policies and initiatives 

coming soon

• ALZ to deprecate all Diagnostic 

Settings custom policies

• *New* Diagnostic Settings 

Initiatives (covering 137 Azure 

services)

• ALZ will default to Log Analytics 

as target

o Option for Storage or Event Hubs

• NOTE: AllLogs or AuditLogs is 

not ubiquitous across services 

(eg. AzFW)

o Recommendation for the short term is "AllLogs"

▪ NOTE: Consider cost implications storing all logs

o We are working hard to address this, it’s 

complex and takes time to remediate



MMA Deprecation Update



• Portal reference implementation 

is now using AMA

• New resources:
• User Assigned Managed Identity 

• Data Collection Rules

• VM Insights 

• Change Tracking 

• MDFC Defender for SQL

• New policies:
• Enable Change Tracking for Azure VMs

• Enable Change Tracking for Arc-enabled 

Servers

• Enable Change Tracking for VM scale sets

• Enable MDFC Defender for SQL

• Deploy User Assigned Managed Identity Enable 

VM Insights for Azure VMs

• Enable VM Insights for Arc-enabled Servers

• Enable VM Insights for VM scale sets

• Enable update checking with Azure Update 

Manager

• Parity statements added to AMA 

product docs

MMA Deprecation

https://learn.microsoft.com/en-us/azure/azure-monitor/agents/azure-monitor-agent-migration#known-parity-gaps-for-solutions-that-may-impact-your-migration


• AMA for Bicep and Terraform is 

coming!

• Brownfield guidance on 

updating existing ALZ 

deployments to use AMA

• User Assigned Managed 

Identity (UAMI)

• Scaling

• Centralizing

 

• Policy updates

• Adding additional flexibility to built-

in Policies

• Policy changes to enable 

centralizing UAMI

MMA Deprecation



AMBA Updates



• The action group has been 

updated to include:

• Email Azure Resource Manager Role

• Azure Function

• Event Hubs

• Logic App

• Webhook

• New Notification Assets initiative

• Updated Policy Remediation 

script.

• Documentation updates

• Decoupling Service Health 

initiative deployment from Action 

Group and Alert Processing rules

• Updated Existence Condition to 

detect and remediate 

configuration drift

• Static: EvaluationFrequency, WindowSize, 

Threshold, Severity, Operator, autoMitigate

• Dynamic: alertSensitivity, 

numberOfEvaluationPeriods, 

minFailingPeriodsToAlert 

AMBA
Updates aka.ms/amba/patterns/alz

https://aka.ms/amba/patterns/alz


• ALZ Portal updates

• Action groups

• Service health

• Notification Assets

• Existence Condition

• AMBA for ALZ Bicep/ Terraform

• Alert Processing Rule for alert 

suppression

• Bring your own Action Group 

and/ or Alert Processing Rule

• Email will not be mandatory for 

action group deployment

• Look out for the Preparing for 

the unexpected session (End of 

April) 

https://aka.ms/readiness/videos 

AMBA
Roadmap aka.ms/amba/patterns/alz

https://aka.ms/readiness/videos
https://aka.ms/amba/patterns/alz


Zone Redundancy Updates



Zone Redundancy Updates

• Objective – to make ALZ Zone 

Redundant by Default

• 154 survey responses for Bicep 

and TF – Thank you

• Phased Approach

• Phase 1 – Portal, Bicep and Terraform 

Accelerators zone redundant by default by end 

of Q2 CY24

• Phase 2 – Bicep and Terraform Modules zone 

redundant by default by end of CY24

• Blog planned within next month 

to provide details

• Portal is already complete!



Multi-Region Updates



Multi-Region Updates

• We had 56 responses to our 

detailed multi-region survey 

• Networking was top ask

• Majority of respondents have 2 

region deployments

• More than half deploying using 

ALZ Terraform



Multi-Region Updates

• We’ve assessed all the feedback 

and locked in focus areas

• Multiple Hub networks, Private DNS Zones, 

VPN / ER Gateways, Azure Firewall (and 

Policies) and Multiple vWAN Hubs

• Work kicked-off this month on 

Portal Reference Implementation 

to include changes

• Bicep and Terraform will follow

• Planning for completion ~Q3 

CY2024



ALZ Bicep Updates



• Introduced Resource Locks to 

all ALZ Bicep Modules.

• Added policy assignments for 

baseline Sovereign Landing Zone 

initiatives.

• Added parameter files and 

associated wiki for connectivity 

modules to incorporate resources 

with availability zones configured 

by default.

• Implemented new deployment 

toggles in hub-spoke 

configurations, providing users with 

increased flexibility and control 

over deployment of the VPN and 

ExpressRoute Gateways

• Add support for new Azure Regions
o Israel Central

o Italy North

o Poland Central

ALZ-Bicep 
Updates v0.17.2 just released!

https://github.com/Azure/ALZ-Bicep/releases/tag/v0.17.2


• Integrate Azure Monitor Baseline 

Alerts and associated 

documentation.

• Updates to accommodate MMA 

Deprecation with AMA.

• Automate the setup of Azure 

DevOps and GitHub within the 

Accelerator.

• Add ability to customize subnets 

and add conditions for Hub-Spoke 

module.

• Simplify policy updates and 

customizations within the 

Accelerator framework. 

ALZ-Bicep 
Roadmap Public Roadmap

https://github.com/orgs/Azure/projects/610


ALZ Terraform 

vNext Update



ALZ Terraform Module vNext

New Pattern Module: aka.ms/avm-ptn-alz
(Backed by the ALZ Terraform Provider: aka.ms/tf-pdr-alz)

Example usage: aka.ms/avm-ptn-alz-example

Scope of the new module
 Management groups

 Policy

 Role Assignments

https://aka.ms/avm-ptn-alz
https://aka.ms/tf-pdr-alz
https://aka.ms/avm-ptn-alz-example


How to build a Landing Zone

Compose the modules together
 Azure/avm-ptn-alz: Management groups and policy

 Azure/alz-management: Management resources like log analytics, etc

 Azure/hubnetworking: Hub networking with vNet or vWan

 Azure/vnet-gateway: vNet gateways

 Etc…

Azure Verified Modules (AVM)? 
 These modules will be renamed to align with AVM soon!



Pathway to v1.0

Decouple ALZ library and 

module/provider 

Override archetypes in library Policy assignment modification 

in HCL 

Policy assignment well-known 

parameters in library not code



Demo and Roadmap

Can I use it now? 
 Yes. We want you to try it out now!

 Give us feedback by raising issues and / or PRs in GitHub.

 End to end example in the ALZ Terraform Accelerator: 

aka.ms/alz-tf-acc

What’s coming next?

What does it look like? 
 Demo Time!

https://aka.ms/alz-tf-acc
https://aka.ms/alz-tf-acc


Q & A



Next Community Call will be on 12th June 2024

Back to an APAC friendly time slot for this occurrence and then 

the one after will be back to this time slot 

Stay tuned to issue #1596 (ALZ/ESLZ Repo)

Recordings will be available at: 
aka.ms/ALZ/Community

https://github.com/Azure/Enterprise-Scale/issues/1596
https://aka.ms/ALZ/Community


Thank You! 

Stay up-to-date:
https://aka.ms/ALZ/WhatsNew   

This month’s presenters:

https://aka.ms/ALZ/WhatsNew
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