
Enterprise Scale Landing Zones
17th November 2021 - Community Call



This meeting is being recorded



Agenda

• Welcome

• What’s New?

• Bicep & AzOps Update

• Questions from the community -

https://github.com/Azure/Enterprise-Scale/issues/803

• Contributing 

• Q & A

https://github.com/Azure/Enterprise-Scale/issues/803


Before we get started...

At any point, if you have a question please put it 

in the chat! 
(we have the entire team here to help 😎)

Also we may stop and discuss your 

question/point at that time, we want this to be 

an open discussion with all of you 🙂



Engineering Team 

Survey

https://aka.ms/es/survey

Share with 

everyone

https://aka.ms/es/survey


Terraform Modules
CAF-Enterprise-Scale

CAF-Enterprise-Scale

• Now GA – V1.0.0

• Official module authored and maintained by the Enterprise 
Scale team

• Delivers the components included in Enterprise Scale

• Native Terraform and can be run anywhere Terraform can be

• Parity with other Enterprise Scale implementation options 
and features – VWAN coming soon

• Simple to use, fully customisable if desired

• Useable in any operational approach

• HashiCorp Learn Module Available: https://aka.ms/terraform-
eslz/hashicorp-learn

• Documentation has had a lot of focus and enhancements –
checkout the wiki 

• Working closely with the CAF-Terraform-LandingZones team 
to provide better messaging around how the modules can 
work together

https://github.com/Azure/terraform-azurerm-caf-enterprise-scale
https://aka.ms/terraform-eslz/hashicorp-learn
https://github.com/Azure/terraform-azurerm-caf-enterprise-scale/wiki


Updated & New 

FAQ pages

Enterprise-scale FAQ - Cloud 
Adoption Framework | 
Microsoft Docs –
Architecture

FAQ · Azure/Enterprise-Scale 
Wiki (github.com) –
Implementation 

Dev/Test/Prod 

Approach Guidance

https://docs.microsoft.com/en-us/azure/cloud-adoption-framework/ready/enterprise-scale/faq
https://github.com/Azure/Enterprise-Scale/wiki/FAQ
https://docs.microsoft.com/en-us/azure/cloud-adoption-framework/ready/enterprise-scale/faq#how-do-we-handle-devtestproduction-workload-landing-zones-in-enterprise-scale-architecture


ESLZ RI update

• Added support for Fairfax and Mooncake

• Full coverage for Fairfax, including Portal deployment experience

• Mooncake is “DIY” only for now

• Full parity is work-in-progress, subject to built-in policy availability 

and services capabilities compared to public Azure

• Dedicated policyInitiative for Private DNS Zones and Public Endpoint

• Continuous validation in partnership with CSAs during their customer 

engagements in Mooncake and Fairfax



Limiting cross-tenant private endpoint connections

Limit cross-tenant private endpoint connections in 

Azure - Cloud Adoption Framework | Microsoft Docs

https://docs.microsoft.com/en-us/azure/cloud-adoption-framework/ready/azure-best-practices/limit-cross-tenant-private-endpoint-connections


Don’t Forget the 

“What’s New?” page

https://aka.ms/ES/WhatsNew

https://aka.ms/ES/WhatsNew


We Want You!
To contribute to ESLZ

 Create issues, bugs and feature requests

 Tell us where we can improve existing guidance or provide new guidance

https://aka.ms/EnterpriseScale

Create an issue/feature request:

Update docs/wiki:

https://aka.ms/EntepriseScale


ALZ Bicep Update
• Coming soon! – Aiming for November Public Preview

• Using the latest Bicep features available in v0.4+

• Module Registries will come soon – GA timelines & v0.5

• Will initially deliver a Hub & Spoke topology (a.k.a. 

Adventure Works)

• Will look to add others soon after

• Is modular/staged/layered from the start

• Instructions on how to sequence and deploy are provided

• Will also provide orchestration templates to sequence for you 

like the “Deploy To Azure” button experience today; but in a 

Bicep fashion

• More on this in next slide

• Some Policy elements, likely to stay in JSON for reusability

• Will document as to why and how to use etc.



ALZ Bicep Modules High Level

Management Groups

Custom Policy Definitions

Policy Assignments

Subscription Placement

Logging & Automation
VWAN 

(Contoso)

Modules Orchestration Templates

Hub Network - Traditional

No Hybrid 

Connectivity
(Wingtip)

Users can choose an 

orchestration 

template

Hub & 

Spoke
(Adventure 

Works)

Public Preview 

Goal

Hub Network - VWAN

Custom Role Definitions

RBAC Role Assignments

GA Goal

OR

OR

Simplest Path



ALZ Bicep Modules High Level
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RBAC Role Assignments

Flexibility Option 1



ALZ Bicep Modules High Level
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AzOps Updates



AzOps – Recent Updates

• Wiki refresh 

• AzOps Generator – Metadata enhancements

• Resource Deletion for autogenerated templates
• Microsoft.Authorization/RoleAssignments

• Microsoft.Authorization/PolicyAssignments

• Bug fixes and general improvements to the code base ☺



AzOps – Future Updates

• Enhanced test framework to simplify contributions

• Github Actions OIDC support 

• Enhancements to autogenerated templates

• ...



Demo



What does “evergreen” mean to you?
Let us know in the feedback survey – Question 2

https://aka.ms/ESLZCommunitySurvey

https://aka.ms/ESLZCommunitySurvey


Questions From The Community
• https://github.com/Azure/Enterprise-Scale/issues/803

• When to use deploy if not exists for deploying resources. When to deploy resources the regular 

way? - https://docs.microsoft.com/en-us/azure/cloud-adoption-framework/ready/enterprise-scale/faq#should-we-use-

azure-policy-to-deploy-workloads

• policies.json is 15,000+ lines in size. How to manage this best? – We are still looking to split this up and do, 

do this in the Bicep implementation. Could you provide a suggestion on how you would like it to look and why?

• We require elevation for many of our deployment types (Azure and Windows Server Active Directory 

operations, certificate access, principal management). Currently we don't see a clear way to apply 

elevation into bicep modules. What is your guidance?  - ARM/Bicep is mainly focussed on the 

control/management plane for resources and not the data plane. Suggest opening an issue on the Bicep repo for further 

guidance and discussion: https://github.com/Azure/bicep

• There seems a cut between the landing zone and the use case side. Is there anything to be expected 

on the use case side? – Assuming you are referring to the split between platform and application workload landing 

zones, this is by design as the ESLZ is Application-centric and archetype-neutral (design principle). 

AzOps is designed to handle the platform side, although it can be used for application/service deployment in a centralised 

operational model. Empowering application/service teams to have autonomy to deploy themselves is the preferred approach 

and intention within ESLZ.

• What is your opinion on AzOps? – Let's discuss this further

https://github.com/Azure/Enterprise-Scale/issues/803
https://docs.microsoft.com/en-us/azure/cloud-adoption-framework/ready/enterprise-scale/faq#should-we-use-azure-policy-to-deploy-workloads
https://github.com/Azure/bicep
https://docs.microsoft.com/en-us/azure/cloud-adoption-framework/ready/enterprise-scale/design-principles#application-centric-and-archetype-neutral


Q & A



Engineering Team 

Survey

https://aka.ms/es/survey

Share with 

everyone

https://aka.ms/es/survey


Thank You!

https://aka.ms/ESLZCommunitySurvey

Stay up-to-date:
https://aka.ms/es/whatsnew

https://aka.ms/ESLZCommunitySurvey
https://aka.ms/es/whatsnew

