
Azure Landing Zones
25th September 2024 - External Community Call

Registration:

https://aka.ms/ALZ/CommunityCall

Agenda (please add suggestions):

https://aka.ms/ALZ/CommunityCallAgenda 

This month’s presenters:

https://aka.ms/ALZ/CommunityCall
https://aka.ms/ALZ/CommunityCallAgenda


This meeting is being recorded



Want to hear about the latest 
Azure Landing Zone events, news, 
surveys etc.?

If so, sign up to our mailing list:

aka.ms/alz/notifications/signup

You can also opt out, if registered, by heading to: 

aka.ms/alz/notifications/optout



Before we get started...

At any point, if you have a question please put it 

in the chat! 
(we have members of the team here to help )

Also we may stop and discuss your 

question/point at that time, we want this to be 

an open discussion with all of you 





Implementation Options & Accelerators 



Accelerators 

aka.ms/ALZ/AAC

https://aka.ms/ALZ/AAC


ALZ Public Roadmap

aka.ms/ALZ/

Roadmap

https://aka.ms/ALZ/Roadmap
https://aka.ms/ALZ/Roadmap


ALZ What’s New?

aka.ms/ALZ/WhatsNew  

Single place to 

stay up-to-

date

https://aka.ms/ALZ/WhatsNew


New Doc

Establish common subscription 

vending product lines



New Application Landing Zone 

Accelerator: RHEL



New Application Landing Zone 

Accelerators: Oracle



A sneak peak into the future of our 

wikis



CAF What’s New?

https://learn.microsoft.com/en-gb/azure/cloud-adoption-framework/get-started/whats-new


A note on upcoming releases



Portal & Policy Refresh 

Q1FY25 Updates



ALZ Policy

News
aka.ms/alz/whatsnew

• Policy Refresh Q1 FY25

• Always review “What's New”

• No “breaking” changes!

• Enhancing Quality

• Scenario testing

• Policy quality testing

• Policy Versioning

• Azure Policy Versioning has landed (preview)

• What is ALZ doing?

• Security

• TLS 1.3 support ready in ALZ custom policies, 

more complicated for built-ins

• Virtual Network – Private Subnet auditing

• Various backend security enhancements

• Diag Settings

• Choice between AllLogs and AuditOnly

https://aka.ms/alz/whatsnew


ALZ Policy

Roadmap
aka.ms/alz/roadmap

• Sovereign Clouds

• Have secured access to the sovereign clouds: US Gov and China

• Working to ensure successful deployments in these sovereign clouds (a lot of changes required)



ALZ Portal

News
aka.ms/alz/portal

• Workload Specific Compliance

• AI Ready – governance for AI Landing Zones

• Sentinel

• Updated portal to new APIs for valid Sentinel deployment

• Big update to AMBA integration

• Exposing new integration capabilities

• More choice for what to enable



Resiliency Updates



Zone Redundancy Updates

• BLOG: Announcing Zone 

Redundancy and Multi-Region 

Capabilities in Azure Landing Zones 

https://aka.ms/alz/resiliency/blog

• Phased Approach

• Phase 1 – Portal, Bicep and Terraform Accelerators 

zone redundant by default by end of Q2 CY24

• Phase 2 – Bicep and Terraform Modules zone 

redundant by default Early 2025

  

https://aka.ms/alz/resiliency/blog


Multi-region Updates

• ALZ Portal supports multi-region today

• ALZ Accelerators

• Bicep – releasing imminently 

• Terraform – Available today

• ALZ IaC Modules

• Bicep – releasing imminently 

• Terraform – releasing imminently

• Terraform vNext – will be available from release

  



Azure CTO Blog

• Azure CTO Mark Russinovich blog -  

‘Achieve agility and scale in a dynamic cloud 

world’

• Achieve agility and scale in a dynamic cloud world | 

Microsoft Azure Blog

https://azure.microsoft.com/en-us/blog/achieve-agility-and-scale-in-a-dynamic-cloud-world/
https://azure.microsoft.com/en-us/blog/achieve-agility-and-scale-in-a-dynamic-cloud-world/


Help us prioritize new 

feature/service 

updates to ALZ



We need your help

Help us prioritize what new features we should work on to make 

Azure Landing Zones better for you

aka.ms/ALZ/ALZFeatures

https://aka.ms/ALZ/ALZFeatures


AMA in ALZ Updates



• MMA: Data upload

• Cloud ingestion services will gradually reduce 

support for MMA agents, which may result in 

decreased support and potential compatibility 

issues for MMA agents over time. 

• Ingestion for MMA will be unchanged until 

February 1, 2025.

• MMA: Installation

• The ability to install the legacy agents will be 

removed from the Azure Portal and installation 

policies for legacy agents will be removed. You 

can still install the MMA agents extension as 

well as perform offline installations.

• Update guidance for existing ALZ 

deployments

• Portal accelerator: 

http://aka.ms/alz/ama/migration 

• Terraform: [User Guide] Upgrade from v5.2.1 to

v6.0.0 · Azure/terraform-azurerm-caf-enterprise-scale

Wiki (github.com)

• Bicep: Release v0.18.0 · Azure/ALZ-Bicep (github.com)

• **Centralized UAMI Policy 

documentation update**

• Use Azure Policy to assign managed identities 

(preview) - Managed identities for Azure resources | 

Microsoft Learn

MMA was retired on August 31
What are the next steps?

http://aka.ms/alz/ama/migration
https://github.com/Azure/terraform-azurerm-caf-enterprise-scale/wiki/%5BUser-Guide%5D-Upgrade-from-v5.2.1-to-v6.0.0
https://github.com/Azure/terraform-azurerm-caf-enterprise-scale/wiki/%5BUser-Guide%5D-Upgrade-from-v5.2.1-to-v6.0.0
https://github.com/Azure/terraform-azurerm-caf-enterprise-scale/wiki/%5BUser-Guide%5D-Upgrade-from-v5.2.1-to-v6.0.0
https://github.com/Azure/ALZ-Bicep/releases/tag/v0.18.0
https://learn.microsoft.com/en-us/entra/identity/managed-identities-azure-resources/how-to-assign-managed-identity-via-azure-policy
https://learn.microsoft.com/en-us/entra/identity/managed-identities-azure-resources/how-to-assign-managed-identity-via-azure-policy
https://learn.microsoft.com/en-us/entra/identity/managed-identities-azure-resources/how-to-assign-managed-identity-via-azure-policy


AMBA Updates



• ALZ Portal Accelerator has been 

updated

• Uses latest AMBA-ALZ release

• Added additional action group 

capabilities (Webhook, ARM 

Roles) 

• Resource category alert 

enablement for Landing Zones

AMBA
Updates aka.ms/amba/patterns/alz

https://aka.ms/amba/patterns/alz


• NEW: AMBA ALZ Portal 

Accelerator

• aka.ms/amba/alz/portal

AMBA
Updates aka.ms/amba/patterns/alz

https://aka.ms/amba/alz/portal
https://aka.ms/amba/patterns/alz


AMBA
Updates Alerting-
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• Threshold override

• _amba-AvailableMemoryPercentage-
threshold-override_

• New alert rules

• Azure Key Vault Managed HSM

• Modify Recovery Services vaults to enable new 

Azure Monitor alerts for Azure Site Recovery

• Daily Cap threshold alert on a Log Analytics 

workspace

• Updated the disable resource 

monitoring feature

"MonitorDisableTagName": {

"type": "String",

"defaultValue": 
"MonitorDisable"

},

"MonitorDisableTagValues": {

"type": "Array",

"defaultValue": [

"true",

"Test",

"Dev",

"Sandbox"

]

}

AMBA
Updates aka.ms/amba/patterns/alz

https://aka.ms/amba/patterns/alz


• Quota Alerts

• AMBA for ALZ Bicep

• AMBA is not yet integrated into the ALZ-Bicep 

repository, However, this integration is 

underway and will soon be available. If you wish 

to deploy AMBA now, please see this Wiki

• AMBA for ALZ Terraform

• We are working on integrating with the Azure-

Landing-Zones-Library and updating de 

module. 

• Adding alerts for:

• Azure Monitor Ingestion limit alert

• Application Insight Throttling alert

• Activity Log Alert for deleting Application 

Insight

AMBA
Roadmap aka.ms/amba/patterns/alz

https://github.com/Azure/ALZ-Bicep/wiki/AzureMonitorBaselineAlerts
https://aka.ms/amba/patterns/alz


ALZ Bicep Updates



 Guidance and/or refactor for 

incorporating multi-region support 

within networking modules

 Launch of version 2 of the ALZ-

Bicep Accelerator

 Networking Enhancements: 

o Add DDoSEnabled toggle for 

ALZDefaultPolicyAssignments Module

o Add Firewall Policy SNAT configuration

o Added support for Active-Active Virtual Network 

Gateways

 Policy Refresh H2 has been released

o Built-in policies for diagnostic settings

o Transition to built-in policies for Azure Monitor 

Agent (AMA)

o Sentinel onboarding via onBoardingStates API

ALZ-Bicep 
Updates v0.19.2 just released!

https://github.com/Azure/ALZ-Bicep/releases/tag/v0.19.2


• Multi-region support in the 

Accelerator framework

• Refactor of ALZ-Bicep with 

Azure Verified Modules

• October Policy Refresh

• Variety of Bug Fixes:
o Fix issue with Accelerator V2 with deploying 

custom modules

o Missing permissions on data collection 

rules for policy identities related to AMA

o General Accelerator v2 Issues and 

Documentation Enhancements

ALZ-Bicep 
Roadmap Public Roadmap

https://github.com/Azure/ALZ-Bicep/issues/791
https://github.com/orgs/Azure/projects/610


ALZ Terraform 

vNext Update



Terraform on Azure Learning Path

• First module released: Introduction to Infrastructure as code using 

Terraform: aka.ms/tf/fundamentals 

• More modules coming soon!

https://aka.ms/tf/fundamentals


Management

Connectivity Hub and Spoke Virtual Network OptionVirtual WAN Option

vNext Composition of Azure Verified Modules

avm-ptn-alz
• Management Groups

• Policy

• Role Definitions

avm-ptn-alz-management
• Log Analytics

• Automation Account

avm-ptn-virtualwan
• Virtual WAN

• Firewalls

avm-ptn-hubnetworking
• Hub Virtual Networks

• Peering

• Firewalls

avm-ptn-vnetgatewway
• Virtual Network Gateways

avm-ptn-network-private-link-private-dns-zones
• Private DNS Zones



Pathway to v1.0.0 and Beyond

Publish deprecation timescale for CAF module

Brownfield migration guidance and tooling

Complete Starter Module in Accelerator

v1.0.0 Release

Documentation and azapi v2.0

Code Complete Done

Early October

Late October

Late October

End of 2024

End of 2024
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ALZ Bicep & Terraform 

Accelerator Updates



ALZ Accelerators Recent Updates

• Bicep end to end 

bootstrapping

• Centralised documentation: 

aka.ms/alz/accelerator/docs 

• Input config file by default 

with multiple starter examples

• Complex types in input files

• Override any variable in input 

files

https://aka.ms/alz/accelerator/docs


ALZ Accelerators Coming Soon!

• Multi-region starter modules for Bicep and Terraform. Coming very 

soon!

• Application landing zones. Targeting end of 2024.
• Includes and composes AVM Modules for:

• Agents and Runners

• Azure Bootstrap

• GitHub Bootstrap

• Azure DevOps Bootstrap



ALZ Accelerators Planning

• Removal of UI option?

• Only support config file as 

input.

• Better support for complex 

data types and overrides.



Azure Landing Zones
29th January 2025 - External Community Call

Registration:

https://aka.ms/ALZ/CommunityCallRegister  

Agenda (please add suggestions):

https://aka.ms/ALZ/CommunityCallAgenda 

https://aka.ms/ALZ/CommunityCallRegister
https://aka.ms/ALZ/CommunityCallAgenda


Next Community Call will be on 29th January 2025

Back to an APAC friendly time slot for this occurrence and then 

the one after will be back to this time slot 

Stay tuned to issue #1774 (ALZ/ESLZ Repo)

Recordings will be available at: 
aka.ms/ALZ/Community

https://github.com/Azure/Enterprise-Scale/issues/1774
https://aka.ms/ALZ/Community


Thank You! 

Stay up-to-date:
https://aka.ms/ALZ/WhatsNew   

This month’s presenters:

https://aka.ms/ALZ/WhatsNew
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