SILICON LABS

ZigBee Sleepy End Device Lab Worksheet

In this worksheet we provide a step-by-step guide to create, build
and run ZigBee 3.0 end device and sleepy end device applications
based on EmberZNet Stack 6.6.4. If you use a later release in the
future, most of the instructions should still apply, although there
could be minor differences not foreseen at the time of this
document.

These exercises help you get familiar with ZigBee 3.0 in the EmberZNet Stack, Simplicity
Studio v4 development environment, and the Wireless Start Kit (WSTK) with EFR32MG
modules. We assume that you have a WSTK and the following software requirements:

=  Simplicity Studio 4

= EmberZNet 6.6.4

= GCC7.2
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Zigbee Sleepy End Device Hands-on Guide

1 Pre-requisites

Make sure you have installed the EmberZnet 6.6.4 SDK and GCC toolchain on your PC.
1.1 Check EmberZnet SDK
1. Launch Simplicity Studio v4.
2. “Windows”->"Preference”>"Simplicity Studio”>"SDKs”, make sure “EmberZnet 6.6.4” is installed

=1 Preferences X
type filter text 5DKs (=R v v
g;gf’j‘ Check the SDKs available for project build configurations.
Help Checked entries are displayed when configuring projects.
Install/Update -
Network Analyzer Name Version Location Select Al
Run/Debug (] Bluetooth SDK Lite 220 CiiliconLabsSimpli p blelite\v2.2.0.0\ T
 Simplicity Studio [ Gecko SDK Suite: Bluetooth 2.10.1.0, EmberZNet 6.4.1.0, Flex 2.4.1.0, MCU 5.6.1.0, Micrium OS Kernel, Thread 2.8.0.0 241 Casiliconabs\SimplicityStudio\v4\developer\sdks\gecko_sdk_suitew2.4\ clect None
Adapter Packs [ Gecko SDK Suite: Bluetooth 2.11.5.0, EmberZNet 6.5.5.0, Flex 2.5.5.0, MCU 5.73.0, Micrium OS Kernel 5.6.0, Thread 29.5.0 255 Casiliconabs\SimplicityStudio\v4\develope\sdks\gecko_sdk_suitew2.5\
Crypto Profiles Gecko SDK Suite: Bluetooth 2.12.4.0[EmberZNet 6.6.4.0]Flex 2640, MCU 5.8.40, Micrium OS Kerel 5.7.0, Thread 2.10.40 264 CaSiliconLabs\SimplicityStudic\v4\developensdks\gecko_sdk_suite\v2.61
Device Filtering [ Gecko SDK Suite: Bluetooth 2.8.1.0, EmberZNet 6.2.3.0, Flex 2.2.2.1, Kernel, MCU 5.4.0.0, Micrium, OS, Thread 2.6.2.0 222 Co\siliconabs\SimplicityStudio\v4\developer\sdks\gecko_sdk_suitew2.2\, Add
Device Manager [ Gecko SDK Suite: Bluetooth 2.9.2.0, EmberZNet 6.3.1.0, Flex 2.3.1.0, Kernel, MCU 5.5.1.0, Micrium, OS, Thread 27.1.0 221 Co\Siliconabs\SimplicityStudio\v4\developer\sdks\gecko_sdk_suite\w2.3\ —
Energy Profiler [] Gecko SDK Suite: EmberZNet 5,10.20, MCU 5220 1 Ca\siliconLabs\SimplicityStudio\v4\developersdks\gecko_sdk suite\wl. T\ =
Launcher [ Gecko SDK Suite: EmberZNet 59.2.0, MCU 5.1.3.0 101 Ci\Siliconabs\SimplicityStudio\v4\developer\sdks\gecko_sdk suite\1.0\
Offline Content [ Gecko SDK Suite: EmberZNet 6:0.3.0, Flex 20, 202 Ci\Siliconlabs\SimplicityStudio\v4\developersdks\gecko_sdk_suiteWw2.01
Preferred IDE [ Gecko SDK Suite: EmberZNet 6.1.0.0, MCU 53.50, Micrium 05 Kernel 5.20 210 C:\SiliconLabs\SimplicityStudio\v4\developer\sdks\gecko_sdk_suiteWw2.T
SDKs [] Stackless applications 100 (none)
Systemuien
Tergets
Toolchains
User Experience
Wine location
Team
Wireless Development
Description: More details

Select an entry to see a description

Need more $DKs? Customize your installation here...
©) o
Figure 1 Check SDK in Simplicity Studio

1.2 Check Toolchains
1. Launch Simplicity Studio v4.
2. “Windows”->"Preference”->"Simplicity Studio”->"Toolchains”, make sure GCC toolchain is installed.
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< Preferences X
type filter text Toolchains cron
> g;g“‘ Manage the toolchains available for MCU project build configurations.

> C/Ces

> Help
> Install/Update

Each checked entry in this list will be a candidate for automatically generating the build configurations in MCU projects.
» Network Analyzer Name N Location Version Select Al
> Run/Debug CasiliconL. P _em'7.2 2017qd\ 7.2120170904 et one
~ Simplicity Studlo CiProgram Files (26]\ /AR Systems\Embedded Workbench 831 8401212
> Adapter Packs
Crypto Profiles

Device Filtering

> Device Manager
Energy Profiler
Launcher
Offline Content
Preferred IDE
SDKs
Systemiiew
Targets
Toolchains
User Experience
Wine location

Add...

Remove...

5 Team
> Wireless Development

Description:

More details
Select an entry to see a description

Need more toolchsins? Customize your installation here.

Cancel
Figure 2 Check Toolchain in Simplicity Studio

1.3 Coordinator

We will provide a coordinator here and all trainee’s devices can join this coordinator.

14 How to flash the program
1. Start Simplicity Studio, then connect your device to PC;

2. In the menu bar, find the icon ~~ for “Flash Programmer”, press it;
3. In the popup window, select the device;
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e ot

Select a device to program

e J-Link Silicon Labs (440088231) : EFR32MG1P132F256GM48
TSNP e )-Link Silicon Labs (440123943) : EFR32ZMG12P433F1024GL125

O |
b

Select Device

Flash Part
File

I:EFFDWSE...

Advanced Se

Erugram
] Rernember my decision

QK Cancel

® Cloze

Figure 3 Select device

4. Then in the next window, click “browse” to select the generated image ( .s37 or .hex) of your project, press “Program”. You can
also press “erase” if needed. Normally you just need to erase the device once before when you start the hands-on. The gener-
ated image is in the binary folder of your project. You can select it in “Project Explorer”.
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v 135 Z3LightSoc [GNU ARM v7.2,1 - Default] [EFR32MG12P332 E——
W q;;"' Binaries + Application co
> % Z3lightSec.axf - [arm/le]

Generation direc
» 2 Z3LightSoc.bin - [unknown/le]

s> (2 Z3lightSec.gbl - [unknown/le] Select architec
by F3lightSoc.hex - [unknown/|g] . Board: EFRZ
> 2 zz.Lights.:u:.sa?-[unh;r—---—"gv e
> [ait Includes ™ .
¥ = adc Open
» [ @es-cmac )
?
» = antenna-stub Open With
> [= basic Copy Ctrl+C
= ccmjencr}fptlon Pacte Cirl+V
» [ coexistence-stub
Delete Delete
» = color-control-server
» = counters Move...
» [= debug-basic-library Rename... F2
» [= debug-jtag
s = efri2 ST g
» = ember-minimal-printf 2 Refresh E5
s = emdrv
v = emlib Run As -]
> 22 edernal-generated-files Debug As ¥
. > [ find-and-bind-target Profile As 5
Bt = Team >
Debug Adapters &2 | o= Cutline Compare With g
= =
h R T (A X Replace With H

Y J-Link Silicon Labs (44012851¢
Browse Files Here

@ Open Command Line Here
[ Flash to Device.. ]

Properties Alt+Enter

Figure 4 Select image
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= Flash Programmer O *
e
Device

Board Marme; Wireless Starter Kit Mainboard

Board Mame: EFR32MG12 2400915 MHz 19 dBrm Dual Band Radio Board

MCU Mame: EFR32MG12P433F1024GL125

Adapter
Mame: I-Link Silicon Labs (440123943)

Flash Part

File Type ®hex Obin  Base address 00

File Please enter a valid path

| =
Advanced Settings...
Flash Erase/Write Protection

elect flash range W A = v | Ox100000 Y
®select s ang

() Select default sections Lock Main Flash Lock User Page

Protect Remove Protection

Debug Lock Tools

The unleck function only works using Silicon Labs EFM32 and EFR32 boards.
Unlocking the chip will erase all data on flash and SRAM.

Unlock Debug Access | | Lock Debug Access

?\ Close
Figure 5 Flash application

1.5 How to open console

Simplicity Studio has integrated a console so that it's convenient to debug through console. To use the console, you need:

1 Simplicity IDE
1. Change to “Simplicity IDE” perspective

2. Select your adapter in the “Debug Adapters” window, right click and select ‘connect”;
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3. Select your adapter in the “Debug Adapters” window, right click and select “Launch console”;
# Debug Adapters :° 5= Outline ‘ = B
PAEARRKUBI-EEEH

J-Link Silicon Labs (44017012
Rename

Disconnect

Start capture

Start capture with options..
Stop capture

Redo last upload

Upload application..
Upload adapter firmware...

Make a sniffer

I Sniffer Configurator..

Eaunch Console.. j

38 Device configuration..

| Force Unlock..

=) Open SWO Terminal...

- -

Figure 6 Launch console

1.6 How to start Capture

1 Simplicity IDE

1. Change to “Simplicity IDE” perspective :
2. Select your adapter in the “Debug Adapters” window, right click and select “connect”;
3. Select your adapter in the “Debug Adapters” window, right click and select “Start Capture”;
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¥ Debug Adapters ©7 5= Outline | = B

X AXBESG-EE2E R

J-Link Silicon Labs (4401ec1&
Rename

Disconnect

Start capture

Start capture with options..

Stop capture

Redo last upload

Upload application..
Upload adapter firmware...

Make a sniffer

It Sniffer Configurator..

Launch Console...

38 Device configuration...

Force Unlock...

LI

Open SWO Terminal...

Figure 7 Start Capture

1.7 How to start Energy Profiler
1. Start Energy Profiler:
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=1 Open Perspective O X i1 ‘I 1 Launcher {} Simplicity IDE
1 -

ks Capacitive Sense Profiler
{} Compact Dev P Generate << Preview

§i:i§Configurator

Energy Profiler

Launcher (default)
A, Network Analyzer
[(“_-] Resource

{} Simplicity IDE

QD Team Synchronizing

I:I Xpress Configurator

[Jshowall

oK Cancel

Figure 8 Start Energy Profiler

2. In the tool, on the left top, select “Quick Access”, then select “Start Energy Profiler Capture”;
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== Energy Profiler - Simplicity Studic ™
File Edit Navigate Search Project Run Profiler Window Help &% App Builder

Quick Access  w Single-Node | »®-~+ Multi-N

Start Energy Capture
Stop Energy Capture
Open ISD File..
Open Recent

Save Session

Export as CSV..

Run Demo..

Open New..
End Session

(no launch history)

Figure 9 Start Energy Profiler Capture

w

Select your adapter;
When the debugger is connected (Normally if you just programmed a new image, the debugger will keep connected), the sleep
current will be much higher. You need to unplug/plug the cable and then measure again.

&

2 Build the ZigBee sleepy end device

Go to File -> New -> Project. This will bring up the New Project Wizard

Select “Silicon Labs AppBuilder Project”. Click Next.

Select “Silicon Labs Zigbee”. Click Next.

Select our latest EmberZNet stack for SoC (in this case EmberZNet 6.6.4 GA SoC). Click Next.

On the bottom, select “ZigbeeMinimal”. Click Next.

Name your project, such as “MyZSED”. Click Next.

In next window (Project Setup), select board to BRD4162A, and compiler to “GCC v7.2” (If you don’t have it, please install any
other). Click Finish.

Nookrwbh =
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O x
Project setup ——

-c':"y
X

Select the board, part, and initial build configurations.

Boards:

Search | W

EFR32MG12 2.4GHz 10 dBm (BRD4162A Rev ADT) *

Part:
| Search | W
| EFR32MG12P332F1024GL125 |
Check the configurations to include in the project
v GMU ARM v4.9.3 E Select All i
Diefault
Select Mone

Diefault

Manage toolchains...

Manage build targets...

Figure 10 select board and compiler

8. The new project should have been created now, with the project configuration file (an .isc file) open.
9. Click “Zigbee Stack” tab, select “Zigbee Device Type” to “Sleepy End Device”.

silabs.com | Smart. Connected. Energy-friendly
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& General | ZCLClusters | &% ZigbeeStack &% Printingand CLI | @ HAL |0 Plugins | S Callbacks | & Includes | & Othe

= Fighee

= ZigBee PRO network configuration

Mame igBee Device Type Security Type
Primary (default) Sleepy End Device v | ZigBee 3.0 Security
Coordinator or Router

Router

End Device

Figure 11 Select Zigbee device type

10. Click “ZCL clusters” tab,
a. In*“ZCL device type” field, set “ZCL device type” to “HA Temperature Sensor”
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& General | &% ZCL Clusters

s Zighee Stackj,".‘. Printing and CLI]. HAL]-@# Pluginswg Callbacks].’{, Includes]& Other optiol

Clusters

Manufacturer (name or code): | Ember [0x1002]

Multiple endpoint configuration

Endpa.. Profile.. Devic.. Version  Con

41 Hom... Ox03.. 1 Prin

Selected configuration name: Primary

EL device type: j EA Temperature

B EA

Cluster name

4% General
v oy Closures
®y Shade Configuration
*y Doorlock
e Window Covering
* Barrier Control
v oY HVAC
® Pump Configuration and Control
* Thermostat
*. Fan Control
*o Dehumidification Control
*¢ Thermostat User Interface Configur:
4 Lighting
v % Measurement & Sensing
*o llluminance Measurement
*¢ llluminance Level Sensing
*s Temperature Measurement
*y Pressure Measurement

*_ Flow Meacurement

_ Problemns Qn Search :""‘ Call Hierarchy

DT Build Console [ZigbeeMinimalSoc]

HA On/Off Switch

HA Level Control Switch

HA On/Off Output

HA Level Controllable Output
HA Scene Selector

HA Configuration Tool

H& Remote Control

H& Combined Interface

HA Range Extender

HA Mains Power Outlet

HA Door Lock

HA Door Lock Controller

Ha& Simple Sensor

HA Consumption Awareness Device
HA Home Gateway / Energy Management System
HA Smart Plug

HA White Goods

HA Meter Interface

HA On/Off Light

HA Dirnrmable Light

Ha Color Dimnrmable Light
HA On/Off Light Switch

Ha& Dimmer Switch

H& Color Dimmer Switch

HA Light Sensor

HA Occupancy Sensor

HA Shade

HA Shade Controller

HA Window Covering

Ha Window Covering Controller
HA Heating Cocling Unit

HA Thermostat

CHA Temperature Sensor j

BUA Pl

Figure 12 ZCL device type

~ | Default response policy: | Alwa

Selected cluster descriptior

Attributes and command

-
%y Attributes . *s Corr

Toggle all optional attni

|I Client / Serv... Att

3
L

HA devices B
ZLL devices >
HC devices ¥
WWAH devices ¥
CBA devices »
SE devices >
GP devices >
LO devices >
ZigBee Custom...

b. Make sure cluster “Temperature Measurement” server side is selected, then make sure the attribute “measured
value” is selected. After that, turn to “Reporting” tab, and make sure the attribute “measured value” is selected. After
this step, we can save temperature data in attribute “measured value” of cluster “Temperature Measurement”, and we
also can report this attribute to the coordinator.

silabs.com | Smart. Connected. Energy-friendly
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& General |4 ZCL Clusters

% Zighee Stack ] % Printing and CLI ]. HAL ] == Plugins ] S Callbacks ] % Includes ] &% Other DpthnS] @ Bluetooth GA'IT]

Clusters

Manufacturer (name or code): | Ember [(%1002] v‘ Default response policy: | Always ~

Multiple endpoint configuration Selected cluster description:

Endpo.. Profile.. Devic.. Version Configuration Metwork Mew Attributes and commands for configuring the measurement of temperature, and reporting temperature measurements,
21 Hom.. 0x03.. 1 Primary Primary Delete
®s Attributes | s Commands t. Raportinﬁ\
R__Cli £ Min Interval (s] Reportable change
Selected configuration name: Primary l" Server measured value 1 63534 o l
ZCL device type: HA Temperature Sensor b D Server min measured value | 65334 0
D Server max measured value 1 65534 0
=] A ‘ [ server cluster revision 1 65534 0
Cluster name Cluster...  Client Server Mfg Id D Client cluster revision ! 65334 0
5 Y General
v Closures
*y Shade Configuration 0x0100
*y Door Lock 00101
*y Window Covering 0x0102
*., Barrier Control 0x0103
v 4 HVAC
*s Pump Cenfiguration and Control 00200
*y Thermostat 00201
*, Fan Control 0x0202
*, Dehumidification Control 00203
*g Thermostat User Interface Configuration 0x0204
> oy Lighting
v o} Measurement & Sensing
*y llluminance Measurement 00400
uminance | evel Sensing 0401
|§ Temperature Measurement (00402 v I
*y Pressure Measurement 00403
*. Flow Measurement MeAnd

Figure 13 attribute and reporting

c. Select attribute “manufacture name” under cluster “Basic”, then set the default value to your name. We set this so
that we can trace the reported data from the gateway side.

Enera usters igbee Stacl rinting an, ugins | S Callbacks ncludes er options uetoott
G | ZCL Cl Zigbee Stack Printing and CLI HAL | =p= Plug S Callback Includ, Other opti El h GATT
Clusters
Manufacturer (name or code): | Ember [(x1002] ~| Default response policy: |Always v
Multiple endpaint configuration Selected cluster description:
Endpo.. Profile.. Devic.. Version Cenfiguration Network New Attributes for determining basic information about a device, setting user device information such as location, and enabling a device,
21 Hom.. Ox03.. 1 Primary Primary —
"y Attributes . "a Commands} e Reportmg}
Toggle all optional attributes
Selected configuration name: Primary
7cLd ty HAT, ture s - I Client/ Serv.. Attribute name Attr 1D Manufacturerco.. £ F 5 Type B Default
evice type: emperature Sensor
v Server ZCL version w0000 B O 2 T - VI ")
= 4 | [ server application version 0x0001 INTEU 000
Cluster name Cluster...  Client Server Mfg Id N D server stack version 0x0002 INTEU 000
AG " | | Server hardware version 0003 INTBU 000
~ eneral v
b Basi %0000 | i v'| Server manufacturer name | 0x0004 > cHAR .. [ Jim E|
%, Power Configuration %0001 l_l L Server model identifier 0x0005 CHAR_
*4 Device Temperature Configuration 0x0002 D D Server date code <0006 CHAR.
*. Identify o003 | v v ¥ Server power source 0x0007 11 enums ] o0
*, Groups %0004 D |:| Server generic device class 00008 ENUME [xFF
&, Scenes 0x0005 D Server generic device type 0x0009 ENUME OxFF
&, On/off %0006 D Server product code 0x000A OCTET...

Figure 14 set manufacture name

d. Under cluster “Basic”, in “Reporting” tab, enable reporting of attribute “manufacture name”, set the min interval to 15
seconds and max interval to 30 seconds.

silabs.com | Smart. Connected. Energy-friendly
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& Zigbee Stackw &% Printing and CLI ]. HAL W == Plugins W s Callback;] &» Includesw s Other options] ﬂ Bluetooth GA'I'F]

% General A ZCL Clusters

Clusters

Manufacturer (name or cade): | Ember [0x1002] | Default response policy: | Always v

Multiple endpoint configuration Selected cluster description:

Endpo... Profile.. Devic.. Version —Canfiguration Metwork MNew Attributes for determining basic information about a device, setting user device information such as location, and enabling a device.
21 Hom.. Ox03.. 1 Primary Primary —
“s Attributes ("‘ Command;[E REpomnN
R Client / Serv... Attribute name Min Interval (s) Max Interval () Repaortable cha...
Selected configuration name: Primary Clversion 1 £3334 0
v
ZCL device type: R T Fre - rver manufacturer name 13 30 <<not analog _J
u Server power source 1 65534 <<not analog..
=] 4 | [ ] server cluster revision 1 65534 0
Client lust: isi 1 65534 0
Cluster name Cluster... Client Server Mfg Id G D en cluster revision
v A General
", Basic 0x0000 v l
*» Power Configuration (0001 |
% Device Temperature Configuration (50002 I:‘
*, Identify 0x0003 v v
*y Groups 0004 D
., Scenes 00005

Figure 15 enable reporting of attribute “manufacture name”

11. Click “Plugins” tab:
a. Enable “Idle/Sleep” plugin, then in the properties of this plugin, enable the option “Stay awake when NOT joined”; So
that when device hasn'’t joined, the device can still keep awake, then you can use the command line to operate.
Please also enable the option “Use button to force wakeup or allow sleep”. When the device is asleep, the command
line interface won’t be available. With this interface, you can use button0 to force the device stay awake and use but-
ton1 to force the device allow sleep.
% General |f ZCL Clusters | Zigbee Stack | Printingand CLI | @ HAL |6 Plugins

8 Cal\backsw F 3 \ncludesw o Other optionsw @ Bluetooth GA'I'F}

Plugin configuration
Use this section to select or unselect the plugins that you want to use in your application

‘ | 2| | Plugin: @ Idle/Sleep
[]=> Device Table, provides APl: device-table || Quality: f Production Ready
[J k= Dynamic Multiprotocol Deme Ul Code, provides APl dmp-demo-ui Description:
L0 Dynamic Multiprotocol Ul Demo Cede, provides APk dmp-ui Ember implementatian of idling and sleeping. This plugin can be used on devices that should deep sleep as well as on devices that A
[J== Dynamic Multiprotacol Ul Dema Code Stub, provides API: dmp-ui need to stay awake. For devices with an RX-on-when-idle network (such as a router), the plugin will atternpt to idle the processor
[J<0= EEPROM, provides API: eeprom when it has no other tasks to perform. Idling helps save power by halting the main loop of the application, but does not interfere with
== EEPROM POWERDOWN the timely handling of interrupts. For example, when idling, the radio can still receive packets. On devices with only sleepy networks
[ Emd4, provides APl: emd (su;h a; sleepy Enl?]dewaes), .tl:'\e plugin will attkempt tnddeep Isleap wheln there are nﬂfnth;r t.aslcs t}? perform. In deepdsleeé], tl’;a radio
4> End Device Support is shut down and the node will not receive packets, so deep sleep is only appropriate for devices that are not expected to be always
[]=l= Fragmentation, provides API: fragmentation
O
: Reset to default:

[J=0= General Respense Commands - D

o> Heartbeat Stay awake when MNOT joined

Use button to force wakeup or allow sleg; .
Minimum wake time(ms):[0-10000] | o|

O
O Details (double-click on files to show content):
[J== MAC Address Filtering (= Located at: C:\SiliconLabs\SimplicityStudio\vd\developer\sdks\gecko_sdk_suite\v2.6\protocol\zigbee\app\framework\plugin-soc!
== Manufacturing Library CLI > &2, Common source files (2)
[ == Manufacturing Library Ota > & SOC source files (1}
O > & Implemented callbacks (5)
[J == Micrium RTOS GCC, provides API: main, micrium-rtos > § Defined callbacks (9)
[J= Packet Handoff, provides APl: packet-handoff » &% Setup contributions (1)
[[J == Permit Join Manager > 4% Options (3)
[J=l= Radio Coexistence CLI > o APIs(1)
[J== Security Sensor Interface > @ Plugin extensions (1)
[]== Silicon Labs Device Ul
[0 Simple Clock
(A<= Simple Main, provides APl: main <

silabs.com | Smart. Connected. Energy-friendly
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Figure 16 Plugin “Idle/Sleep”

b. Select “End Device Support” plugin, in the properties, set the short poll interval to 1s and long poll interval to 10s.
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& General [ ZCLClusters | % Zigbee Stack | Printingand CLI | @ HAL [ Plugins

Plugin configuration

Use this section to select or unselect the plugins that you want to use in your application

S Callbacks | & Includes | % Other options | ) Bluetooth GATT |

B

O

[J=g= Connection Manager

[ Counters

O

[J=g= Device Database

[]<@> Device Query Service

[ Device Table, provides AP|: device-table

[]=@= Dynamic Multiprotecol Demo Ul Code, provides API: dmp-demo-ui
[]> Dynamic Multiprotacol Ul Demo Code, provides API: dmp-ui
<= Dynamic Muttipratacol Ul Demo Code Stub, provides APl: dmp-ui

Plugin: <P End Device Suppert
Quality: ¥ Production Ready

Description:

Ember implementation of palling for end devices. Note that the Poll Control Server plugin sets the long and short pall intervals at startup. If
both plugins are enabled, the long and shart poll intervals set here will not be used.

Options: Reset to default
[]g» EEPROM, provides APl eeprom pions meselocdan
)4 EEPROM POWERDOWN Short Poll Interval (seconds): ]
= }
< Emd4, provides APl: emd Long Poll Interval (seconds): [ ]
[0+ End Device Support
ragmentation, provides APl fragmentation

= Wake Timeout Bitmask: [ox00000018
General Response Commands
gﬁ Heartbeat e Max Number of Missed Polls: [3

A<= Idle/Sleep, provides APL idle-sleep

|
|
Wake Timeout (seconds): [3 |
|
|
Max Number of Sequential Rejoin (move) attempts(0-255] [ 3 |

[J=@= Interpan [ Enable Poll Completed Callback
gg [ Attempt Rejoins using a well-known Trust Center Link Key (NOT RECOMMENDED, NOT SECURE)

[ MAC Address Filtering

=@ Manufacturing Library CLI

[]<g» Manufacturing Library Ota

O

== Micrium RTOS GCC, provides APL: main, micrium-rtos
[]=g= Packet Handoff, provides API: packet-handeff
] Permit Join Manager

[]=g= Radio Coexistence CLI

=@ Security Sensor Interface

[[]=g= Silicon Labs Device Ul

M=k Simole Clock

Details (double-click on files to show content):

= Located at: C:\SiliconLabs\SimplicityStudio\wd\developersdks\gecko_sdk_suite\v2 6\protacolizigbee\toolappbuilder.\.\app\framewaork!
£, Common source files (4)

£, SOC source files (1)

2, Host source files (1)

S Implemented callbacks (28)

&' Defined callbacks (3)

> o Setup contributions (2)

> 4 Options (8)

» i Plugin extensions (1)

Figure 17 Plugin “iEnd Device Support”

c. Enable plugin “Reporting”, and in the properties, set reporting table size to 10. With this step, the attributes which will
be reported will be saved in the reporting table and will be reported periodically or reported after it is changed.

% General |4 ZCL Clusters | Zigbee Stack | Printing and CLl @ HAL [0 Plugins

Plugin configuration

Use this section to select or unselect the plugins that you want te use in your application

S Callbacks ] 3 \ncludesw % Other optlcms] Bluetooth GAT[]

O

~ @2 Common Clusters

[ Basic Server Cluster
[ Bulb user interface
O«

O

[ Identify Cluster
[ Identify Feedback

Plugin: <> Reporting
Quality: % Production Ready

Description:

Ember implementation of reporting. Reports are asynchrenous messages sent out when an ZCL attribute has changed. This plugin supports
both requesting reports from another device and sending out attribute reports when the device has been configured to do so. If the application
will receive reports from multiple sources, Ember recommends configuring it as a concentrater. Note: This plugin only supperts the binding-
based interpretation of reporting in which reports are sent to corresponding entries in the binding table. Either the node sending the reports,
the node receiving the reports, or another third-party configuration device may create the binding table entry(s) on the reporting node. For

Ot more details, please refer to Zighee Application Framework Developer Guide.

[]<0= Reporting, provides APL: reportma

dﬁ Options: Reset to defaults
O [Reporting table size:(1-2551 [10 ]

~ [ Great Britain Companion Specification

[J4= Comms Hub Functien (CHF)

[J=0= Comms Hub Functien (Sub-GHz)

=g GBCS Compatibility

[ 49> GBCS Device Log

[+ GBCS Gas Smart Metering Equipment (GSME)
[] <> GBZ Message Contraller

[ Gas Proxy Function (GPF)

[+ ADC, provides APl adc-cortexm3, ade
] Antenna, provides APL: antenna

v []% Green Power +* Options (2)
O<= + APIs (2)
== i Plugin extensions (1)
==

v @3 HAL

[ Allow reports to send via group bindings (zigbee 3.0 mandatory behaviar)

Details (double-click on files to show content):

(= Located at: CA\SiliconLabs\SimplicityStudio\v4\developersdks\gecko_sdk_suite\v2.6\protocol\zigbee\tooNappbuildert..\..\app\framework]
£, Common source files (3)
S Implemented callbacks (6)
S Defined callbacks (2)

& Setup contributions (2)

L

<

Figure 18 Plugin “Reporting”

d. Enable plugin “Find and Bind Initiator”. With this step, the sleepy end device can start the “finding and binding” pro-
cess, and with that, it can setup the binding table automatically. You can refer to Zigbee BDB spec section 8.5/8.6 to

learn more about this procedure.
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# General [\ ZCL Clusters | Zigbee Stack [ Printingand CLI (@ HAL (4> Plugins . & Callbacks | & Includes | & Other options | £ Eluctooth GATT |

Plugin configuration
Use this section to select or unselect the plugins that you want to use in your application

‘ ‘ || Plugin: 4@ Find and Bind Initiator

[]<0> Simple Clock ~ ]| Quality: ¢ Production Ready

[ = Simple Main, provides APL: main Description:

[ Sleepy Message Queve . This plugin provides the functionality to find devices that are perfarming the find and bind process for a target, and then optionally attempts
] Stack Protection for IAR, provides API: stack-protection to creste s binding to those devices.

[« Strong Random, provides APL: strong-random

[J <= Throughput

4> ¥modem Sender

[+ ZCL Framework Core, provides APl: command-interpreter2
[J <> Zigbee Event Logger Stub, provides APL: zighee-event-logger
[#] 0= mbed TLS, provides APL: mbedtls

[ mbed TLS Multiprotocel Configuration, provides API: mbedils-config-multiprotocol Options: Beset 1o defaults

v [W3% ZigBee 3.0 Target Responses Count[0-255] |5 |
E <= Find and Bind Initiator, provides AP: find-and-bind-initiator ] Target Responses Delay:[0-65535] | MILLISECOND_TICKS_PER_SECOND"3 |

]8> Find and Bind Target, provides APk find-and-bind-target

[J <= HA Device Trust Center Link Key Update Details (double-click on files to show content):

[J4g> Network Crestor, provides API: network-creator (= Located at: C:\SiliconLabs\SimplicityStudio\v2\developersdks\gecko_sdk_suite\v2 6\protacol\zighee\taohappbuilder,.\. \app\framewaork)

[0 Network Creator Security, provides APl network-creator-security » &, Common source files 2)

[#] <> Network Steering, provides APl: network-steering > & Implemented callbacks (1)

45 Update TC Link Key, provides API: update-te-link-key . S Defined callbacks (2)
~ []% ZigBee Light Link » %, Setup contributions (1)

O >/ Options (2)

O s £ APIs ()

L 5 g Plugin extensions (1)

[ 7LL Identify Server

O

Mt

Figure 19 Plugin “Find and Bind Initiator”

12. Click “Callbacks” tab:
a. Unfold “Non-cluster related”, enable “Main Init” callback emberAfMaininitCallback; You can input “Main Init” in the
filter to find it quickly.

..!, General |;5,. ZCL Clusters |&. Zigbee Stack & Printing and CLI . HAL == Plugins | S Callbacks-

Callbacks

By enabling callbacks, you will have to implement them in your code otherwise, you will get linker errors when building your

SRR,

Name Use Type

v

S Main Init Custom callback
d!; Plugin-specific callbacks
&% Handlers defined by stack
d& Callbacks defined by APIs
d!; General
A Measurement & Sensing

Figure 20 Callback “Main Init”

b. Unfold “Non-cluster related”, enable “Stack Status” callback emberAfStackStatusCallback;
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r& General (c& ZCL Clusters (ﬁ Zigbee Stack (.:, Printing and CLI (‘. HAL (-ﬁk Plugins (5 Callbacks o Includesw.ﬂ Oth

Callbacks

By enabling callbacks, you will have to implement them in your code otherwise, you will get linker errors when building your device.
= b

Esta ck status ]

Mame Use Type

w Maon- er related
S Stack Status Custom callback |

d& Plugin-specific callbacks
J& Handlers defined by stack
oy Callbacks defined by APls

.& General

d& Measurement & Sensing

W W W

Figure 21 Callback “Stack Status”

c. Unfold “Plugin-specific callbacks”, enable “Complete” callback emberAfPluginFindAndBindInitiatorCompleteCallback
of plugin “find and bind initiator”;

& General |4 ZCL Clusters | & Zigbee Stack | Printingand CLI (@ HAL [ Plugins |& Callbacks & Includes | & Ot
Callbacks

By enabling callbacks, you will have to implement them in your code otherwise, you will get linker errors when building your device.
= 2%

| Complete J
Mame Use Type

s oy Non-cluster related
v .& Plugin-specific callbacks

S Poll Completed |_| Plugin specific: End Device Support
[ S Complete v Plugin specific: Find and Bind Initiator |
5 Complete [+ Flugin specif-ic: Network Steering

» d& Handlers defined by stack
» .& Callbacks defined by APls
5 ay General

» d& Measuremnent & Sensing

Figure 22 Callback “Find and Bind Initiator Complete”

13. Click “Printing and CLI” tab, enable the debug print of “Reporting”:
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'.:, General |¢5.. ZCLClusters | % ZigbeeStack o Printing and CU . HAL == Plugins | & Callbacks

v Debug Configuration
Enable debug printing

Functional area Compiled in Enabled at star..

v General-purpose debug printing areas

Core ZI
Debug E
Application z|
Security

Attributes

[Reporting

Service discovery

v _J

Registration
ZDO (ZigBee Device Object)

19[S (I EN{EN[EN

]
Figure 23 Printing and CLI

14. Click “Includes” tab, scroll to the bottom (You might need to scroll the bar on the very right as well), in the “Event Configuration”
field, hit “New” button to add a custom event customWriteAttributeEventData and its handler customWriteAttributeEventHandler.
15. Save the modified Project .ISC file and click “Generate”. Notice the project files appearing in Project Explorer. A window saying
“generating successfully” will appear. Click OK.
16. Edit <projectnane>_callbacks.c:
a. Modify function emberAfStackStatusCallback as below:

bool emberAfStackStatusCallback (EmberStatus status)
{
// This value is ignored by the framework.
if (EMBER NETWORK UP == status) {
//start find and bind procedure when joins network
EmberStatus status = emberAfPluginFindAndBindInitiatorStart(l);
emberAfCorePrintln ("Find and bind initiator %p: 0x%X", "start", status);

}

return false;

}

b. Add function emberAfPluginFindAndBindInitiatorCompleteCallback as below:

void emberAfPluginFindAndBindInitiatorCompleteCallback (EmberStatus status)
{

emberAfCorePrintln ("Find and bind initiator %p: 0x%X", "complete", status);

}

c. Add the following source code snippets to read temperature from adc:

#include "em adc.h"
EmberEventControl customWriteAttributeEventData;

static void AdcSetup (void)
{
/* Enable ADC clock */
CMU ClockEnable (cmuClockiADCO, true) ;

/* Base the ADC configuration on the default setup. */
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ADC Init TypeDef init ADC INIT DEFAULT;
ADC InitSingle TypeDef sInit = ADC INITSINGLE DEFAULT;

/* Initialize timebases */

init.timebase = ADC TimebaseCalc(0);
init.prescale = ADC PrescaleCalc (400000, O);
ADC_Init (ADCO, &init);

/* Set input to temperature sensor. Reference must be 1.25V */

sInit.reference = adcReflvV25;
sInit.acqTime = adcAcqTime8; /* Minimum time for temperature sensor */
sInit.posSel = adcPosSelTEMP;

ADC InitSingle (ADCO, &sInit);
}

static uint32 t AdcRead (void)
{
ADC Start (ADCO, adcStartSingle);
while ( (ADCO->STATUS & ADC STATUS SINGLEDV) == 0 ) {
}
return ADC DataSingleGet (ADCO) ;

static float ConvertToCelsius (int32 t adcSample)
{

uint32 t calTempO;

uint32 t calValueO;

int32 t readDiff;

float temp;

/* Factory calibration temperature from device information page. */
calTempO0 = ((DEVINFO->CAL & DEVINFO CAL TEMP MASK)
>> DEVINFO CAL TEMP SHIFT);

calvalue0 = ((DEVINFO->ADCOCAL3
/* _DEVINFO ADCOCAL3 TEMPREAD1V25 MASK is not correct in
current CMSIS. This is a 12-bit value, not 16-bit. */
& OxFFFO)
>> DEVINFO ADCOCAL3 TEMPREAD1V25 SHIFT);

if ((calTempO == OxFF) || (calValue0 == OxFFF)) {
/* The temperature sensor is not calibrated */
return -100.0;

}

/* Vref = 1250mv
TGRAD ADCTH = 1.84 mV/degC (from datasheet)
*/
readDiff = calValueO - adcSample;
temp ((float)readDiff * 1250);
temp /= (4096 * -1.84);

/* Calculate offset from calibration temperature */
temp = (float)calTempO - temp;
return temp * 100;

}

void customWriteAttributeEventHandler ()
{
int32 t sample = 0;
intlé t temp = 0;

emberEventControlSetInactive (customWriteAttributeEventData) ;
sample = AdcRead() ;

temp = ConvertToCelsius (sample) ;
emberAfCorePrintln ("sample=%d", sample) ;
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emberAfCorePrintln ("temp=%d", temp);

emberAfWriteServerAttribute (1,
ZCL_TEMP_MEASUREMENT_CLUSTER_ID,

ZCL TEMP MEASURED VALUE ATTRIBUTE ID,
&temp,
ZCL_INT16S ATTRIBUTE TYPE);

emberEventControlSetDelayMS (customWriteAttributeEventData, 30000) ;
}

volid emberAfMainInitCallback (void)
{
AdcSetup () ;
emberEventControlSetDelayMS (customWriteAttributeEventData, 30000) ;

17. Select the project in Project Explorer window and compile your project by clicking on the Build icon % . Ensure that the build
completes with O errors.
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3 Test and observe the polling and the current.

1. Choose one WSTK as the sleepy end device, flash bootloader (You can use the pre-built bootloader described below) to WSTK,
and then flash sleepy end device application to WSTK.

C:\SiliconLabs\SimplicityStudio\v4\developer\sdks\gecko sdk suite\v2.6\platform\bootloader\sam-
ple-apps\bootloader-storage-internal-single\efr32mgl2p332£f1024gl125-brd4162a

Please choose the pre-built bootloader bootloader-storage-internal-single-combined.s37

2. On the console of the switch, run following command to join the network.

//Find a joinable network and join it
MyZSED> plugin network-steering start O

3. After the device joined a network, it will enter sleep mode. In this case, the command line is not available. If you need to run de-
bug command, please press button0 to force the device stay awake. After you finished debugging, press button1 to allow the
device to enter sleep mode. Make sure you have unplug then plug the cable once after you flashed the program. (The debugger
could cause a high current).

4. Use info command to check whether you joined the right network.

//Check the pan id and channel of ZSED. They should be the same as we provided.

MyZSED> info

MFG String:

AppBuilder MFG Code: 0x1002

node [ (>)000B57FFFE648DD8] chan [18] pwr [3]

panID [0x2019] nodeID [0x0000] xpan [0x(>)A3E54612381CBF6B]

parentID [OxFFFF] parentRssi [0]

stack ver. [6.4.1 GA build 408]

nodeType [0x01]

Security level [05]

network state [02] Buffs: 73 / 75

Ep cnt: 2

ep 1 [endpoint enabled, device enabled] nwk [0] profile [0x0104] devId [0x0100] ver [0x00]
in (server) cluster: 0x0000 (Basic)
in (server) cluster: 0x0003 (Identify)
in (server) cluster: 0x0004 (Groups)
in (server) cluster: 0x0005 (Scenes)
in (server) cluster: 0x0006 (On/off)

ep 2 [endpoint enabled, device enabled] nwk [0] profile [0x0104] devId [0x0100] ver [0x00]
in (server) cluster: 0x0000 (Basic)

)
in (server) cluster: 0x0003 (Identify)
in (server) cluster: 0x0004 (Groups)
in (server) cluster: 0x0005 (Scenes)
in (server) cluster: 0x0006 (On/off)

Nwk cnt: 1

nwk O [Primary (pro)]
nodeType [0x04]
securityProfile [0x05]

5. If you joined a wrong network, please leave the network and join again.

//Leave network
MyZSED> network leave

//join again
MyZSED> plugin network-steering start 0

6. Make sure you have joined the right network before you continue.
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7. Get the NWK key by “keys print” command, then add it to Simplicity Studio.

MyZSED>keys print

EMBER SECURITY LEVEL: 05

NWK Key out FC: 00000010

NWK Key seq num: 0x00

NWK Key: 78 87 4D 1F DE B4 08 21 5B 83 DE 43 E9 FD B4 CC
Link Key out FC: 00000002

TC Link Key

Index IEEE Address In FC Type Auth Key

- (>) 90FDOFFFFE7B81BD (0000F003 L % 95 34 1A 83 18 22 AC A5 89 4E 45 90 60 DA D3
D7

Link Key Table

Index IEEE Address In FC Type Auth Key

0/0 entries used.

Transient Key Table

Index IEEE Address In FC TTL (s) Flag Key
0 entry consuming 0 packet buffer.

8. Start a capture with Network Analyzer, observe the polling interval. Normally it should poll every 10 seconds.
9. Start a capture, then reset the sleepy end device. Observe the rejoin procedure in the sniffer.
10. Observe the periodically report and also the polling at this stage;
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[z saved itters..] anp |

10.00 pss |
0.000s — —— ——
Timennet set  Real time:N/A  Modes:0 Eventnone ]
. ]
(onao) (B38F)

Transactions  total:2 shown:2 - O
Time Duration Surmmary MNWEK Src NWEK Dest p# ME E2 Error Status Warning Status
Today, 10:28:30 1.016 ZCL: ReportAttributes 838F 0000 4
Today, 10:28:31 0.022 ZCL: DefaultResponse 0000 838F 4

< >

Events total:25 shown:20 Decoders: Auto-detecting decoder stack, Default ]
Time Type Surmmary MAL Src MAC Dest Event error status Event warning status
Today, 10:28:13 Packet Data Request 838F 0000
Today, 13 Packet 802.15.4 Ack 0000 838F

Today, 10:28:23 Packet Data Request 838F 0000

Today, 1 Packet 802.15.4 Ack 0000 838F
Today, 1 Packet ZCL: ReportAttributes 838F 0000
Today, Packet 802,154 Ack 0000 838F
Today, 10:28:31 Packet Data Request 838F 0000
Today, 31 Packet 802.15.4 Ack 0000 838F
Today, 10:28:3 Packet APS Ack 0000 838F
Today, 1 3 Packet 802.15.4 Ack 838F 0000
Today, 1 Packet Drata Reque: 838F

Today, Packet 802.15.4 Ack 0000 338F
Today, 10: Packet ZCL: DefaultResponse 0000 a38F
Today, Packet 802.15.4 Ack 838F 0000
Today, 1 Packet APS Ack 838F 0000
Today, 1 Packet ck 0000 838F
Today, 1 Packet Data Request 838F 0000
Today, 1 Packet 802.15.4 Ack 0000 838F
Today, 10: Packet Diata Request 838F 0000
Today, Packet 802.15.4 Ack 0000 838F

Figure 24 Observe the report and polling

11. Start Energy Profiler and measure the sleepy current. Record the average current;
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Current

Figure 25 Observe the current
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