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[bookmark: _Toc100733461]1 Installation
[bookmark: _Toc100733462]1.1 Sample grpc hello-world service
https://hub.docker.com/r/kutbar/grpc-hello-world app runs on port 9000 default. This service doesn’t need an authentication. It receives a name as an input, and responds with concat(“Hello “+name) as an output. I run it on an external server.
[bookmark: _Toc100733463]1.2 Kreya App
https://kreya.app/downloads/ for testing grpc services.
[bookmark: _Toc100733464]1.3 Apisix Docker
The following commands described in https://apisix.apache.org/docs/apisix/getting-started/#step-1-install-apache-apisix are used for installation.
# Download the docker-compose file of Apache APISIX
git clone https://github.com/apache/apisix-docker.git
# Switch the current directory to the apisix-docker/example
cd apisix-docker/example

Update docker-compose file in apisix_conf directory


Update apisix conf file


# Start Apache APISIX with docker-compose
docker-compose -p docker-apisix up -d

[bookmark: _Toc100733465]1.4 Sample Angular Project

Unzip first, then run “npm install” and “npm start” commands in the terminal of an appropriate IDE(I’m using Microsoft Visual Studio). 
 

[bookmark: _Toc100733466]1.5 Call hello-world service via Kreya app
a. First, you need to create a new project with Kreya app. To do it, select “Create Project” on the main screen after starting the app. Then, specify project name and directory name after selecting suitable project location.
[image: ]
b. Then, you need to select proto file. It is available at grpc-web-angular\src\app\proto\ hello.proto in angular project, also you can use the following file with the same content.


[image: ]


c. We can see that service is up and running.
[image: ]


[bookmark: _Toc100733467]2 APISIX configurations
[bookmark: _Toc100733468]2.1 Upstream configuration
curl "http://localhost:9080/apisix/admin/upstreams/1" -H "X-API-KEY: edd1c9f034335f136f87ad84b625c8f1" -X PUT -d '
{
  "nodes": [
    {
      "host": "192.168.1.78",
      "port": 9000,
      "weight": 1
    }
  ],
  "timeout": {
    "connect": 2,
    "send": 3,
    "read": 4
  },
  "type": "roundrobin",
  "scheme": "grpc",
  "pass_host": "node",
  "name": "Kutbar grpc upstream",
  "desc": "Kutbar grpc upstream",
  "keepalive_pool": {
    "idle_timeout": 60,
    "requests": 1000,
    "size": 320
  }
}'
[bookmark: _Toc100733469]2.2 Route configuration
curl "http://localhost:9080/apisix/admin/routes/1" -H "X-API-KEY: edd1c9f034335f136f87ad84b625c8f1" -X PUT -d '
{
  "uri": "/*",
  "name": "Kutbar grpc route",
  "methods": [
    "POST",
    "OPTIONS"
  ],
  "upstream_id": "1",
  "status": 1
}'
[bookmark: _Toc100733470]2.3 Test Route
New route is working as expected.
[image: ]

[bookmark: _Toc100733471]3 Test Steps
[bookmark: _Toc100733472]3.1 Route with cors plugin
[bookmark: _Toc100733473]3.1.1 Add cors plugin to route
curl "http://localhost:9080/apisix/admin/routes/1" -H "X-API-KEY: edd1c9f034335f136f87ad84b625c8f1" -X PUT -d '
{
  "uri": "/*",
  "name": "Kutbar grpc route",
  "methods": [
    "POST",
    "OPTIONS"
  ],
  "plugins": {
    "cors": {
      "allow_credential": true,
      "allow_headers": "authorization,content-type,x-grpc-web,x-user-agent,origin,referer",
      "allow_methods": "POST,OPTIONS",
      "allow_origins": "http://localhost:4200",
      "disable": false,
      "expose_headers": "authorization,content-type,x-grpc-web,x-user-agent,origin,referer",
      "max_age": 5
    }
  },
  "upstream_id": "1",
  "status": 1
}'
[bookmark: _Toc100733474]3.1.2 Test with Kreya App
The cors plugin is working fine.
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[bookmark: _Toc100733475]3.2 Route with grpc-web plugin
[bookmark: _Toc100733476]3.2.1 Add grpc-web plugin to route
curl "http://localhost:9080/apisix/admin/routes/1" -H "X-API-KEY: edd1c9f034335f136f87ad84b625c8f1" -X PUT -d '
{
  "uri": "/*",
  "name": "Kutbar grpc route",
  "methods": [
    "POST",
    "OPTIONS"
  ],
  "plugins": {
    "grpc-web": {}
  },
  "upstream_id": "1",
  "status": 1
}'
[bookmark: _Toc100733477]3.2.2 Test with Kreya App
Since grpc-web works with HTTP1.1, port is updated to 9080. Both “gRPC Web” and “gRPC Web (Text)” modes are working fine and we have allow-origin header with the value ‘*’.
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[bookmark: _Toc100733478]3.3 Add cors & grpc-web plugins to route
[bookmark: _Toc100733479]3.3.1 Add cors & grpc-web plugins to route
curl "http://localhost:9080/apisix/admin/routes/1" -H "X-API-KEY: edd1c9f034335f136f87ad84b625c8f1" -X PUT -d '
{
  "uri": "/*",
  "name": "Kutbar grpc route",
  "methods": [
    "POST",
    "OPTIONS"
  ],
  "plugins": {
    "cors": {
      "allow_credential": true,
      "allow_headers": "authorization,content-type,x-grpc-web,x-user-agent,origin,referer",
      "allow_methods": "POST,OPTIONS",
      "allow_origins": "http://localhost:4200",
      "disable": false,
      "expose_headers": "authorization,content-type,x-grpc-web,x-user-agent,origin,referer",
      "max_age": 5
    },
    "grpc-web": {}
  },
  "upstream_id": "1",
  "status": 1
}'
[bookmark: _Toc100733480]3.3.2 Test with Kreya App
Both “gRPC Web” and “gRPC Web (Text)” modes are working successful. Cors headers other than allow-origin are available as expected. Allow-origin header value should be “http://localhost:4200”

[image: ]

[bookmark: _Toc100733481]3.3.3 Test with Angular Project
As in previous test, authorization and origin headers are sent by Angular app.
const helloService = new HelloGrpcClient('http://localhost:9080',null, { withCredentials: true });

        const helloReq = new HelloRequest();
        helloReq.setName('Angular');
        const helloHeaders = {
          authorization: 'Bearer xxx'
        };


Cors headers other than allow-origin and allow-headers are available as expected. Allow-origin header value should be http://localhost:4200, and allow-headers value should be “authorization,content-type,x-grpc-web,x-user-agent,origin,referer”.
[image: ]

Thus, we are facing with cors error in Angular app.
[image: ]

Access to XMLHttpRequest at 'http://localhost:9080/hello.HelloGrpc/SayHello' from origin 'http://localhost:4200' has been blocked by CORS policy: Response to preflight request doesn't pass access control check: The value of the 'Access-Control-Allow-Origin' header in the response must not be the wildcard '*' when the request's credentials mode is 'include'. The credentials mode of requests initiated by the XMLHttpRequest is controlled by the withCredentials attribute.
[bookmark: _Toc100733482]3.4 Add grpc-web plugins to route & global cors plugin
[bookmark: _Toc100733483]3.4.1 Add grpc-web plugin to route
curl "http://localhost:9080/apisix/admin/routes/1" -H "X-API-KEY: edd1c9f034335f136f87ad84b625c8f1" -X PUT -d '
{
  "uri": "/*",
  "name": "Kutbar grpc route",
  "methods": [
    "POST",
    "OPTIONS"
  ],
  "plugins": {
    "grpc-web": {}
  },
  "upstream_id": "1",
  "status": 1
}'
[bookmark: _Toc100733484]3.4.2 Add global cors plugin
Cors plugin is added as a global plugin.
[image: ]

{
  "allow_origins": "http://localhost:4200",
  "allow_methods": "POST,OPTIONS",
  "allow_headers": "authorization,content-type,x-grpc-web,x-user-agent,origin,referer",
  "expose_headers": "authorization,content-type,x-grpc-web,x-user-agent,origin,referer",
  "max_age": 5,
  "allow_credential": true
}



[bookmark: _Toc100733485]3.4.3 Test with Kreya App
Both “gRPC Web” and “gRPC Web (Text)” modes are working successful. Cors headers other than allow-origin are available as expected. Allow-origin header value should be “http://localhost:4200”
[image: ]
[bookmark: _Toc100733486]3.4.4 Test with Angular Project
Cors headers other than allow-origin are available as expected. Allow-origin header value should be http://localhost:4200. 
OPTIONS;

[image: ]

POST;
[image: ]

[bookmark: _Toc100733487]4 Conclusion
We have gprc services that do and do not require authentication. Grpc services that do not require authentication can be perfectly consumed by web clients after using grpc-web and cors plugins. But we are experiencing cors issues on client side for the grpc services that do require authentication. 
[bookmark: _GoBack]Grpc-web plugin manipulates allow-origin and allow-headers cors headers incorrect when it is used with cors plugin in the same route as you can see in section 3.3.
Grpc-web plugin manipulates allow-origin cors header incorrect when it is used with global cors plugin as you can see in section 3.4.
image1.emf
docker-compose.yml


docker-compose.yml
#
# Licensed to the Apache Software Foundation (ASF) under one or more
# contributor license agreements.  See the NOTICE file distributed with
# this work for additional information regarding copyright ownership.
# The ASF licenses this file to You under the Apache License, Version 2.0
# (the "License"); you may not use this file except in compliance with
# the License.  You may obtain a copy of the License at
#
#     http://www.apache.org/licenses/LICENSE-2.0
#
# Unless required by applicable law or agreed to in writing, software
# distributed under the License is distributed on an "AS IS" BASIS,
# WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
# See the License for the specific language governing permissions and
# limitations under the License.
#

version: "3"

services:
  apisix-dashboard:
    image: apache/apisix-dashboard:2.11-alpine
    restart: always
    volumes:
    - ./dashboard_conf/conf.yaml:/usr/local/apisix-dashboard/conf/conf.yaml
    ports:
    - "9000:9000"
    networks:
      - apisix

  apisix:
    image: apache/apisix:2.13.0-alpine
    restart: always
    volumes:
      - ./apisix_log:/usr/local/apisix/logs
      - ./apisix_conf/config.yaml:/usr/local/apisix/conf/config.yaml:ro
    depends_on:
      - etcd
    ##network_mode: host
    ports:
      - "9080:9080/tcp"
      - "9079:9079/tcp"
      - "9091:9091/tcp"
      - "9443:9443/tcp"
      - "9092:9092/tcp"
    networks:
      - apisix

  etcd:
    image: bitnami/etcd:3.5.2
    restart: always
    volumes:
      - etcd_data:/bitnami/etcd
    environment:
      ETCD_ENABLE_V2: "true"
      ALLOW_NONE_AUTHENTICATION: "yes"
      ETCD_ADVERTISE_CLIENT_URLS: "http://0.0.0.0:2379"
      ETCD_LISTEN_CLIENT_URLS: "http://0.0.0.0:2379"
    ports:
      - "2379:2379/tcp"
    networks:
      - apisix

  web1:
    image: nginx:1.21.6-alpine
    restart: always
    volumes:
      - ./upstream/web1.conf:/etc/nginx/nginx.conf
    ports:
      - "9081:80/tcp"
    environment:
      - NGINX_PORT=80
    networks:
      - apisix

  web2:
    image: nginx:1.21.6-alpine
    restart: always
    volumes:
      - ./upstream/web2.conf:/etc/nginx/nginx.conf
    ports:
      - "9082:80/tcp"
    environment:
      - NGINX_PORT=80
    networks:
      - apisix

  prometheus:
    image: prom/prometheus:v2.33.3
    restart: always
    volumes:
      - ./prometheus_conf/prometheus.yml:/etc/prometheus/prometheus.yml
    ports:
      - "9090:9090"
    networks:
      - apisix

  grafana:
    image: grafana/grafana:8.4.1
    restart: always
    ports:
      - "3000:3000"
    volumes:
      - "./grafana_conf/provisioning:/etc/grafana/provisioning"
      - "./grafana_conf/dashboards:/var/lib/grafana/dashboards"
      - "./grafana_conf/config/grafana.ini:/etc/grafana/grafana.ini"
    networks:
      - apisix
      
networks:
  apisix:
    driver: bridge

volumes:
  etcd_data:
    driver: local
  apisix_keycloak_data:
    driver: local
  apisix_pgadmin:
    driver: local
  apisix_postgres_data:   
    driver: local
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config.yaml


config.yaml
#
# Licensed to the Apache Software Foundation (ASF) under one or more
# contributor license agreements.  See the NOTICE file distributed with
# this work for additional information regarding copyright ownership.
# The ASF licenses this file to You under the Apache License, Version 2.0
# (the "License"); you may not use this file except in compliance with
# the License.  You may obtain a copy of the License at
#
#     http://www.apache.org/licenses/LICENSE-2.0
#
# Unless required by applicable law or agreed to in writing, software
# distributed under the License is distributed on an "AS IS" BASIS,
# WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
# See the License for the specific language governing permissions and
# limitations under the License.
#

apisix:
#  node_listen: 9080              # APISIX listening port
  
  node_listen:                      # This style support multiple ports
     - port: 9080
       enable_http2: false
     - port: 9079
       enable_http2: true          # If not set, the default value is `false`.
  
  enable_ipv6: false
  
  enable_admin: true

  allow_admin:                  # http://nginx.org/en/docs/http/ngx_http_access_module.html#allow
    - 0.0.0.0/0              # We need to restrict ip access rules for security. 0.0.0.0/0 is for test.

  admin_key:
    - name: "admin"
      key: edd1c9f034335f136f87ad84b625c8f1
      role: admin                 # admin: manage all configuration data
                                  # viewer: only can view configuration data
    - name: "viewer"
      key: 4054f7cf07e344346cd3f287985e76a2
      role: viewer
  
  enable_control: true
  control:
    ip: "0.0.0.0"
    port: 9092

etcd:
  host:                           # it's possible to define multiple etcd hosts addresses of the same etcd cluster.
    - "http://etcd:2379"     # multiple etcd address
  prefix: "/apisix"               # apisix configurations prefix
  timeout: 30                     # 30 seconds

plugins:                          # plugin list (sorted by priority)
  - real-ip                        # priority: 23000
  - client-control                 # priority: 22000
  - proxy-control                  # priority: 21990
  - ext-plugin-pre-req             # priority: 12000
  - zipkin                         # priority: 11011
  - request-id                     # priority: 11010
  - fault-injection                # priority: 11000
  - serverless-pre-function        # priority: 10000
  #- batch-requests                # priority: 4010
  - cors                           # priority: 4000
  - ip-restriction                 # priority: 3000
  - ua-restriction                 # priority: 2999
  - referer-restriction            # priority: 2990
  - csrf                           # priority: 2980
  - uri-blocker                    # priority: 2900
  - request-validation             # priority: 2800
  - openid-connect                 # priority: 2599
  - authz-casbin                   # priority: 2560
  - wolf-rbac                      # priority: 2555
  - ldap-auth                      # priority: 2540
  - hmac-auth                      # priority: 2530
  - basic-auth                     # priority: 2520
  - jwt-auth                       # priority: 2510
  - key-auth                       # priority: 2500
  - consumer-restriction           # priority: 2400
  - forward-auth                   # priority: 2002
  - opa                            # priority: 2001
  - authz-keycloak                 # priority: 2000
  #- error-log-logger              # priority: 1091
  - proxy-mirror                   # priority: 1010
  - proxy-cache                    # priority: 1009
  - proxy-rewrite                  # priority: 1008
  - api-breaker                    # priority: 1005
  - limit-conn                     # priority: 1003
  - limit-count                    # priority: 1002
  - limit-req                      # priority: 1001
  #- node-status                   # priority: 1000
  - gzip                           # priority: 995
  - server-info                    # priority: 990
  - traffic-split                  # priority: 966
  - redirect                       # priority: 900
  - response-rewrite               # priority: 899
  #- dubbo-proxy                   # priority: 507
  - grpc-transcode                 # priority: 506
  - grpc-web                       # priority: 505
  - public-api                     # priority: 501
  - prometheus                     # priority: 500
  - datadog                        # priority: 495
  - echo                           # priority: 412
  - loggly                         # priority: 411
  - http-logger                    # priority: 410
  - splunk-hec-logging             # priority: 409
  - skywalking-logger              # priority: 408
  - google-cloud-logging           # priority: 407
  - sls-logger                     # priority: 406
  - tcp-logger                     # priority: 405
  - kafka-logger                   # priority: 403
  - rocketmq-logger                # priority: 402
  - syslog                         # priority: 401
  - udp-logger                     # priority: 400
  - file-logger                    # priority: 399
  - clickhouse-logger              # priority: 398
  #- log-rotate                    # priority: 100
  # <- recommend to use priority (0, 100) for your custom plugins
  - example-plugin                 # priority: 0
  #- skywalking                    # priority: -1100
  #- opentelemetry                 # priority: -1200
  - aws-lambda                     # priority: -1899
  - azure-functions                # priority: -1900
  - openwhisk                      # priority: -1901
  - serverless-post-function       # priority: -2000
  - ext-plugin-post-req            # priority: -3000

stream_plugins: # sorted by priority
  - ip-restriction                 # priority: 3000
  - limit-conn                     # priority: 1003
  - mqtt-proxy                     # priority: 1000
  # <- recommend to use priority (0, 100) for your custom plugins
 
plugin_attr:
  prometheus:
    export_addr:
      ip: "0.0.0.0"
      port: 9091
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grpc-web-angular.rar


grpc-web-angular.rar
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hello.proto


hello.proto
syntax = "proto3";

option java_multiple_files = true;
option java_package = "com.kutbar";
option java_outer_classname = "HelloGrpcProto";

package hello;

service HelloGrpc {
    rpc SayHello (HelloRequest) returns (HelloReply) {}
}

message HelloRequest {
    string name = 1;
}

message HelloReply {
    string message = 1;
}
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