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A New Dependency Management
Function for SW360




Problem

* In practice, we face a problem that for a component with the same
version, the version of its dependency may be different.

Component Component

X_versionl A_versionl

e.g. in the case of npm, if

Component developer set the version of a
Y_versionl dependency as “>1.0.1”, the
version may be 1.0.2 or 2.0.1.

Component
X_versionl

Component
Z_versionl
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Problem

The current situation of SW360:

- oCL! Component
. 'QSQ,\%*” A_versionl
omponent
X_versionl 1
o
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@ RN
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Component
Y _versionl

This case can not be registered
in the current SW360

Component
Z_versionl

Only the information of the direct dependencies
of a project can be registered in SW360
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Proposal

« A New Dependency Management Function for SW360:

Function allowing Project to set up its own dependency network

Component Component
X_versionl A_versionl

Component
Y _versionl

Component
X_versionl

Component
Z_versionl

Both the information of the direct dependencies and transitive
dependencies of a project can be registered in SW 3Gz rosiba sottware vevelopment viewmam) 4



Proposal

* Way of storing dependencies in project table (current)

"releaseldToUsage”: {
271c1dB284706958e023e30d4aa25": {
"releaseRelation™:
"mainlineState”:
"comment” :
"createdOn”:
"createdBy" :

1
ER

Store onIy direct "3adc12fazeb94ec381526d91b98Bd581": {

(j (j . "releaseRelation”:
epen encies. "mainlineState”:
"comment™ :
"createdOn" :

"createdBy" :

e Way of storing dependencies in project table
(proposal):

“createdBy”:
“preevaluationDeadline”:
“name”:

“roles”: {}.

“type”:

“createdOn”:
“specialRisks3rdParty”:
‘releaseRelationNetwork™:
“externalUrls”: (),

“remarksAdditionalRequiremnents”:

"moderators”: [1,
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Example

« Two projects using npm package minimatch as its dependencies:

Project Examplel

L

minimatch | 3.0.4

L

brace-expansion | 1.1.11

balanced-match

concat-map

Project Example2

L

minimatch | 3.0.4

L

brace-expansion | 1.1.7

balanced-match

In the meta file of
minimatch v3.0.4, the
dependency
information is:
3k 3k 3k 5k 3k %k 5k 3k 3k %k 5k %k %k 5k %k %k k
"dependencies"”: {
"brace-expansion":
"1.1.7"

Iz

%k %k 3k >k %k %k %k %k %k %k %k %k %k %k ok ok ok

But the dependency
network of a new
project (Examplel) will
be different with an old
one (Example2).

concat-map
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Example

« The current situation:

Summary

- Delete Project Cancel

Administration
LINKED PROJECTS

Linked Releases And Projects
Project name

Attachments
Add Projects

Obligations

LINKED RELEASES

Enable

Project Relation © SVM

Project Version

Release name Release version

minimatch 3.04

Add Releases

Release relation @ Project Mainline State @ Comments

-

Dynamically linked = Open

- Enter Comment

Summary

- Delete Project Cancel

LINKED PROJECTS

Administration

Linked Releases And Projects
Project name

Attachments
Add Projects

Obligations

LINKED RELEASES

Enable

Project Version Project Relation @ SVM

Release name Release version

minimatch 3.04

Add Releases

Project Mainline State @ Comments

Release relation @

Dynamically linked % Open =

Enter Comment
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Example

« The proposal:

Summary

- Delete Project Cancel

LINKED PROJECTS

Administration

Linked Releases And Projects
Project name
Attachments
Add Projects

Obligations

LINKED RELEASES

Project Version

Project Relation @

Release name Release version

minimatch 304
brace-expansion 1111
balanced-match 1.0.2
concat-map 0.0.1

Add Releases

@
s
$
s
$

Release relation @

Dynamically linked

Dynamically linked

Dynamically linked

Dynamically linked

Open

Open

«

Comments

Enter Comment

Enter Comment

Enter Comment

Enter Comment

Summary

Administration LINKED PROJECTS

Linked Releases And Projects

Attachments

Add Projects

Obligations

LINKED RELEASES

Project Version

Project Relation (D

Release name

minimatch 304
brace-expansion 117
concat-map 001
balanced-match 041

Add Releases

@
: @
T @
@

Release relation (D

Dynamically linked

Contained

Dynamically linked

Dynamically linked

Open

Open

“»

“»

Comments

Enter Comment

Enter Comment

Enter Comment

Enter Comment
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GUI

« Change the GUI of the Linked Releases And Projects tab (at Edit
project page)

] - IO

Aoy LINKED PROJECTS
- e s et O > peapet e 12 watgromt H o '

. Test | N De et e h s wltgromet : a .
Select version box

A Progecta

Add childreleasesbwtion

Load default dependency network of release button
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GUI

* Keep the GUI of related functions, update the logic in each
related function to make it compatible with new Dependency
Network features.

* Related functions
» License Clearing tag
» Clearing Request
» ECC tag
» Rest API function
» Import/Export function
» Change Log function
» SPDX import
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API

133 1

| istina nroiects

3.3.2.

Listing projects with all details

3.3.3.

Listing by lucene search

3.3.4.

Listing by name

3.3.5.

Listing by type

3.3.6.

Listing by group

3.3.7.

Listing by tag

3.3.8.
3.3.9.

Listing by external ids

Listing attachment info

3.3.10. Update attachment info

3.3.11. Upload attachment to project

3.3.13

3.3.12. Download attachment

. Get a single project

3.3.14. Listing releases

3.3.15. Listing releases of multiple projects

3.3.16.

Listing releases (transitive)

3.3.17.

Listing releases with ECC

3.3.18.

Creating a project

3.3.19.

Creating a duplicate project

3.3.20.

Update a project

[3.3.27.
3.3.22.

Lelete a project

Link Releases to the project

[D-0.£0.

Fallll Reledses WU HiIe pPrujell

13.3.24.

Upndate Proiect Release Relationship

3.3.25. Download License Info

P S A

MU WSy Ui i UJ':L:t

3327

Aftachmentllsanes of the nmier_'r_

3.3.28.

Listing project vulnerabilities

J3.3.24.

Listing project vuinerabilities by release id and external id

3.3.30.

Update project vulnerabilities
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API

Project REST API

3.3.1. Listing projects

3.3.2_Listing projects with all details

3.3.3. Listing by lucene search

3.3.4_ Listing by name

3.3.5. Listing by type

3.3.6. Listing by group

3.3.7. Listing by tag

3.3.8. Listing by external ids

3.3.9_Listing attachment info

3.3.10. Update attachment info

3.3.11. Upload attachment to project

3.3.12. Download attachment

3.3.13. Get a single project

3.3.14 . Listing releases

3.3.15. Listing releases of multiple projects

3.3.16. Listing releases (fransitive)

3.3.17. Listing releases with ECC

3.3.18. Creating a project

3.3.19. Creating a duplicate project

3.3.20. Update a project

3.3.21. Delete a project

3.3.23. Patch Releases to the project

3.3.24. Update Project Release Relationship

3.3.26. Resources using the project

3.3.27. AttachmentUsages of the project

3.3.28. Listing project vulnerabilities

3.3.29_ Listing project vulnerabilities by release id and external id

3.3.30. Update project vulnerabilities

*APIl: Removed.

*In case, you would like to:
- Patch Releases to the project
- Update Project Release
Relationship
*Please use the “3.3.20: Update a
project” API instead.
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Point

* Why this feature?

* The dependency information of the project will be changed
if the information on the component page is changed. The
project owner will not be notified about this.

* We can not export the correct and stable SBOM since the
dependency network is created dynamically. It varies from
time to time.

e Separate the responsibility for the project and the one for
the component is important for “InnerSource”.

2022 Toshiba Software Development (Vietnam) 13



Point

* All changes are only done on the “Project” page, the
“Component” page will not change anything.

* The dependency information in the “Component” page will
be seen as the place storing the “default” information. It will
keep the same with the latest information in the ecosystem.

* The dependency information in the “Project” page will be
seen as the place storing the “actual” information. It will not
change even if the “default” information is updated. But we
will let the owner know which dependency of his project is
outdated (which means different from the one on the
“Component” page).
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Proposal Black arrow:

Dependency information
Red arrow: Component

- Way of storing dependencies (current) field information

Component Component
X_versionl XX_versionl

Component
Y _versionl

Component
X_versionl

Component
Z versionl
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Proposal Black arrow:

Dependency information
Red arrow: Component

- Way of storing dependencies (proposal) field information

Component Component

X_versionl XX_versionl

A

Component
Y _versionl

o\

Component
X_versionl

Component
Z versicnl
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