
Summary:
Cross-site  scripting  (XSS)  vulnerability  in  web/servlet/tags/form
/FormTag.java in Spring MVC in Spring Framework 3.0.0 before 3.2.8 and
4.0.0 before 4.0.2 allows remote attackers to inject arbitrary web script or
HTML via the requested URI in a default action.

References:
Reference ID URL

741604 https://bugs.debian.org/cgi-bin/bugreport.cgi?bug=741604

- https://github.com/spring-projects/spring-framework/commit
/741b4b229ae032bd17175b46f98673ce0bd2d485

- https://github.com/spring-projects/spring-framework/commit
/75e08695a04980dbceae6789364717e9d8764d58

- https://github.com/spring-projects/spring-framework.git
/741b4b229ae032bd17175b46f98673ce0bd2d485

- https://github.com/spring-projects/spring-framework.git
/75e08695a04980dbceae6789364717e9d8764d58

- http://seclists.org/fulldisclosure/2014/Mar/101

- http://www.securityfocus.com/bid/66137

- http://www.gopivotal.com/security/cve-2014-1904

- http://secunia.com/advisories/57915

- http://www.securityfocus.com/archive/1/531422/100/0/threaded

- http://rhn.redhat.com/errata/RHSA-2014-0400.html

- http://docs.spring.io/spring/docs/3.2.8.RELEASE/changelog.txt

- https://jira.springsource.org/browse/SPR-11426

Viewing Vulnerability:CVE-2014-1904
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RHSA-2014:0400 https://access.redhat.com/errata/{rhsa}

- https://access.redhat.com/hydra/rest/securitydata/cve/CVE-
2014-1904.json

1075296 https://bugzilla.redhat.com/show_bug.cgi?id=1075296

RHSA-2014:0401 https://access.redhat.com/errata/{rhsa}

Patched Packages
Package URL

pkg:deb/debian/libspring-java@3.0.6.RELEASE-13?distro=bullseye

pkg:deb/debian/libspring-java@3.0.6.RELEASE-13?distro=sid

pkg:deb/debian/libspring-java@3.0.6.RELEASE-13?distro=buster

pkg:deb/debian/libspring-java@4.3.30-1?distro=sid

pkg:deb/debian/libspring-java@4.3.5-1?distro=stretch

pkg:deb/debian/libspring-java@4.3.22-4?distro=buster

pkg:deb/debian/libspring-java@3.0.6.RELEASE-13?distro=stretch

pkg:deb/debian/libspring-java@4.3.30-1?distro=bullseye

pkg:maven/org.springframework/spring-tx@4.2.8.RELEASE

pkg:maven/org.apache.activemq/activemq-all@5.15.2

pkg:maven/org.springframework/spring-tx@4.2.9.RELEASE

pkg:maven/org.springframework/spring-tx@4.3.22.RELEASE

pkg:maven/org.springframework/spring-tx@5.1.3.RELEASE

pkg:maven/org.springframework/spring-tx@4.1.6.RELEASE

pkg:maven/org.springframework/spring-tx@5.2.2.RELEASE

pkg:maven/org.springframework/spring-tx@4.3.27.RELEASE

pkg:maven/org.apache.activemq/activemq-all@5.15.0

pkg:maven/org.springframework/spring-tx@4.3.12.RELEASE

pkg:maven/org.springframework/spring-webmvc@5.0.16.RELEASE

pkg:maven/org.springframework/spring-webmvc@5.1.16.RELEASE
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pkg:maven/org.springframework/spring-tx@5.1.16.RELEASE

pkg:maven/org.springframework/spring-tx@5.0.7.RELEASE

pkg:maven/org.springframework/spring-tx@5.0.4.RELEASE

pkg:maven/org.springframework/spring-tx@4.3.13.RELEASE

pkg:maven/org.springframework/spring-tx@5.2.6.RELEASE

pkg:maven/org.springframework/spring-tx@5.1.15.RELEASE

pkg:maven/org.springframework/spring-webmvc@4.3.2.RELEASE

pkg:maven/org.springframework/spring-tx@4.3.11.RELEASE

pkg:maven/org.springframework/spring-tx@4.1.4.RELEASE

pkg:maven/org.springframework/spring-tx@4.0.8.RELEASE

pkg:maven/org.springframework/spring-tx@5.0.5.RELEASE

pkg:maven/org.springframework/spring-tx@4.3.17.RELEASE

pkg:maven/org.springframework/spring-webmvc@4.3.5.RELEASE

pkg:maven/org.springframework/spring-tx@5.1.4.RELEASE

pkg:maven/org.springframework/spring-webmvc@4.0.9.RELEASE

pkg:maven/org.springframework/spring-tx@4.3.6.RELEASE

pkg:maven/org.springframework/spring-webmvc@4.3.7.RELEASE

pkg:maven/org.springframework/spring-tx@5.0.16.RELEASE

pkg:maven/org.apache.servicemix.bundles/org.apache.servicemix.bundles.spring-
webmvc@4.3.18.RELEASE_1

pkg:maven/org.springframework/spring-webmvc@4.2.8.RELEASE

pkg:maven/org.springframework/spring-webmvc@4.1.9.RELEASE

pkg:maven/org.springframework/spring-webmvc@4.3.15.RELEASE

pkg:maven/org.springframework/spring-tx@4.3.14.RELEASE

pkg:maven/org.springframework/spring-tx@4.3.0.RELEASE

pkg:maven/org.springframework/spring-webmvc@4.0.5.RELEASE

pkg:maven/org.springframework/spring-tx@4.3.18.RELEASE

pkg:maven/org.springframework/spring-tx@4.3.19.RELEASE

pkg:maven/org.springframework/spring-tx@4.3.5.RELEASE

pkg:maven/org.springframework/spring-tx@4.3.20.RELEASE

pkg:maven/org.springframework/spring-tx@5.0.10.RELEASE
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pkg:maven/org.springframework/spring-tx@5.1.7.RELEASE

pkg:maven/org.springframework/spring-webmvc@4.3.21.RELEASE

pkg:maven/org.springframework/spring-tx@4.1.3.RELEASE

pkg:maven/org.springframework/spring-tx@4.1.5.RELEASE

pkg:maven/org.springframework/spring-tx@4.3.26.RELEASE

pkg:maven/org.apache.activemq/activemq-all@5.11.1

pkg:maven/org.springframework/spring-webmvc@5.0.2.RELEASE

pkg:maven/org.springframework/spring-webmvc@4.2.1.RELEASE

pkg:maven/org.springframework/spring-webmvc@4.0.3.RELEASE

pkg:maven/org.springframework/spring-tx@4.0.2.RELEASE

pkg:maven/org.apache.servicemix.bundles/org.apache.servicemix.bundles.spring-
tx@3.2.16.RELEASE_1

pkg:maven/org.springframework/spring-tx@4.3.7.RELEASE

pkg:maven/org.springframework/spring-webmvc@4.1.5.RELEASE

pkg:maven/org.springframework/spring-tx@5.2.3.RELEASE

pkg:maven/org.springframework/spring-webmvc@4.2.2.RELEASE

pkg:maven/org.springframework/spring-tx@4.2.5.RELEASE

pkg:maven/org.springframework/spring-tx@5.1.5.RELEASE

pkg:maven/org.springframework/spring-tx@3.2.12.RELEASE

pkg:maven/org.springframework/spring-webmvc@4.3.10.RELEASE

pkg:maven/org.springframework/spring-webmvc@4.3.1.RELEASE

pkg:maven/org.springframework/spring-tx@5.0.0.RELEASE

pkg:maven/org.springframework/spring-tx@4.3.8.RELEASE

pkg:maven/org.springframework/spring-tx@3.2.8.RELEASE

pkg:maven/org.springframework/spring-webmvc@4.3.9.RELEASE

pkg:maven/org.springframework/spring-tx@3.2.18.RELEASE

pkg:maven/org.springframework/spring-tx@5.1.17.RELEASE

pkg:maven/org.springframework/spring-tx@4.2.6.RELEASE

pkg:maven/org.apache.servicemix.bundles/org.apache.servicemix.bundles.spring-
webmvc@4.3.24.RELEASE_1

pkg:maven/org.springframework/spring-tx@5.0.2.RELEASE
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pkg:maven/org.springframework/spring-webmvc@3.2.12.RELEASE

pkg:maven/org.springframework/spring-webmvc@4.0.8.RELEASE

pkg:maven/org.springframework/spring-webmvc@5.2.4.RELEASE

pkg:maven/org.springframework/spring-tx@4.3.1.RELEASE

pkg:maven/org.apache.activemq/activemq-all@5.14.5

pkg:maven/org.springframework/spring-webmvc@4.1.3.RELEASE

pkg:maven/org.springframework/spring-webmvc@4.1.6.RELEASE

pkg:maven/org.springframework/spring-webmvc@4.3.4.RELEASE

pkg:maven/org.springframework/spring-webmvc@5.0.4.RELEASE

pkg:maven/org.springframework/spring-webmvc@4.3.19.RELEASE

pkg:maven/org.springframework/spring-tx@4.3.4.RELEASE

pkg:maven/org.springframework/spring-webmvc@5.2.7.RELEASE

pkg:maven/org.springframework/spring-tx@4.0.3.RELEASE

pkg:maven/org.springframework/spring-tx@5.1.10.RELEASE

pkg:maven/org.springframework/spring-webmvc@4.3.3.RELEASE

pkg:maven/org.springframework/spring-webmvc@3.2.18.RELEASE

pkg:maven/org.springframework/spring-tx@4.3.24.RELEASE

pkg:maven/org.apache.servicemix.bundles/org.apache.servicemix.bundles.spring-
tx@4.3.24.RELEASE_1

pkg:maven/org.springframework/spring-tx@5.0.3.RELEASE

pkg:maven/org.springframework/spring-tx@4.3.2.RELEASE

pkg:maven/org.springframework/spring-tx@5.1.11.RELEASE

pkg:maven/org.springframework/spring-tx@5.2.5.RELEASE

pkg:maven/org.springframework/spring-webmvc@4.3.6.RELEASE

pkg:maven/org.springframework/spring-tx@4.0.9.RELEASE

pkg:maven/org.springframework/spring-tx@4.2.3.RELEASE

pkg:maven/org.apache.servicemix.bundles/org.apache.servicemix.bundles.spring-
webmvc@3.2.16.RELEASE_1

pkg:maven/org.apache.servicemix.bundles/org.apache.servicemix.bundles.spring-
webmvc@3.2.14.RELEASE_1

pkg:maven/org.springframework/spring-webmvc@4.1.7.RELEASE
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pkg:maven/org.apache.activemq/activemq-all@5.15.12

pkg:maven/org.springframework/spring-tx@5.1.1.RELEASE

pkg:maven/org.springframework/spring-tx@5.0.11.RELEASE

pkg:maven/org.springframework/spring-webmvc@4.3.23.RELEASE

pkg:maven/org.springframework/spring-tx@5.0.13.RELEASE

pkg:maven/org.springframework/spring-webmvc@4.3.12.RELEASE

pkg:maven/org.apache.servicemix.bundles/org.apache.servicemix.bundles.spring-
tx@3.2.14.RELEASE_1

pkg:maven/org.springframework/spring-webmvc@5.0.5.RELEASE

pkg:maven/org.springframework/spring-tx@4.3.25.RELEASE

pkg:maven/org.springframework/spring-webmvc@4.3.26.RELEASE

pkg:maven/org.springframework/spring-tx@4.1.2.RELEASE

pkg:maven/org.springframework/spring-tx@4.1.9.RELEASE

pkg:maven/org.springframework/spring-webmvc@4.3.16.RELEASE

pkg:maven/org.springframework/spring-tx@4.3.16.RELEASE

pkg:maven/org.apache.activemq/activemq-all@5.13.2

pkg:maven/org.springframework/spring-webmvc@5.1.13.RELEASE

pkg:maven/org.springframework/spring-tx@4.3.10.RELEASE

pkg:maven/org.springframework/spring-webmvc@4.1.2.RELEASE

pkg:maven/org.springframework/spring-tx@5.1.12.RELEASE

pkg:maven/org.springframework/spring-webmvc@4.2.7.RELEASE

pkg:maven/org.springframework/spring-tx@4.3.21.RELEASE

pkg:maven/org.springframework/spring-webmvc@4.3.25.RELEASE

pkg:maven/org.springframework/spring-webmvc@4.2.3.RELEASE

pkg:maven/org.springframework/spring-tx@4.3.3.RELEASE

pkg:maven/org.springframework/spring-webmvc@4.2.6.RELEASE

pkg:maven/org.apache.activemq/activemq-all@5.15.13

pkg:maven/org.springframework/spring-webmvc@4.3.20.RELEASE

pkg:maven/org.springframework/spring-tx@5.1.6.RELEASE

pkg:maven/org.springframework/spring-webmvc@5.1.17.RELEASE

pkg:maven/org.apache.activemq/activemq-all@5.15.9
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pkg:maven/org.springframework/spring-webmvc@4.3.27.RELEASE

pkg:maven/org.springframework/spring-webmvc@5.0.3.RELEASE

pkg:maven/org.springframework/spring-webmvc@4.2.9.RELEASE

pkg:maven/org.springframework/spring-tx@4.1.8.RELEASE

pkg:maven/org.springframework/spring-tx@5.1.9.RELEASE

pkg:maven/org.apache.activemq/activemq-all@5.15.8

pkg:maven/org.springframework/spring-tx@4.2.4.RELEASE

pkg:maven/org.springframework/spring-tx@4.2.7.RELEASE

pkg:maven/org.springframework/spring-webmvc@5.0.1.RELEASE

pkg:maven/org.springframework/spring-tx@4.2.1.RELEASE

pkg:maven/org.springframework/spring-tx@5.1.0.RELEASE

pkg:maven/org.springframework/spring-webmvc@4.3.0.RELEASE

pkg:maven/org.springframework/spring-tx@5.2.0.RELEASE

pkg:maven/org.springframework/spring-tx@4.2.2.RELEASE

pkg:maven/org.springframework/spring-tx@5.2.1.RELEASE

pkg:maven/org.springframework/spring-tx@3.2.13.RELEASE

pkg:maven/org.springframework/spring-tx@4.1.7.RELEASE

pkg:maven/org.springframework/spring-tx@5.2.7.RELEASE

pkg:maven/org.springframework/spring-tx@5.0.12.RELEASE

pkg:maven/org.springframework/spring-tx@4.0.6.RELEASE

pkg:maven/org.apache.activemq/activemq-all@5.15.6

pkg:maven/org.springframework/spring-tx@4.3.23.RELEASE

pkg:maven/org.springframework/spring-webmvc@3.2.8.RELEASE

pkg:maven/org.springframework/spring-tx@5.1.2.RELEASE

pkg:maven/org.apache.servicemix.bundles/org.apache.servicemix.bundles.spring-
tx@3.2.18.RELEASE_1

pkg:maven/org.springframework/spring-webmvc@4.2.4.RELEASE

pkg:maven/org.springframework/spring-webmvc@5.2.3.RELEASE

pkg:maven/org.springframework/spring-tx@5.1.13.RELEASE

pkg:maven/org.springframework/spring-webmvc@4.3.17.RELEASE

pkg:maven/org.springframework/spring-webmvc@4.3.18.RELEASE
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pkg:maven/org.springframework/spring-tx@5.0.6.RELEASE

pkg:maven/org.apache.activemq/activemq-all@5.15.10

pkg:maven/org.springframework/spring-webmvc@4.3.8.RELEASE

pkg:maven/p2.eclipse-plugin/com.wily.apm.data.model@10.5.2.91

pkg:maven/org.springframework/spring-tx@4.0.5.RELEASE

pkg:maven/org.springframework/spring-tx@5.1.8.RELEASE

pkg:maven/org.apache.activemq/activemq-all@5.15.11

pkg:maven/org.springframework/spring-webmvc@4.3.14.RELEASE

pkg:maven/org.springframework/spring-tx@5.2.4.RELEASE

pkg:maven/org.springframework/spring-webmvc@4.3.11.RELEASE

pkg:maven/org.springframework/spring-webmvc@4.3.22.RELEASE

pkg:maven/org.springframework/spring-webmvc@4.3.13.RELEASE

pkg:maven/org.springframework/spring-tx@5.1.14.RELEASE

pkg:maven/org.springframework/spring-webmvc@4.1.8.RELEASE

pkg:maven/org.springframework/spring-tx@4.3.9.RELEASE

pkg:deb/debian/libspring-java@4.3.5-1?distro=buster

pkg:deb/debian/libspring-java@4.3.30-1?distro=stretch

pkg:deb/debian/libspring-java@3.0.6.RELEASE-6%2Bdeb7u3?distro=stretch

pkg:deb/debian/libspring-java@3.0.6.RELEASE-17?distro=stretch

pkg:deb/debian/libspring-java@4.3.22-4?distro=stretch

pkg:deb/debian/libspring-java@4.3.30-1?distro=buster

pkg:deb/debian/libspring-java@3.0.6.RELEASE-17?distro=buster

pkg:deb/debian/libspring-java@3.0.6.RELEASE-6%2Bdeb7u3?distro=buster

Vulnerable Packages
Package URL

pkg:maven/org.springframework/spring@2.0.6

pkg:maven/org.springframework/spring-webmvc@3.1.4.RELEASE

pkg:maven/org.springframework/spring-tx@3.2.7.RELEASE
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pkg:maven/org.springframework/spring-webmvc@3.1.2.RELEASE

pkg:maven/org.springframework/org.springframework.web.servlet@3.1.4.RELEASE

pkg:maven/org.springframework/spring@1.2.3

pkg:maven/org.springframework/spring-tx@3.2.3.RELEASE

pkg:maven/org.springframework/spring-tx@3.0.5.RELEASE

pkg:maven/org.springframework/spring-webmvc@3.1.0.RELEASE

pkg:maven/org.springframework/spring-tx@3.1.2.RELEASE

pkg:maven/org.springframework/spring-tx@3.0.7.RELEASE

pkg:maven/org.springframework/spring-tx@3.1.1.RELEASE

pkg:maven/org.springframework/org.springframework.transaction@2.5.6.SEC01

pkg:maven/org.springframework/spring-tx@2.5.6

pkg:maven/org.springframework/org.springframework.transaction@3.1.4.RELEASE

pkg:maven/org.springframework/spring-dao@2.0.3

pkg:maven/org.springframework/spring-webmvc@3.1.1.RELEASE

pkg:maven/org.springframework/spring-tx@3.1.0.RELEASE

pkg:maven/org.springframework/spring-tx@4.0.0.RELEASE

pkg:maven/org.springframework/spring@2.5.6.SEC03

pkg:maven/org.springframework/spring-tx@3.0.6.RELEASE

pkg:maven/org.springframework/spring-dao@2.0

pkg:maven/org.springframework/spring-dao@1.2.9
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