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ABSTRACT

The popularity of smart things constructs sensing networks for the Internet of Things (IoT), and promotes
intelligent decision-makings to support industrial IoT applications, where multi-attribute query process-
ing is an essential ingredient. Considering the huge number of smart things and large-scale of the net-
work, traditional query processing mechanisms may not be applicable, since they mostly depend on a
centralized index tree structure. To remedy this issue, this article proposes a multi-attribute aggregation
query mechanism in the context of edge computing, where an energy-aware IR-tree is constructed to
process query processing in single edge networks, while an edge node routing graph is established to
facilitate query processing for marginal smart things contained in contiguous edge networks. This de-
centralized and localized strategy has shown its efficiency and applicability of query processing in IoT
sensing networks. Experimental evaluation results demonstrate that this technique performs better than
the rivals in reducing the traffic and energy consumption of the network.

© 2019 Elsevier B.V. All rights reserved.

1. Introduction

With the popularity of smart things being ubiquitously de-
ployed, adopting smart things to facilitate industrial applications
becomes a reality nowadays. Intuitively, smart things in the In-
ternet of Things (IoT) include sensors, actuators, and smart em-
bedded devices [1], and they can provide sensory data to pro-
mote the validity and applicability of a proper decision-making.
Due to the fact that smart things are mostly scarce in their com-
putational, communication, and energy resources, aggregating sen-
sory data of certain IoT smart things, and functional combination
and collaboration [3], requires to reduce the amount/size of data
packets to be transmitted in the network, and thus, to decrease
the energy consumption. With the swift growth of the number of
smart things being deployed in tremendous fields, traditional cen-
tralized sensory data gathering mechanisms through constructing
routing trees may not be an appropriate strategy, when sensory
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data of smart things located within a certain sub-region are in-
terested. Instead, sensory data should be gathered, and processed
whenever possible, in a localized fashion, while only the result
should be aggregated and routed to the centre for further ex-
ploration. We argue that this strategy is proper, especially when
sensory data, like multimedia data, are large in volume. Due to
this concern, edge computing [2,4] has been proposed in recent
years as the complement of cloud computing [32], where indus-
trial IoT applications should be processed in a distributed and lo-
calized fashion as much as possible [5]. It is worth noting that
sensory data query processing is an essential ingredient of typi-
cal industrial IoT applications [6]. Considering the functional diver-
sity of smart things and the complexity of potential events to be
studied, this article aims to explore the query processing, where
various kinds of smart things contained in a certain sub-region in
an loT sensing network [7] are necessary to cooperate and collab-
orate for environment monitoring and potential event detection.
Taking the assumption that the kind of smart things corresponds
to a certain sensing attribute into consideration, an aggregated
multi-attribute query processing mechanism is essential to support
industrial IoT applications, where edge computing is applied to
promote sensory data processing and aggregation at the network
edge.
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Traditional techniques have been developed to study the multi-
attribute query processing. Generally, an index tree, like an R-tree,
is built to manage smart things distributed in a network. Queries
are processed leveraging this index tree, where the result can be
(i) a single object, which can satisfy certain spatial and multi-
attribute constraints [8-12], or (ii) a set of contiguous objects,
which can collectively satisfy certain constraints [13-15]. Since ob-
jects may be unevenly distributed in the network, authors adopt
proper mechanisms for handling objects contained in dense and
sparse sub-regions. Objects in dense sub-regions should be prone
to be recommended, since they can have more counterparts to be
replaced when found improper [16]. Note that objects in certain
directions may be more appropriate in certain settings, and thus, a
direction-aware spatial keyword query method is proposed to sat-
isfy direction-aware requirements [17]. Generally, these techniques
construct a single index tree to support the query of spatial ob-
jects, where a single or multiple attribute(s) is/are to be examined.
This centralized query processing strategy may not be appropriate
when an IoT sensing network is large in scale, and things are huge
in quantity. Besides, the network greenness requires to reduce the
traffic and energy consumption of the network. Consequently, sen-
sory data should be processed in a localized and distributed fash-
ion when possible. In recent years, techniques have been devel-
oped to enable the search of IoT things, where a single thing is
mostly interested [18,19]. Other techniques explore the network
communication topology [20], an effective collection [21], manage-
ment [22], and aggregation [23] of sensory data, a load-balancing
routing [24], and the prolonging of network lifetime [25,26]. To the
best of our knowledge, a distributed and localized mechanism has
not been explored extensively to support the multi-attribute query
processing in IoT sensing networks.

To address this challenge, this article proposes a Multi-attribute
Aggregation Query (MAQ) processing technique in edge comput-
ing. In this context, the network is divided into sub-regions, where
these sub-regions, corresponding to the regions of edge networks,
are regulated by respective edge nodes. Generally, an edge net-
work can have one edge node. Queries are processed firstly at the
network edge by edge nodes, and the results are aggregated and
routed to the centre afterwards. It is worth emphasising that smart
things regulated by contiguous edge nodes may satisfy the require-
ment in a collective fashion, which requires the examination of
sensory data provided by marginal smart things contained in con-
tiguous edge networks. Major contributions of this article are sum-
marized as follows:

 Query processing in single edge networks. An Energy IR-tree (i.e.,
EIR-tree) is constructed to facilitate the query processing of
smart things contained in a single edge network. Besides the
inverted files specified upon the R-tree for indexing attributes
of smart things, an energy factor is adopted to estimate the
amount of energy consumption with respect to the number and
density of smart things in certain sub-regions.

Query processing for marginal smart things in contiguous edge
networks. Considering the amount of sensory data generated
by smart things in the marginal sub-region of contiguous edge
networks, a packet transmission graph is constructed upon
edge nodes, in order to decrease the network traffic. Sensory
data packets are transmitted between edge nodes, only when
these sensory data are examined highly possible to benefit the
query answering. The results with respect to independent and
marginal edge networks are assembled and aggregated for pro-
cessing this query.

Extensive experiments are conducted to evaluate the efficiency
and applicability of our technique. The results demonstrate that
this technique performs better than the rivals in reducing the net-
work traffic and energy consumption of smart things.

The rest of this article is organized as follows. Section 2 in-
troduces relevant concepts and the energy model, which are used
in our query. Section 3 introduces the query processing which is
applied to single edge networks. Section 4 presents sensory data
routing mechanism in edge nodes and the query mechanism in
marginal edge networks. Section 5 shows the implementation and
evaluates the approach developed in this article. Section 6 reviews
and discusses related techniques. Finally, Section 7 concludes this
work.

2. Preliminaries: concepts and energy model

This section presents relevant concepts and the energy con-
sumption model.

2.1. Concept definition

In edge computing, a network region can be represented by dis-
joint edge networks, where an edge node is responsible for man-
aging smart things in the respective edge network. Edge nodes can
be (i) a super smart thing, which can have more computational,
communication, and energy resources than ordinary smart things,
or (ii) an ordinary smart thing. In this setting, smart things should
take the role of edge nodes in a rotation manner for instance, to
ensure the overall energy consumption of smart things as balanced
somehow at the network level as possible. A marginal edge net-
work of sensory data routing for contiguous edge nodes is defined
as follows:

Def. 1. Edge Node Data Routing Network. An edge node data
routing network is defined as a tuple g = (Dgn, RIt, Cst), where:

« Dgn is the set of edge nodes contained in marginal edge net-
works.

« RIt is the set of sensory data routing relationships between con-
tiguous edge nodes.

+ Cst is the set of sensory data routing cost for contiguous edge
nodes, corresponding to the weights specified on the edges in
RIt.

In marginal edge networks, by means of edge computing, g.Dgn
is responsible for data interaction transmission, which is only the
result of localization processing. An edge node data routing net-
work is represented in terms of a weighted directed graph, where
the vertexes are edge nodes and the weights on the directed edges
represent sensory data routing cost for contiguous edge nodes. The
edge node routing graph is stored in the form of an adjacency ma-
trix, which specifies the sensory data forwarding strategy between
edge nodes.

Considering the diversity of smart things and the complexity of
applications to be supported, various kinds of attributes are sensed
by smart things. Without loss of generality and for simplicity, in
this article we assume that a smart thing is relevant to a single
kind of attribute. A query can be defined as follows:

Def. 2. Multi-Attribute Aggregation Query. A multi-attribute
aggregation query is defined as a tuple g = (Rgn, Kd, Cst), where:

* Rgn = (x, y, wdt, hgt) is a regular region of q, such that x and
y are the top-left x- or y-coordinate, and wdt and hgt are the
width and height of query region.

e Kd = {kq, ko, ..., k,} is a set of attributes that are interested
by q.

« Cst is a set of constraints defined upon Kd to specify the condi-
tions that should be satisfied by neighboring smart things in a
collective fashion.

Generally, q.Rgn is a rectangle and smart things are deployed in
a two-dimensional network space. q.Rgn may be contained by an
edge network, or by multiple contiguous edge networks. A sample
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Multi-attribute aggregation query q(hmt,tmp,pre)
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Fig. 1. A sample multi-attribute aggregation query network.

multi-attribute aggregation query network is presented as follows
to illustrate the relationship between a multi-attribute aggregation
query and the edge node data routing network:

A multi-attribute aggregation query q is specified in terms of
three attributes hmt, tmp and prs, representing humidity, temper-
ature and pressure, respectively. In Fig. 1(a), four edge networks
(e.g., Rgng, Rgnq, Rgn,, Rgns) is displayed and q.Rgn are determined.
Besides, the boundary range of data communication between edge
networks is identified. In Fig. 1(b), edge networks are represented
in terms of a graph, where vertexes are edge nodes in the corre-
sponding edge networks (e.g., vg, V1, Vo2, v3). Note that edge nodes
are responsible for the propagation and localization of the query.
Prior to data transmission, neighboring edge nodes send control
packets to determine whether sensory data exchanges in-between
are necessary or not. This strategy should decrease sensory data
packets forwarding between neighboring edge nodes and thus, it
can reduce the energy consumption of the query upon marginal
edge networks. Subsequently, the edge node data routing net-
work is built and represented as an adjacency matrix, as shown in
Fig. 1(c), and (d), respectively, where the value is either O or 1. Note
that O represents no data packets to be sent between edge nodes,
1 represents data packet to be sent between edge nodes. A query
is typically injected into the network from an edge node, and this
query should be processed by a single edge node, or through the
collaboration of multiple edge nodes to achieve the multi-attribute
aggregation in single edge network and marginal edge network.

2.2. Energy model

This article applies the first-order radio model [27], which has
been widely adopted in wireless sensor networks (WSNs), to cal-
culate the energy consumption between smart things, since sen-
sor nodes in WSNs are indeed a typical kind of smart things, and

WSNs can be regarded as a special type of IoT sensing networks.
Parameters of this energy model are presented in Table 1.

Specifically, the energy consumption to transmit a k bit data
packet with a distance d are denoted as Ery(k, d), and the energy
consumption to receive a k bit data packet are denoted as Egy(k),
which can be calculated as follows:

Erx (k. d) = Eqjee x k + €amp x k x d" (1)

Egx(k) = Eglec x k (2)

Note that E,j. is the constant of energy consumption for trans-
mission and receiver electronics, and €gmp is the constant of trans-
mission amplifier. In the course of transmitting a packet of k bits
from one thing to another, the energy consumption Ej(k) is calcu-
lated as follows:

Eij(k) = Erx(k. d) + Epy(k) (3)

where the parameter d represents the distance between one smart
thing nd; and another nd;. Ej(k) is assumed the same as Ej(k)
for smart things and edge nodes. The parameter n of the atten-
uation index for packet transmission depends on the surrounding
environment. Generally, when smart things are barrier-free for for-
warding data packets, n is set to 2. Otherwise, n is set to a value
between 3 to 5.

3. Single edge network query processing

Leveraging an IR-tree [10], this section constructs an Energy IR-
tree (EIR-tree) to support the multi-attribute query processing in a
single edge network.

3.1. EIR-Tree Construction

Before presenting the construction of our EIR-tree, we briefly
introduce the IR-tree as the background. Generally, a node in an
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Table 1
Parameters in the energy model.
Name Description
Eelec Energy consumption constant of the transmit and receiver electronics.
€amp Energy consumption constant of the transmit amplifier.
k The number of bits in one packet.
d The distance of transmission.
n The attenuation index of transmission.
Ery(k,d)  The energy consumption to transmit a k bit packet with a distance d.
Egu(k) The energy consumption to receive a k bit packet.
Eji(k) Energy consumption for transmitting a k bit packet from a smart thing SmT; to a neighboring smart thing SmT;.
Root Table 2 - .
Sample inverted file for the EIR-tree as shown in
/ \ Fig. 2.
3 ™6 RI ol Al || 4 K1 b IF_Node k ks
Ao7 o8 5 002 i L
z " Kk 1 PN R1 (1,01) null (1,02)
R6 3 5 o4 [ ] / \ / \ R2 1 1 1
=11 % 5 / \ / \ (1,03) (1,05) (1,04)
& ol0 rR2 Aol||® K3 N . R3 (107) (106) (10s)
Rl R2 || R3 R4 R4 null (1010) (1,09)
R5 (2,R1, R2)  (1,R2) (2,R1, R2)
(a) Smart things and bounding rectangles (b) EIR-tree R6 (1,R3) (2,R3, R4) (2,R3, R4)
Root (3,R5, R6)  (3,R5, R6)  (4,R5, R6)

Fig. 2. Query processing of the attribute k, upon the EIR-tree.

IR-tree can be represented as a tuple (id, mbr, O), where (i) id is an
identifier of this node, (ii) mbr is the Minimum Boundary Region
(MBR) covered by this node, and (iii) O refers to the set of objects
contained in mbr. A node has a pointer to an inverted file, and at-
tributes sensed by objects in O are recorded in this inverted file.
Leveraging the IR-tree structure, an EIR-tree is constructed as pre-
sented by Algorithm 1, where the energy consumed for sensory
data packets transmission between smart things and edge nodes is
considered.

Algorithm 1 EIRTreeConstruction.
Require:

- MBRg : the set of leaf nodes in an IR-tree
Ensure:

- tr : the root node of constructed EIR-tree

1: leaf nodes < nodes in MBRset
2: num <« the number of nodes in MBRset
3: while num > 1 do
for nd; € MBRge: do
E(k) <« calculated by Eq. (3)
end for
tn < nd; and nd, with the biggest E(k) in the MBRge;
tn.mbr < covered by nd; and nd,
tn.0 < contained by nd;.0 and nd,.0
10: MBRset <— MBRget - {ndl, ndz}
11:  MBRget < MBRger U {tn}
12: num <« the number of nodes in MBRget
13: end while
14: tr < MBRget

© XN U R

As presented by Algorithm 1, based on the IR-tree structure,
we obtain the mbr collection that covers smart things. These smart
things in this collection serve as the leaf nodes of our EIR-tree (line
1). For instance, in Fig. 2(a), for a single edge network, ten smart
things (e.g., 01, 03, ..., 01g) are displayed. Meanwhile, according to
the spatial division of [10], leaf nodes (e.g., Ry, Ry, R3 and Ry4) are
identified. In addition, we deploy three attributes denoted as kq,
ky, and k3, which are represented in terms of triangle, square and
circular, respectively. An inverted file is appended to represent the
attributes sensed by tree nodes (leaf nodes and non-leaf nodes)

(denoted k), the frequency of k, and the list of tree nodes or smart
things which have the attribute k, where each tree node contain-
ing smart things as an item in the inverted file are is described by
Table 2 (e.g., Ri, Ry, R3 and R4)

In this article, high energy consumption means that the inten-
sity of data packets exchange is relatively strong. When construct-
ing an index tree, energy consumption is considered as an essen-
tial factor, and a fusion strategy of energy consumption is adopted.
Specifically, given a set of tree nodes, we calculate the energy con-
sumption of each tree node in the collection MBRs (lines 4-6).
Here, the E(k) represents the energy consumption of collecting sen-
sory data in each tree node, which is calculated by Eq. (3) (line 5).

For instance, the weight of the tree node R;, is computed as
follows:

Wri(k) = 2 x Egjee X k+ €amp x k x dj) (4)

01.02

Note that a certain tree node in MBRse; has a relatively high en-
ergy consumption, which means that the intensity of sensory data
exchange is large. Such tree nodes are selected as a merged new
tree node according to their energy consumption. At each merg-
ing step, two tree nodes with the biggest weight are selected to be
merged (lines 7-11). The EIR-tree is constructed through merging
tree nodes from bottom to top, until the root node has been es-
tablished (line 14). An example of constructed EIR-tree is shown in
Fig. 2(b).

3.2. Query processing in single edge networks

In general, the single edge network query processing is per-
formed by traversing EIR-tree, and the inverted file is used to check
whether there is an attribute of interest in the edge network. By
eliminating smart things that are not in the scope of interest for
the query as early and prompt as possible, the query can avoid
processing non-target things.

Leveraging the EIR-tree, Algorithm 2 presents the procedure of
querying smart things with a set of attributes. In the similar fash-
ion, the query g in each single edge network is executed. Moreover,
the relevant definition of the involved parameters in the query is
presented in Section 2.1. In general, the query starts at the root
node of EIR-tree (line 2). When the inverted file of one tree node
tn contains certain attribute, the query is propagated to the tree
node tn’s children (lines 3-7). This procedure iterates until (i) the
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inverted file of a non-leaf node does not contain any attribute, or
(ii) the leaf node is reached. So far, we obtain a set that consists of
collections, where each collection is associated with an attribute
(lines 8-9). Consequently, via iteration, the result set that satisfies
the query specification is constructed (lines 1-12).

Algorithm 2 IndexQuery.

Require:
- q : the tuple (Rgn, Kd, Cst)
- tn : the tree node to launch the query, and initially set to the
root node of EIR-tree

Ensure:
- Rstser : a set of collections, where each collection is associated
with an attribute

1: Oget < @
2: if tn # NULL then
3:  if 3 attribute k; € Kd in tn.inverted file then

4 if tn.hasChild() then

5 IndexQuery(q, tn.leftChild)

6: IndexQuery(q, tn.rightChild)
7 else

8 Oger < tn.getFilterObject(Cst)
9 Rstser < RStger U Oger

10: end if

11:  end if

12: end if

For instance, smart things with the attribute of k, are to be re-
trieved. Based on the example of EIR-tree as shown in Fig. 2(b),
the root node contains the attribute k, from Table 2, and the child
nodes Rs and Rg contain k, as well. Therefore, the query is propa-
gated to the non-leaf node Rs and Rg. We also note that Ry, a child
of Rs, contains k,, while another child R; does not. At the same
time, R3; and R4, the children of Rg, contain k,. As the result, the
query is propagated to the leaf nodes R, R3, and R4. Specifically,
from Table 2, o5, 05 and 019 correspond to the smart things for R,,
R3 and Ry, respectively, contain attribute k.

4. Marginal edge network query processing

To facilitate query processing leveraging smart things located in
the marginal sub-regions of contiguous edge networks, this section
constructs a packet transmission graph for specifying the sensory
data forwarding strategy between edge nodes, and sensory data
are gathered and routed along the paths in this graph for examin-
ing the fact that whether queries can be answered by these smart
things in marginal edge networks or not.

4.1. Sensory data routing cost calculation for contiguous edge nodes

A parameter is used to denote the percentage of boundary dis-
tance A, which represents a range about the ratio of the distance
between a smart thing and corresponding edge node to the length
of the current region, to specify the number of smart things which
require to transmit sensory data transmission. Generally, given the
coordinates of a smart thing Py (xg, ¥o) and an edge node P; (xq,
¥1), they have the following relationship:

JS = /(X0 —x1)2 + (yo — y1)? + rSide (5)

where rSide refers to the size of the region in which the edge node
is located. JS is used to judge the spatial scope of transmitted data.
If the value JS is not more than the specified standard parameter
A, this means that the smart thing Py is within the scope of inter-
active data.

The presentation of Eq. (5) is to specify the number of smart
things that need to transmit their sensory data. Defining bound-
ary data transmission regulations, we can obtain the transmission
data at the boundary which is delivered to the corresponding edge
node. Edge nodes are responsible for sensory data transmission.
Thereafter, we can use Eq. (3) to calculate the communication cost
between edge nodes.

Algorithm 3 presents the cost calculation procedure for trans-
mitting sensory data packets between edge nodes. Based on query
results of single edge networks, we calculate the energy consump-
tion of communication between edge nodes. For each single edge
network, we obtain the result set of its region by Algorithm 2.
When a result set in a certain single edge network exists, the
boundary data of this region is performed (lines 4-15). Based on
this result set, we acquire the negotiated transmission smart thing
data from an edge node to its neighbors within the specified pa-
rameter of percentage of boundary distance A and JS (lines 10-12).
The amount of data transmission between edge nodes is identi-
fied by localization processing, which consists of collections of data
smart thing identified by each attribute (line 14). The distance be-
tween two edge nodes gn; and gn; is defined as a 2-d Euclidean
distance (line 18). Finally, the cost of sensory data transmission be-
tween edge nodes is calculated by Eq. (3) (line 19), and the result
of sensory data routing cost for contiguous edge nodes is stored in
the form of an adjacency matrix (line 20).

Algorithm 3 CostCalculation.

Require:
- A : a parameter of percentage for boundary distance
- num : the number of edge nodes
- Rstsers : sets consists of the result set in each edge node’s re-
gion

Ensure:
- wgtmex © @ weighted adjacency matrix, whose values repre-
sent the cost of sensory data communication energy between
contiguous edge nodes

1: gnDatamex < 9

2: fori=0;i<num;i++ do

3: for j=0; j<num; j++ do

4 if i # j and gn; and gn; are contiguous then
5: ngRStset <~ ¢

6: while each Rst;; C Rstsers # NULL do

7: Tempser < get one attribute set from Rstger j
8: Oset < 0

9: while Tempse: # NULL do

10: if /S < A then

11: Oset < Oser U {0}

12: end if

13: end while

14: gNRStser < gNRStser U Oset

15: end while

16: gnDatamex[i][j] < gnRstset

17: k <« Calculate the transmission data of gnRstge;
18: d < Euclidean distance of gn; and gn;

19: Ejj(k) < calculated by Eq. (3)
20: wgtmex[i][j] < Eij(k)

21: end if
22:  end for
23: end for

4.2. Edge node routing graph construction

Considering the amount of sensory data generated by smart
things in the marginal sub-region, a packet transmission graph is
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constructed upon edge nodes, in order to decrease the network
traffic. The edge node data routing can be modeled as an optimiza-
tion problem, where the energy consumption is considered as the
decision factor:

Z= Ef=12;’=1w,-j X Cjj (6)
where:
0 otherwise
v= {1 (wj; # 0and w;; < wj;) )

where wj; (non-zero value) represents the energy consumption of
an edge node to another edge node, and ¢;; is calculated depending
on the comparison of the energy values between two edge nodes.
By objective function, we can achieve a minimum of energy con-
sumption for data communication within a reasonably acceptable
range.

Based on this function, a two-step strategy for graph construc-
tion is presented as follows: (i) the filter step is to filter out sen-
sory data packets that do not contribute to the query results. Some
edges are filtered by heuristic greedy algorithm. According to the
results of Algorithm 3, by traversing neighbor edge nodes in turn,
we reserve the directed edge with the smallest energy value, so
that the total transmitted energy is minimized in the edge node
routing graph construction. For example, the energy consumption
from an edge node gn; to a contiguous edge node gn; is wy, and the
energy consumption from gn; to gn; is wp (wq <wy). We naturally
reserve the edge from gn; to gn;, and remove the edge from gn;
to gn;. After this step of filtering, we have preserved the one-way
transmission edge between the edge nodes. Considering the situa-
tion that a loop exists in the process of sensory data transmission,
we propose (ii) the refinement step is to avoid the repeated trans-
mission of data packets. It is worth noting that the graph we built
is used to integrate the results of the query between the regions,
the ring is not allowed to exist. However, in the filter step, we con-
sider that there may be one ring in the filtered graph. Hence, we
adopt a strategy as a refinement step during the construction of
the edge node routing graph, which detects whether there is a ring
in current graph. If there is a ring, we change the flow of data be-
tween the newly added edges. Ultimately, a unidirectional acyclic
routing graph is constructed accordingly to represent edge node
routing graph.

4.3. Marginal edge network query mechanism

Sensory data packets are transmitted between edge nodes,
when these data are examined highly possible to benefit query an-
swering. A pruning method is adopted to accelerate the query data
transmission progress.

As presented by Algorithm 4, we achieve the decrease of energy
consumption. We adopt control package pruning strategy which
is designed as reducing packet transmission. As the input for an
edge node routing graph, we send a control packet to determine
whether gn; needs to send data to gn; (line 5). If the neighbor edge
node needs the data, current edge node sends data (line 7). Oth-
erwise, the procedure will detect the next edge node (lines 2-13).
Based on this pruning strategy, we can calculate the optimized en-
ergy consumption Z (line 8) by Eq. (6), which is greatly beneficial
to improve the processing performance. Note that the enumera-
tion procedure applies only to some situations where the number
of possible solutions is not too large. Given the limited number
of query attributes, we can take an enumeration strategy to get
an enumerated set of query between regions (line 9). Meanwhile,
the time complexity of the enumeration algorithm depends on the
number of loop nesting, which is the number of query attribute
keywords.

Algorithm 4 MarginalRegionQuery.

Require:
- drghmex : an edge node routing graph

Ensure:
- CrsRstser = a set of numerous groups, where each group on the
whole satisfies the query

1: Z < 0; num < drghmex.row
2: for i=0; i <num; i+ + do
3 for j=0; j <num; j++ do

4 if drghmex[i][j] # O then

5 flag < check the data demand of neighbor node gn;
6: if flag then

7: gn; transmit data to gn;

8 Z « calculated by Eq. (6)

9: CrsRstger < get enumeration groups

10: end if

11: end if
122 end for
13: end for

4.4. Query processing

A query, which combines the queries for single edge networks
and marginal edge networks, is handled. The combinations of
smart things, which can satisfy certain queries in a collective fash-
ion, can be retrieved and evaluated. Generally, the more cohesive
the smart things in a collection are, the more appropriate the col-
lection of smart things is with respect to the specification of cer-
tain queries. The clustering technique involving the Euclidean dis-
tance is adopted for evaluating the cohesive of smart things in a
collection. The objective function is presented as followed:

K

RC(g) =) dst(ge.0)* (o€ g) (8)
i=1

where K denotes the number of smart things in a collection, g

denotes the geographical centre of these smart things in this col-

lection, and dst denotes the Euclidean distance between the smart

thing and the geographical centre of the collection.

The procedure of query processing is presented at Algorithm 5.
Query processing in single edge networks is handled as presented
by Algorithm 2 (lines 2-11). Besides, an enumeration combination
method is adopted for the result combination of single edge net-
works into collections (line 5). Furthermore, Eq. (8) is adopted to
calculate the score for each collection in all single edge network
result sets (lines 6-10). In addition, the query of the marginal
edge network is performed by Algorithm 4 (line 12), where the
same collection scoring rules is adopted for the data processing
of marginal edge network (lines 13-17). A queue is used to store
global query result collections, where each collection is arranged
in the descending order (lines 9,16).

5. Implementation and evaluation

The prototype has been implemented in a Java program. Exper-
iments are conducted upon a desktop with an Intel i5-6500 CPU at
3.20GHz, 8-GB of memory and a 64-bit Windows 10 system. In the
following we introduce experiment settings and discuss evaluation
results.

5.1. Experiment settings
Table 3 presents the parameter settings of our experiments.

Without loss of generality, a query is assumed to be relevant with
1 to 4 kinds of attributes, since queries are typically not very
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Table 3

Parameters settings in the experiments.
Parameters name Value
Network query region (m?) 200 x 200
Number of smart things 200 to 1000
Skewness degree 10% to 50%
Kinds of queried attributes 1to4

Percentage of boundary distance
Number of bits in one pocket (k)
Attenuation index of transmission (n)

Energy consumption constants of transmit and receiver electronics (Egjec)
Energy consumption constant for transmit amplifier (€qmp)

40% to 80%

1

2

50 nJ/bit

0.1 nj/(bit x m?)

Algorithm 5 QueryProcessing.
Require:
- q : a tuple (Rgn, Kd, Cstr)
- trser : a set consists of the root nodes for each region
- drghmex : an edge node routing graph
Ensure:
- queue : a max-priority queue, where it is ranked according to
Eq. (8)

1: IntrGRStger < @; ExtrGRStser < ¥; N < trger.Size
2: for each tr; C trser, where i =0,1,...,n do

3: IntrRstger < ¢

4:  IntrRstser < IndexQuery(q, tr;)

5: IntrGRstser < get enumeration groups from IntrRStset
6:  while IntrGRsts: # NULL do

7: g < extract certain group from IntrGRStse;
8: RC(g) « calculated by Eq. (8)

9: queue.Enqueue(g, RC(g))

10:  end while

11: end for

12: ExtrGRstser < MarginalRegionQuery(drghmex)
13: while ExtrGRstg; # NULL do

14: g < extract certain group from ExtrGRstse
15:  RC(g) <« calculated by Eq. (8)

16:  queue.Enqueue(g, RC(g))

17: end while

complex for the majority of domain applications. Besides, when
the kinds of attributes that queries interest are large in number,
queries should hardly be clearly explained and easily understood.
The number of smart things ranges from 200 to 1000 with an in-
crement of 200, and a smart thing is randomly assigned with a
sensing attribute. Due to the fact that smart things may be dis-
tributed unevenly in the network, a skewness degree (denoted sd)
is adopted to quantify this character. Intuitively, sd is calculated in
terms of (dn - sn) + N, where (i) dn and sn refer to the number
of smart things deployed in dense and sparse sub-regions, respec-
tively, and (ii) N is the sum of dn and sn [28].

As far as we know, this is the first technique to explore the
distributed and localized query processing in the context of edge
computing, where an IoT sensing network is composed by edge
networks. To evaluate the efficiency of our technique, we have
compared our technique with the LEACH routing protocol [29],
where a routing tree is constructed to aggregate and forward sen-
sory data packets to the sink. Note that in our experiments, the
smart thing located in the network centre is selected to serve as
the sink. Without loss of generality, the sink node is assumed to
have unlimited energy. Therefore, the energy consumed for receiv-
ing data packets is specified as follows:

if j is SN
otherwise

Eetec x k + €amp x k x d"
2 X Egjec + €amp x k x d"

Ej(k) = { (9)

4.50E+05
__ 4.00E+05
2 3.50E+05
§ .
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Percentage of boundary distance

Fig. 3. Energy consumption for various percentages of boundary distance and num-
bers of smart things.

The results of experimental evaluation are presented and com-
pared as follows, where various number of attributes, various
skewness degrees, and different percentage of smart things de-
ployed in the marginal region of edge networks are the factors to
be considered in experiments. To reduce the randomness caused
by the environmental configuration, experiments with a certain pa-
rameter setting is conducted ten times, and an average value is
adopted as the final result as shown in the following figures.

5.2. Evaluation results

This section presents and discusses the experimental results
about the performance of query processing.

5.2.1. Various percentages of boundary distance and numbers of
smart things

Fig. 3 shows the comparison of energy consumption when the
percentage of boundary distance ranges from 40% to 80% with an
increment of 10%. The number of smart things varies from 200 to
1000, with the 40% skewness degree. The number of attributes is
set to 4 in query specification. Generally, the percentage of bound-
ary distance specifies the size of marginal regions in contiguous
edge networks, which determines the number of smart things in-
volved in marginal edge networks query processing. This figure
shows that the energy consumption increases slightly, rather than
significantly, when the percentage of boundary distance changes
from a relatively small value to a quite large one, since the en-
ergy is mostly consumed by forwarding sensory data packets along
the edge node routing graph for gathering and aggregating data in
our experiments. However, in the case when there are few sensory
data packets are to be transmitted, the energy consumption should
be impacted largely by the percentage of boundary distance.
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Fig. 4. Energy consumption for MAQ and LEACH when various numbers of smart
things are deployed in the network.

5.2.2. Comparison for MAQ and LEACH considering various numbers
of smart things

Fig. 4 shows the energy consumption for our MAQ and LEACH,
when the numbers of smart things is set from 200 to 10,000 with
an increment of 200. The percentage of boundary distance is set
to 80%, and the other parameters are set to the same values as
those in Fig. 3, which is convenient to eliminate the influence of
other factors and interference on the experimental results. This
figure shows that LEACH requires more energy consumption than
MAQ. In fact, LEACH routes sensory data of smart things with at-
tributes specified by query specifications to the centre for central-
ized processing. On the other hand, MAQ gathers sensory data of
smart things in edge networks, processes these data in a local-
ized fashion, and routes the result of certain edge networks to the
centre. Note that sensory data of marginal smart things contained
in contiguous edge networks are required to be route along the
routing graph. However, the amount is much smaller than that of
the packets to be transmitted in LEACH. This figure also shows that
the increase of energy consumption for LEACH is much larger than
that for MAQ. In fact, when smart things are relatively larger in
number, the amount of sensory data that are processed locally by
edge networks should be larger in percentage, and hence, more en-
ergy should be reduced by MAQ than LEACH. This result indicates
that MAQ can perform better than LEACH in decreasing energy con-
sumption when the network is relatively large in the number of
smart things.

5.2.3. Comparison for MAQ and LEACH considering various kinds of
queried attributes

Fig. 5 shows the energy consumption for MAQ and LEACH, when
the number of attributes is set to 2, 3 or 4 in query specification.
The number of smart things is set to 1000, and other parameters
are set to the same values as those in Fig. 4. This figure shows
that the energy consumption is largely increased in a linear man-
ner with respect to the increasing of the attribute number. This
result is reasonable since the number of attributes is proportional
to the number of smart things to be explored. On the other hand,
the increasing of energy consumption is much smaller in scale for
our MAQ than LEACH, since the majority of the query processing
task is conducted locally in edge networks, and we argue that this
strategy should decrease the network traffic and energy consump-
tion significantly.

5.2.4. Comparison for MAQ and LEACH considering various skewness
degrees

Fig. 6 shows the energy consumption for MAQ and LEACH, when
the skewness degree is set from 10% to 50% with an increment

Fig. 5. Energy consumption for MAQ and LEACH when various kinds of attributes
are specified in query specification.
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Fig. 6. Energy consumption for MAQ and LEACH when smart things are distributed
in the network with various skewness degrees.

of 20%. Other parameters are set to the same values as those in
Fig. 5. This figure shows that LEACH consumes much more energy
than MAQ, due to the same reason as presented in Fig. 4. Besides,
the energy consumption is relatively smaller when the skewness
degree is larger (i.e., 50%). In fact, head nodes in LEACH, as well
as edge nodes in MAQ, are mostly chosen from sensor nodes (or
smart things) which are located within dense sub-regions. When
the skewness degree is large, the majority of sensory data gather-
ing and routing tasks should be conducted in dense sub-regions,
and this suggests that the transmission distance of most packets
should be shorter. On the other hand, when the skewness degree
is small, which means that smart things are distributed in a rel-
atively even manner in the network, sensory data packets should
be longer in their average transmission distance. Generally, MAQ
is more energy efficient when smart things are distributed in a
skewed fashion.

6. Related works and comparison

Along with the huge and increasing number of smart things de-
ployed in IoT sensing networks, multi-attribute query processing is
considered as fundamental to support domain applications. Tradi-
tional techniques have been developed to support the query pro-
cessing in single edge networks. In [15], authors explore the prob-
lem of retrieving a group of spatial web objects. The group’s key-
words require to cover the query’s keywords, and the objects in the
group should be geographically as close as possible. A cost function
is defined to evaluate the merits of the results, which is composed
of two kinds of semantic types. One takes into account the sum of
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the distance between each object in the group and the query lo-
cation, which may fit with applications where the objects need to
meet at the query location, such as incident handling or the find-
ing of project partners. Another type is the maximal distance be-
tween any object in the group and the query location, which may
be understood as the situation where tourists plan to visit several
points of interest. This query for the object groups inspires the re-
search presented in this article. Note that a centralized index tree
is constructed to support the query of object groups. This strategy
should be applied to single edge networks, but may not be applica-
ble to large-scale IoT sensing networks composed of multiple edge
networks.

In [14], authors present an R-tree-based indexing technique that
stores compact histograms in node entries, while preserving rea-
sonable node fanout. Leveraging the index and histogram, a prun-
ing strategy is implemented to prune the search space and guide
the search while considering the factors including group diameter,
distance, and relevance to the query. Generally, this histogram for
pruning the search space is a promising mechanism for supporting
query processing. Hence, an improved pruning strategy is proposed
in [16]. Since objects may be unevenly distributed in the network,
authors adopt proper mechanisms for handling objects contained
in dense and sparse sub-regions. Assuming there are two sets of
groups that can satisfy the query, objects in one group is in a
hotspot region, and objects in the other group is in a sparse region.
When the distance cost is almost the same, objects in dense sub-
regions should be prone to be recommended, since they can have
more counterparts to be replaced when found improper. Therefore,
dealing with spatial keyword queries, the region density is also a
factor to be considered. Authors propose a method to calculate the
lower bound of the density cost of a node, and to prune nodes
with the lower bound of density cost than the past minimum cost.

To manage objects in a network, an index tree like an R-tree
is usually constructed to support spatial and multi-attribute query
processing. An R-tree index is proposed in [30] to handle spatial
keyword queries. In computer aided design and geo-data applica-
tions, the mechanism about the search of massive information in
spatial databases is fundamental. The processing of non-zero-sized
data in a multidimensional space can hardly be solved with the
traditional indexing method. Therefore, authors propose an R-tree
to facilitate regular access methods in relational databases. Gen-
erally, this technique considers the spatial query processing, while
the text relevancy is not the focus. To remedy this issue, an in-
dex tree integrating the inverted file for text retrieval and R-tree
for spatial proximity query is developed [10], such that the spatial
and text relevance is considered with respect to query specifica-
tion. Besides, a range region query is proposed in [31], in order
to retrieve objects with keywords in a certain range. A direction-
aware spatial keyword query method [17] is proposed to inherently
support object query within certain directions.

Note that searching strategy for smart things is popular nowa-
days. In [33], the concept of multi-region attribute aggregation
query over sensors in skewness distribution is presented. Authors
establish an energy-efficient spatial index tree to resolve the multi-
region attribute aggregation query. Generally, this technique con-
structs an index tree to support query in all region, which is quite
different from the aggregation query proposed in our technique.
The processing of the multi-region attribute aggregation query in-
spires us to develop the marginal edge network query processing.
With the popularity of big data applications [34,35], information
is no longer stored in a single region. The distributed technology
is increasingly used. In [36], interoperability is assumed as a chal-
lenge in implementing IoT applications.A distributed Internet-like
architecture for things is proposed for the process of large-scale
expansion of IoT. In general, this proposed distributed architecture
helps intelligent decision-making and enables automated service

creation. It is worth noting that some service matching and allo-
cation strategies [38-40]| are also beneficial for searching objects.
In [38], considering the explosion of Internet of things, big data
and fog computing in cloud computing environment, authors ex-
plore the scheduling strategy of cloud and fog resources. This ex-
ploration has an enlightening effect on the collaboration of mul-
tiple edge nodes in the edge computing environment. Other tech-
niques explore the network communication topology [20], an ef-
fective collection [21], management [22], and aggregation [23] of
sensory data, a load-balancing routing [24], and the prolonging of
network lifetime [25,26], in the context of IoT. In [37], in order to
solve the mobile environment, the data source can not be accessed
due to the partition of the network. The author proposes Content
Centric Networks (CCN) use in-network caching. In general, based
on the reliable strategies in networks of [37], this work provides
reliable data transmission and routing mechanism for us to han-
dle queries in the marginal edge network. However, sensory data
fusion in marginal edge network and the query processing mecha-
nism in single edge networks are not explored.

To summarize, current techniques construct a centralized in-
dex tree to support spatial and multi-attribute objects query pro-
cessing. They are inspiring for us when developing our technique,
however we argue that they should not be efficient when the net-
work is large in scale. Due to this consideration, we propose a
distributed and localized query processing mechanism to support
multi-attribute query processing in edge computing.

7. Conclusions

With the swift growth of smart things being deployed in indus-
trial environments, sensory data gathering and aggregation is fun-
damental to support IoT applications. Considering the large-scale of
the network, the traditional centralized mechanism may not be ef-
ficient and applicable when considering the factors including net-
work traffic and energy consumption, edge computing is adopted
to promote the distributed and localized query processing. In this
context, this article proposes a multi-attribute aggregation query
mechanism in edge computing to support large-scale industrial IoT
applications. Specifically, an energy-aware IR-tree is constructed to
process query processing in certain edge networks, and an edge
node routing graph is established for aggregating and forwarding
sensory data packets between edge nodes, in order to facilitate
query processing for marginal smart things in contiguous edge net-
works. Extensive experiments have been conducted to evaluate the
efficiency and applicability of our technique. The results demon-
strate that this technique performs better than the rivals in re-
ducing the network traffic and energy consumption. This article
retrieves the set of sensory data relevant to the query specifica-
tion. This strategy requires to examine all IoT nodes in the query
sub-region. In fact, when IoT nodes are densely deployed in the
network, partial IoT nodes may reflect the fact with certain accu-
racy and may satisfy the requirement of domain application. Con-
sequently, discovering partial IoT nodes in the query sub-region for
satisfying certain requirements is our future research challenge.
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