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BULK_EXTRACTOR

AND MEMORY
ANALYSIS

Using Open-Source Tools for Rapid Memory Parsing

In digital forensics investigations, there is an increasing
need to conduct detailed examinations of memory
from servers and other computers. This paper
proposes using an open-source tool to analyze these
memory acquisitions: Bulk_Extractor.
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Overview

There is an increasing need to conduct detailed examinations of system memory during digital forensics
investigations. Due to the complicated structure of such memory, certain tools are better suited for this task.
One particularly useful tool for parsing memory acquisitions is the open source “Bulk_Extractor.”

Bulk_Extractor is a multipurpose artifact scanning program written in C++. It is capable of scanning a memory
acquisition, packet capture, disk acquisition files (EO1, raw, etc.), single files, or entire directories. It then
extracts and stores useful information into Feature Files that can be easily viewed with the software of your
choice or processed with automated tools. Bulk_Extractor also creates Histograms of the features it locates,
ranking artifacts by how often they occur. NOTE: Bulk_Extractor does not acquire memory extractions by itself,
but is effective at scanning and finding useful information in acquisitions gathered by other tools.

Bulk_Extractor was primarily developed by Simson L. Garfinkel from the United States Naval Postgraduate
School, along with several other colleagues. This tool is open-source software that is free to use for any
purpose, licensed under a BSD-style license?. It is compiled into different versions compatible with Windows,
macO0S, and Linux-based systems. It can be used from the command-line, as well as from a Java-based graphical
user interface (GUI) to simplify using the many features offered by the tool.

This document will focus on using the GUI application in a Windows environment. For detailed information
about using Bulk_Extractor in other environments, please refer to the main documentation located on the
project Wiki within the public GitHub repository?.

Installation Instructions

The core components of Bulk_Extractor can be run from the command-line. However, to run the GUI
application, otherwise known as the “Bulk Extractor Viewer” or “BEViewer,” you must have a Java runtime
environment of version 1.6 or higher installed. If you already have a compatible version of Java installed, you
can skip to the section Bulk_Extractor Download and Installation.

To determine if you have Java installed, you can check your Apps/Programs section of the Windows Control
Panel, or you can run the following command from the Windows console (“cmd” window):

jJava -version

If Java is installed, you should openjdk version "1.8.

receive a response detailing the OpenJDK Runtime Environment (Temurin)(build 1.8.8 322

Openl]DK 64-Bit Server VM ETemUFin}[hﬁild 25. ixed mode)

active version on your system.
Otherwise, you will receive an error message similar to:

"jJjava®" is not recognized as an internal or external command..”

! License text and description for Bulk_Extractor: https://github.com/simsong/bulk extractor/wiki/Licensing
2 The public GitHub project repository for Bulk_Extractor is: https://github.com/simsong/bulk extractor/
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1. Download Java: First some background:
The Java language transitioned to open-
source licensing beginning in 2007. As of
2019, there are many certified-complaint
implementations of the Java runtime
environments that can be used freely for
commercial and non-commercial uses. The
Apache Adoptium Java project provides
such “Open” packages which are built for
Windows. The Java version 1.8 runtime
(version “8” in the new Java naming
scheme) should be used since it is the
oldest supported version produced by the
Adoptium project. In recent testing, it was
the only version compatible with
bulk_extractor BEViewer. Download the
Temurin 8 (LTS) package:

o https://adoptium.net/

BULK_EXTRACTOR AND MEMORY ANALYSIS

& ADOPTIUM

Prebuilt OpenJDK Binaries for Free!

Java™ is the world's leading programming language and platform.
The Adoptium Working Group promotes and supports high-quality, TCK certified
runtimes and associated technology for use across the Java™ ecosystem.

Eclipse Temurin is the name of the OpenJDK distribution from Adoptium.

Download Temurin for Windows x64

® Temurin B (LTS)
) Terurin 11 (LTS)

) Ternurin 17 (LTS)

& Latest release

jdkBUI22-b0B

Other platforms &

Figure 1: Adoptium download selector

2. Install Java: Install the downloaded
version of the Java OpenlJDK even if
you already have a different version
of Java runtime installed (they can
coexist on the same system). You will
need Administrator permissions for
the complete installation. During the
install, customize the options to
ensure all features are enabled.

ﬁ Eclipse Temurin JDK with Hotspot 8u322-b06 (x64) Setup — X

Custom Setup

Select the way you want features to be installed.

Click the icons in the tree below to change the way features will be installed.

Eclipse Temurin Development Kit with
Hotspot

-3~ | Add to PATH
......... .=3~| Associate .jar
......... .= ~| Set JAVA_HOME variable
--------- gl JavaSoft (Oracle) registry keys

This feature requires 186MB on your
hard drive. It has 4 of 4 subfeatures
selected. The subfeatures require 7KB
on your hard drive.

Location:

C:\Program Files\Eclipse Adoptium)jdk-8.0.322.6-hotspot),

Revision 1.2 Last updated:

Browse...
Regat Disk Usage Back Mext Cancel
Figure 2: Temurin JDK installation window
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Bulk Extractor Download and Installation
1. Download Bulk_Extractor: At the time of this writing, the version 2.0 series of Bulk_Extractor has been
released. However, the most current version of BEViewer was last released within version 1.5.5 of
Bulk_Extractor; an updated version of BEViewer for the 2.0 series is still in development. Download the
version labeled bulk_extractor-1.5.5-windowsinstaller.exe from here:

o https://downloads.digitalcorpora.org/downloads/bulk extractor/

2. Install Bulk_Extractor: Launch the

. . ﬁ Bulk Extractor 1.5.5 Setup: Installation Options — d
installer downloaded in Step #1.

You will need Administrator ) il Check the components you want to install and uncheck the components

o You don't want to install. Click Install to start the installation.
permissions to install it properly. b

Keep the default options and

complete the installation. Select components to install: 324:|t conﬁguraon
64-hit configuration

Add to path

3. After the installer completes, you
should see the new program
installed in your Start Menu

labeled: Space required: 46.6MB

coee

Figure 3: Bulk Extractor installation window

“Bulk Extractor 1.5.5”
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Using Bulk_Extractor

Launching the program
1. Launch Bulk Extractor Viewer (BEViewer): You should
see the new program installed in your Start Menu under

B

“Bulk Extractor 1.5.5” — Launch the program BEViewer Bl Bulk Extractor 1.5.5

with Bulk Extractor 1.5.5 (64-bit). This should open the BEViewer with Bulk Exiractor 15506 .

main BEViewer window.

Programmers Manual

2. Open the Run window: Inside the main BEViewer

. . . . Users Ma I
window, click the gear icon on the toolbar. This opens the E sers Manta

“Run” window where you can configure scans and initiate E Worked Examples
a scan.
Figure 4: Bulk Extractor folder in the Windows Start Menu
B Bulk Extractor Viewer - 1} x
File Edit View Bookmarks Tools Help
X = v ™ W ’Erlﬂ -, | [#] Match case
ri

Reports Feature Filter [ ] Match case Image File Nore

Feature Fle  /one
Forensic Path  None
Feature Fle  None Feature Nore

Image

Referenced Feature File  Vone
Referenced Feature None

(@) Text (O) Hex i B

Figure 5: BEViewer main window ("Run" option highlighted in the toolbar)
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3. Select a memory acquisition: Inside the Run window, choose an acquisition file to be scanned. Since
this example discusses memory forensics, choose a binary memory acquisition file that has been
collected by another tool of your choice. You can either type in the full path to the acquisition file
(labeled as “Image file”) or click the icon on the right side of the field to use the file-chooser.

4. Configure an output directory and scan settings: Inside of the Run window, select a directory where
extracted artifacts (Features) will be stored. Then configure your scan settings to your liking. For this
example, you can leave all scan settings at their defaults, but enable all Scanners on the right-side
panel except hashdb, sceadan, and wordlist since they require additional setup. If you want to carve for
JPEG image files more extensively, enable Use Settable Options and enter jpeg_carve_mode=2:

"
File Edit View Bookmarks Toolg &
Required Parameters Scanners i
X = v =N 1| Scan: (@ Image File Raw Device  (_) Directory of Files basel6
Reports Fegty Image file D:\ramcapture\20220329.mem facebook
Output Feature Directory |D:\ramcapture\BE_output [ ] hashdb
Featu . | onti outlook
enera ions
[Juse Bpanner File W=
(] use Alert List File s
] use Stop List File xor
[ ] Use Find Regex Text File acds
] use Find Regex Text aes
[ ] use Random Sampling base64
elf
Tuning Parameters email
] use context Window Size 16 exif
[ ] use Page Size 16777216 find
] use Margin Size 4194304 =
[ ] use Block Size 512 azip
[] use Number of Threads 16 hiberfile
| [ ] use Maximum Recursion Depth |7 httplogs
Refel L] Use Wait Time 60 e
efed Parallelizing ul
[] use start processing at offset msxml
[] use process range offset 01-02 net
[ ] Use add offset to reported feature offsets pdf
rar
Debugging Options sqlite
[ start on Page Mumber 0 veard
[ ] use Debug Mode Mumber |1 ] windirs
|:| Erase Output Directory winink
Scanner Controls winpe
[] Use Plugin Directories . winprefetch
Use Settable Options | jpeg_carve_mode=2 zip
Manage Queue... Impaort... Cancel
I — = ——

Figure 6: BEViewer “Run” window with scan options configured

Revision 1.2 Last updated: 05/16/2022 Page |5



BULK_EXTRACTOR AND MEMORY ANALYSIS

5. Initiate the Scan: Once all settings are configured, click the Submit Run button. This will begin the
scanning process, which may take a long time to complete depending on the size of your acquisition
file. Once the scan is finished you should see a results window summarizing the operation. You can
then close the Scan/Run window. NOTE: Although detailed statistics about the scan are stored within

the file report.xml in the output directory, you might want to copy the simple summary from this
window before closing it.

e

Image File 20220329.mem
Feature Directory BE_output

Command

bulk_extractor -o D:\ramcapture\BE_output -S jpeg_carve_mode=2 -e basel6 -e facebook -e outlook -e xor D:\ramcapture

Progress | 1.78%
14:49:38 Offset 654MB (1.78%) Done in 0:31:58 at 15:21:36

bulk_extractor output

bulk extractor wversion: 1.5.5

Hostname: DESETCP-SHLEFS1

Input file: D:\ramcapture\2022032%.mem
Cutput directory: D:\ramcaptare\EE_Datpat
Disk Size: 367T&6T726E8864

Threads: 16

Cancel Close

Figure 7: Scan/Run in progress - window

o

Image File 20220329.mem
Feature Directory BE_output

Command

bulk_extractor -o D:\ramcapture\BE_output -5 jpeg_carve_mode=2 -e basel6 -e facebook -e outlook -e xor D:\ramcapture

Progress NN
bulk_extractor scan completed. Report BE_output is ready.

bulk_extractor output

B A R R R R R R R R R R R R R R R R R

MDS of Disk Image: 229Lf7f399%4faee2fa2fSdeSlc2achal

Phase 2. Shutting down scanners

Phase 3. Creating Histograms

Elapsed time: 3206.29 sec.

Total MB processed: 38767

Overall performance: 11.4672 MBytes/sec (0.716701 MByvtes/sec/thread)
Total email features found: 124%6

Lttempt to open D:\ramcapture\20220329%.mem

Cancel Close

Figure 8: Scan/Run completed - Results window
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Examine Bulk_Extractor Output with BEViewer

After successfully running Bulk_Extractor there will be “Feature Files” collected within the output directory.
You can then continue to use BEViewer to examine these files in an organized way. NOTE: For this to be
effective, the analyzed acquisition file(s) must still be available in the original location, as BEViewer will display
raw data from the acquisition during your examination.

1. Open the Scan Report: On the top left of your BEViewer window, there should be a folder icon with
the name of your configured output directory. This is your Scan Report folder from the previous steps.
Select the report folder to load the report contents into the viewer, as the following figure shows:

g:: Extractor Viewel —

File Edit View Bookmarks Tools Help

* = %S WM W ‘_IJ = Highlight: \Matcllcase

eports Feature Filter  [] Match case Image File
Feature File

# aes_keys.tut Forensic Path
i alerts.txt Feature File  Aone Feature

- @ con.bxt Image

# con_histogram. bt
-4 domain. txt
- @ domain_histogram, txt
# elf.bd
* email txt
- @ emai_domain_histogram. txt
- # emai_histogram. bet
® ether.bet
- ether_histogram. txt
- exifibet
# facebook. tet
- hex.txt
- @ ipxt
# ip_histogram. txt
# json.txt
- @ pilbxt
- @ rfc822. bt
# sqlite_carved.txt
-4 telephone. txt
-~ ® telephone_histogram. bt Referenced Feature File  /ione
® url.bt Referenced Feature None
- @ url_facebook-address. txt
- @ url_histogram, txt
# url_searches.txt
# url_services.txt
windirs. txt

.

# winink. tet

# winpe. txt

- @ winpe_carved. tet
# wordlist.txt

# zip.txt

(@ Text () Hex -l

Figure 9: BEViewer main window with “BE_ouput” Scan Report selected/loaded
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2. Viewing Feature Data: Selecting a particular report feature in the left pane will load relevant
information into the panes toward the right.

* For example, selecting the “domain.txt” report feature will load the contents of that feature file into
the upper-middle pane. Then, to examine an individual result, you can select an entry within this
upper-middle pane. This will open the raw acquisition file in the large pane on the right, highlighting
the relevant data for that entry.

* Note: the number listed to the left of each entry is the location/offset of that entry in the raw
acquisition. This offset is expressed as the number of bytes from the start of the file where the entry is

located.
&
File Edit View Bookmarks Tools Help
b4 = % W :_: = Highlight: | | ] Match case
Reports Feature Filter  [] Match case Image File forensiclaptop.mem
BE_output Feature Fle  domain. bt
#® aes_keys.bit Forensic Path 1115658
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el 35066554 1000 A | image
. con_histogram. bt 35069510 1000 [ "
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. # Ip_histogram. txt 3219567 schetnas.drntforg 1114880 dows Production PCA 20110...190502212436Z..20050221243620p1.0. ..
- # json.bxt 3219703 schetnas.drntforg 1114944 T....USL.0...0....Washingtonl.0...U....Reduondl.0...0. ... Microso
@ piltxt 3219791 schees deatforg 1115008 £t Corporationl.0...U....Microsoft Windows0.."0...%.Heveueeurnns
o rRCBZL bt 3219911 schemas dmif org Ullititsorz o o Bl hus Bkt o 89 ol ye BB s et 1
- # salite_carved.txt 2 3aiesckemns o > ||hsizs ol e 17 15 OIS S N PO SOV S - I
# telephone. txt 1115200 SR ¥..%...d... . \CHe.NHDG. . L i 4,T..4
# telephone_histogram. bt Referenced Feature File 1115264 JX.p).T...4.00. I T
- @ url it Referenced Feature 1115328 Ot S 0.0,
s facehodcaddress 1115392 MOK.10G1-0+..U. .. §Microsoft Irel
77 o bistogeam, b 1115456 and Operations Limitedl.D...U....22997044541120.. .04 . 0....).0,
T ”r:-sea'mes‘b‘t 1115520 ...%....0..|U.50T. .U, . .HOKOL. G.E. Chttp: //5. Wi croSOEE, com/pkiop
: ::;;::;is'm 1115584 s/crl/MiclinProPCA2011_2011-10-18.crl0a. . +eu.s.... U000, .+.....0
® winnk.txt 1115648 . .Ehttp: /Ao microsoft. con/phiops/certs/MiclinProPCA2011_2011-1
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Figure 10: BEViewer window displaying results from a single report feature
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* This process is enhanced when selecting a “histogram” report feature, such as domain_histogram.txt.
Once it is loaded, the histogram results are shown in the upper-middle pane. Selecting an entry from
this upper-middle pane loads the specific results of each histogram entry into the lower-middle pane,
as shown in the following figure. These results will continue to be correlated to the raw data from the
acquisition file in the right-side pane.

* Note: In this example, the “n=[number]” on the left side of the upper-middle pane is the number of
hits located for that entry during the scan. The location/offset will be shown to the left of each entry
in the lower-middle pane.

File Edit View Bookmarks Tools Help
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BE_output Feature File  domain. txt
4 aes keys.tdt Forensic Path 73126359
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B b=10612 www misrosoft corn ~ | image
# con_histogram. bt wiorg ey aneg =
# domain. bt -2936  crlwicrosoft com bss
L W domai togram. bt =1497  schemas ricrosoft com i
» elfixt =1160  crl3 digivert com B
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-4 email_domain_histogram. txt =1063 cxld digicert com ° o i
< it 104z certs digionrt rom 73124430 . .{.c....E.t.o.c.
e so1 4000 73124544 3.C.6.3.5.9.0,E.E.3, 7.3,
# ether histogram,txt B R—— 73124608 I.T.T.\.5.¥.5.T.E.M...... fcenns Do...
® exifitxt Srt i 73124672 .0 . V3FK. .. I_.xh..A$0...>. A
* Kbk Ny =637 linensing micosoft cor 12124730
# hex.bxt G 73124800 .[.0.1.E.9.C.E.6.6.9. 7
* ipiut 73124864 C.D.].........HT. .A.U.T.E.O.R.
=495 digivert comfIC
- ip_histogram. txt —363 ED:P b;mm 73124928 1.3.36.3.3.2.8.1.1.3....bh.r.a.i.
@ json. bt et 73124982 ..C.r.y.p.t.0.1.0.I.n.f.0.E.C.C.
p =359 www.ciseo.com
- @ pil. et 73125056 ... 5 LA RSP Rthe i B B vt
. rfCB22.5t =355 go.microsoft.com
: Sciiaha v | |73125120 D.H...Cer.y.p.t.0.1.0.I.n.E.0.E.
- sdlite_carved.bxt < > 73125184 ...[ECEP.. -
# telephone. txt TILZEZ48 FuZu5.6. . EeCuDuBohe e oo Eayul. T
@ telephone_histogram. txt Referenced Feature File - domain. txt TILZEILZ  Ce@aL.Turrnnrnnnanns EEDPY o osios s akisgicsss
:Er:‘?t\:EbUDkﬁddress i efe’e”CEdFea“‘"eB Ll B 73125376 1.1.....5..c.P.1.9.2.1.1...E.C.D.5.
e - :giggij A A TEIZEA40 E.C.C. BT dim. £t BT e ereeannns
i t w30
W G B e 73125504 1.3.36.3.3.2.8.1.1.6....b.r.a.d. 2
; : 73125568 ..C.r.y.p.t.0.1.0.I.n.f.0.E.C.C. 3
ki 50413659 w3 o
e 'S 73125632 . S{.C....1.3.36.3.3.2.8.1.1.14. i.n.
. windirs.bet 50413751 e . org
TP—— : 73125686 2.t.l...E.C.D.5.4...C.r.7.p.t.0.1.D. L.n. £.0.E.C.C.
® wio
@ Winpe.bet i 73125760 E.LeSe.n.n.. ECDP....o...{.Cu...1.2.540.10045.3.1.
& 73128331 w3 0
#® winpe_carved txt o ] 73125624 P.1.9.Z.v. 1., .E.CDu 5.k e Loy Pt 0. 1D Lona £u 0l Es
# wordist.txt 13129431 o0 73125888 FILED....V//. 8. .
# Zp.bxt 73233653 '“’g“g 73125952 a) £265.0..%5265.0.. .
13233138 T TILZEOLE ... i i i
72235508 "’3”‘5 731265080 $265.0.. \E.L.L.I.P.S.~.
fiz3s8el ""3”'3 73126144 L...5.¥.G.......0... L. HIGE.0..5265.0. .
13235602 "’3”‘5 73126208 %ZGS.0..%ZGS.0. e.1.1.i.p.s.e._.u.n.E.
75235767 ""3“3 73126272 i.l.l.e.d...s5.7.0. .. .<5vy wiewBox="0
73235862 W3D'g 73126336 0 32 32" xmlns="http:/ /www.w3.ors/2000/svg ><ellipse cx="16" cy=
79776327 'W3°rg 73126400 16" £il1="REEE" rx="12" ry="9"/><path d="ul0.50551% 19,496645 1
Igz:g:i; WSD'g | |[73126464 0.988962-6.99320" fill="none” stroke="#4d82b8" stroke-linecap="x v
WY WS 0L
< > ® Text (O Hex i

Figure 11: BEViewer window displaying results from a "histogram" report feature
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3. Filtering / Searching Feature Data: Due to the large number of entries in certain report features,
BEViewer has built-in searching and filtering capabilities. To activate a filter, begin typing in the
“Feature Filter” box in the upper-middle pane.

File Edit View Boockmarks Tools Help
b4 = Y & | - Highlight: | [¥] Match case
Reparts Feature Filter [ Match case Image File forensiclaptop.mem
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Figure 12: BEViewer window displaying filtered results from a "histogram" report feature, filtering on the term "digi"

4. Bookmarking Data: You can optionally Bookmark entries from report features within BEViewer. This
creates a list of bookmarked entries that can be exported or easily referenced again at a future date.
To bookmark a particular entry, select the desired entry and click the option in the toolbar labeled
“Bookmark the selected feature” (icon of a star with a green arrow). To reference this bookmark in the
future, you can click the option in the toolbar labeled “Manage bookmarks” (icon of a star without the

green arrow).

Most of the report features created by Bulk_Extractor are text-readable files stored in the output directory.
These files can be easily parsed by external scripts and applications, if desired. NOTE: These files use a tab-
separated-value (tab-delimited) format.

Some of the report features are constructed in XML or as SQLite database files. You may need to adjust your

parsing software if you intend to use those files.
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Learning Resources

The steps outlined here should be a good start to using Bulk_Extractor and BEViewer in general, and especially
for parsing memory acquisitions. However, since the software also includes many features and capabilities not
discussed here, following are resources for further learning:

* User Manual, by Jessica R. Bradley and Simson L. Garfinkel — Written for version 1.4 of Bulk_Extractor,
this manual still provides applicable and detailed information about the software. It is installed and
accessible from your Windows Start Menu after the successful installation of the software, as a PDF
file. It is also available from the Project Wiki, listed below.

«  Bulk_Extractor 1.5 Overview, by Simson L. Garfinkel — Presentation slides in PDF format describing
many details of the software: http://downloads.digitalcorpora.org/downloads/bulk extractor/2014-

07-17 BE15.pdf

*  Bulk_Extractor Project Wiki, Documentation Page — Contains links to the User Manual, a Programmer’s
Manual, and a Worked Examples document. Although some of this information is outdated, much of it
contains detailed, relevant information about the software:
https://github.com/simsong/bulk extractor/wiki/Documentation
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