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swaggo/swag:example/object-map-example/go.mod

ISSUES FOUND

Introduced through github.com/swaggo/gin-swagger@v1.3.0 and github.com/swaggo/gin-swagger@v1.3.0

Fixed in github.com/gin-gonic/gin@1.6.0

Exploit maturity NO KNOWN EXPLOIT

Show more detail  

github.com/gin-gonic/gin - Improper Output Neutralization for Logs

VULNERABILITY CWE-117 CVE-2020-36567 CVSS 7.3  HIGH SNYK-GOLANG-GITHUBCOMGINGONICGIN-3121073

H

https://app.snyk.io/org/ubogdan/pr-checks/63aa89c1-3d3a-41fe-bb6a-53d456317865
https://app.snyk.io/org/ubogdan/project/485b8e1c-6082-4e21-b867-aaa395ca443f
https://cwe.mitre.org/data/definitions/117.html
https://www.cve.org/CVERecord?id=CVE-2020-36567
https://www.first.org/cvss/calculator/3.1#CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:L/A:L
https://app.snyk.io/vuln/SNYK-GOLANG-GITHUBCOMGINGONICGIN-3121073
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Introduced through github.com/swaggo/gin-swagger@v1.3.0 and github.com/swaggo/gin-swagger@v1.3.0

Fixed in golang.org/x/net/html@0.0.0-20190125002852-4b62a64f59f7

Exploit maturity PROOF OF CONCEPT

Introduced through github.com/swaggo/gin-swagger@v1.3.0 and github.com/swaggo/gin-swagger@v1.3.0

Fixed in golang.org/x/net/html@0.0.0-20190125002852-4b62a64f59f7

Exploit maturity PROOF OF CONCEPT

Introduced through github.com/swaggo/gin-swagger@v1.3.0 and github.com/swaggo/gin-swagger@v1.3.0

Fixed in github.com/gin-gonic/gin@1.6.0

Exploit maturity PROOF OF CONCEPT

Show more detail  

Show more detail  

Show more detail  

golang.org/x/net/html - Denial of Service (DoS)

VULNERABILITY CWE-400 CVE-2018-17847 CVSS 7.5  HIGH SNYK-GOLANG-GOLANGORGXNETHTML-3314983

H

golang.org/x/net/html - Denial of Service (DoS)

VULNERABILITY CWE-400 CVE-2018-17848 CVSS 7.5  HIGH SNYK-GOLANG-GOLANGORGXNETHTML-3314984

H

github.com/gin-gonic/gin - Log Injection

VULNERABILITY CWE-117 CVSS 5.3  MEDIUM SNYK-GOLANG-GITHUBCOMGINGONICGIN-550031

M

https://cwe.mitre.org/data/definitions/400.html
https://www.cve.org/CVERecord?id=CVE-2018-17847
https://www.first.org/cvss/calculator/3.1#CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P
https://app.snyk.io/vuln/SNYK-GOLANG-GOLANGORGXNETHTML-3314983
https://cwe.mitre.org/data/definitions/400.html
https://www.cve.org/CVERecord?id=CVE-2018-17848
https://www.first.org/cvss/calculator/3.1#CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:P
https://app.snyk.io/vuln/SNYK-GOLANG-GOLANGORGXNETHTML-3314984
https://cwe.mitre.org/data/definitions/117.html
https://www.first.org/cvss/calculator/3.1#CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:L/A:N/E:P/RL:U/RC:U
https://app.snyk.io/vuln/SNYK-GOLANG-GITHUBCOMGINGONICGIN-550031

