HHpekc



AHpneKc

ABTOpPU3aUUS

N HE TOJIbKO

PomaH [lapapeeB



NaeHTudukKaumsd, aytTeHTudpuKaums, aBTopmsaumns

Teopus




I peHTndmnKaums

[Tpouenypa HaxoXxXaeHns nNonb3oBaTens
No YHUKaNbHOMY NOEHTUPUKATOPY

O ® [} localhost:5001/user/gr X =

http://localhost:5001/user/grumpy

[Ipuser, Poman!



I peHTndmnKaums

[Tpouenypa HaxoXxXaeHns nNonb3oBaTens
No YHUKaNbHOMY NOEHTUPUKATOPY

]
~A

const users grumpy: { name: 'PomaH' },

gogoleff: { name: 'Cepren' }}

app.get('/user/:login', (req, res) = {
const user = users[req. : ]

res. ("NpueT, ${user. 1)

})



®  ® [] localhost:5001/user/gc X ==
<« & http://localhost:5001 /user/gogoleff

[Ipuser, Ceprei!

Hacked!




AyTeHTUPUKaunA

[lpouenypa npoBepkKn NOATNHHOCTU NONIb30BaTENS

®  ® [) localhost:5001/user/gr X =

http://localhost:5001/user/grumpy

9TO TOYHO ThI?



AyTeHTUPUKaunA

[lpouenypa npoBepkKn NOATNHHOCTU NONIb30BaTENS

O ® [} localhost:5001/user/gr X =

http://localhost:5001 /user/grumpy?secret=3To0+TO4YHO+4

[Ipuser, Poman!

Much secret!



AyTEHTUPUKALNSA

const users = { grumpy: 1 name: 'PomaH', secret: '3TO TOUHO A' },
gogoleff: { name: 'Cepren', secret: 'sTo He OH' H}
function (login, secret) {

if (!secret)
throw new Error('3To TOYHO Tbi?')
if (lusers[login])
throw new Error('f Te6sa He 3Haw!')
if (users[login]. == secret)
throw new Error('Tbl He TOT, 3a KOro ce6da Bbigaéwb!')

return users[login] }



app.get('/user/:login', (req, res) = {

try {
const user = (req. : , req. : )
res. ( "NpuserT, user. 1)
} catch (e) {
res. (403, e. )
}

})

® [} localhost:5001/user/gc X =+

http://localhost:5001 /user/gogoleff?secret=310+TO4YHO+4

ThI HE TOT, 3a KOro ce0sl BbIJa€lb!




ABTOpPU3aLUA

[Tpouecc noaTBepXXaeHMs NpaB NOSIb30BaTeNSA HA BbIMOTHEHUE
onpeneneéHHbIX AencTBunin

®  ® [} localhost:5001/admin? X <

<« http://localhost:5001/admin?login=grumpy&secret=aTo+TOYH...

HCHOCT&TO‘IHO IIpaB

11



I
~—

srumpy: [/* none */], Wow, DAC!
gogoleff: ['/admin'] } =~_ = -~

const permissions

function authorized(req, res, next) {
const user = findUser(req.params.login, req.query.secret)
if (!permissions[login].includes(req.route.path)) {
res.send(403, 'HepgocTtaTouyHo npas')

}
next()

app.get('/admin', authorized, (req, res) = {
res.send( 'AgMuHKa ')

})



One More Time With Feeling

oeHTnpunkaums

> KTO TbI?

AyTeHTUPUKaL NS

> Tbl TOYHO TOT, 3a KOro cedbd Bbigaélub?

ABTOpPM3aLUA

> EcTbnny tebsa npaBo Ha 3TO AencTeme?

13


https://ru.wikipedia.org/wiki/%D0%98%D0%B4%D0%B5%D0%BD%D1%82%D0%B8%D1%84%D0%B8%D0%BA%D0%B0%D1%86%D0%B8%D1%8F_(%D0%B8%D0%BD%D1%84%D0%BE%D1%80%D0%BC%D0%B0%D1%86%D0%B8%D0%BE%D0%BD%D0%BD%D1%8B%D0%B5_%D1%81%D0%B8%D1%81%D1%82%D0%B5%D0%BC%D1%8B)
https://ru.wikipedia.org/wiki/%D0%90%D1%83%D1%82%D0%B5%D0%BD%D1%82%D0%B8%D1%84%D0%B8%D0%BA%D0%B0%D1%86%D0%B8%D1%8F
https://ru.wikipedia.org/wiki/%D0%90%D0%B2%D1%82%D0%BE%D1%80%D0%B8%D0%B7%D0%B0%D1%86%D0%B8%D1%8F

Ceccum, pernctpaums, passport

| lpakTunKa



Ceccud

MexaHn3M, NO3BONSALWUIN XPaHUTb Ha cepBepe AaHHble, CBA3aHHbIE
C CeaHCoOM NoJib3oBaTens.

® ©® [} localhost:5001/login X <+

<« - http://localhost:5001/login

BounTtu

15



Ceccud

const session = ('"express-session')

const {1 urlencoded } = ('body-parser')

app. (urlencoded({ extended: false }))

app. (session({

secret: 'secret',
resave: false,

saveUninitialized: false,

1))



app.get('/login', (req, res) = {
res.send( <form method="POST">
<input name="login">
<1nput name="password" type="password">
<button>Boutu</button>

</ form>") })

app.post('/login', (req, res) = {
try {
const user = findUser(req.body.login, reqg.body.password)
req.session.user = req.body.logiln

res.redirect( /user/${req.body.login} ")
} catch (e) {

res.redirect('/login')

1)



function authenticated(req, res, next) {
if (!reqg.session.user) 1
res.redirect('/login')
}
req.user = users[req.session.user]
next()

app.get('/user/:login', authenticated, (req, res) = {

try {
res.send( MpuseT, ${req.user.name}! )

} catch (e) {

res.send(403, e.message)

})



® © ® [ localhost:5001/user/gr: X =+

<« & http://localhost:5001/user/grumpy w 4

IIpuset, PomaH!

X

£~ E Elements Console Sources Network Timeline Profiles Application Security Audits

» == |ocal Storage Name A | Value Do... | Path | Expire...|... | HT...| Se... | Sa...
» == Session Storage connect.sid s%3AUVXINYU4nInNZcrrRL22nyvd... | loc... |/ Session | ...| ¥

= IndexedDB
= Web SQL
v & Cookies
& http://localhost:5001

¢




[TonnoXxeHmne «3aMeTKn»

authenticate() ———p redirect(‘/’)

I—» redirect(‘/login’)

- &> O

onlyAuth () —- Hello,
; {username}'!

redirect(‘/login’)

20



passport.|s

>  X3NMnepbl ANA PAacnpPoOCTPaHEHHbIX CLEeHAapUEB
> 0b6paboTka owmnbok

> paboTa c ceccnamm

) noaaepXKa pa3fInyHbIX CTpaTermm aytTeHTudpmKaummn

app. ('/login',

passport. ('local', { successRedirect: '/',

failureRedirect: '/login' }))




Perl/ICTpaLI,I/IFI HOBOI'O INOJ1Ib30BaAdT€EJIA

GET /register // oTpaéT opmy perumcrpayunmn

POST /register // co3gaéT HOBOro nonb30BaTens

® [ localhost:5001/register X =+

http://localhost:5001/register

3aperucTpupoBaTbCs




| laposib HEeNb34 XPaHUTb
B OTKPbITOM BUpge!




XpaHeHue naponeun

> X3wunposaHue (Hanpumep, sha256; md5 — He noaxoanT!)
> conb(cny4yanHas, reHepupyeTca ang KaXkaom 3anmciu)

> Heckonbko utepauunm (PBKDF2, becrypt)

/ - Best practices

How To Store Your User's Passwords Safely

24


https://nakedsecurity.sophos.com/2013/11/20/serious-security-how-to-store-your-users-passwords-safely/

XpaHeHue naponeun

const bkfd2Password = ('pbkdf2-password')

const hasher = ({
1terations: 10000,
digest: 'shab512’

})

({ password }, (err, pass, salt, hash) = {
user. = salt

user. = hash

})



CcbINKu

> [TlpunoxeHwne "3ameTkn’”

> Node.js Authentication using Passport.js

> express/examples/route-middleware

> express/examples/auth /

> github.com/vadimdemedes/cancan

bubnmnoteka gpnga asTopmsaymm

26


https://github.com/urfu-2015/urfu2015-notes
https://blog.risingstack.com/node-hero-node-js-authentication-passport-js/
https://github.com/expressjs/express/blob/master/examples/route-middleware/
https://github.com/expressjs/express/blob/master/examples/auth/index.js
https://github.com/vadimdemedes/cancan

UX
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