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Abstract  Massive practical demands provide broad application scenarios for artificial intelligence,
which requires artificial intelligence systems to adapt to complex computing environments. However,
traditional artificial intelligence algorithms assume that their application scenarios are secure and
controllable., A large number of researches and practical works show that the current artificial
intelligence generally lacks consideration of external risks. Hence, the related data and its model
algorithms face privacy and security risk. Due to the practical demands of artificial intelligence
security and the huge impact of graph learning, the privacy and security issues of graph learning have
become an important challenge in graph learning field. To overcome this, researchers have studied
the privacy and security issues of graph learning from all aspects of graph learning system and

proposed relevant attack and defense algorithms. This review provides a comprehensive elaboration
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around the above research. To be more specific, firstly, we introduce the basic process of graph
learning system, elaborate the privacy and security threats faced by graph learning, and describe
the privacy and security features of graph learning, such as the relationship between graph structure
regularity and graph data privacy preservation, the different characteristics between graph learning
system and traditional machine learning. Secondly, we summarize the current research on the attack
and defense of graph data privacy comprehensively. According to the different attack targets, we
categorize the current research into three main directions: node identification attack, attribute
inference attack and link inference attack. Then we describe and analyze the graph data privacy
preservation methods based on structural perturbation comprehensively, including graph structure
perturbation, k-anonymity, clustering methods, and differential privacy methods. Thirdly, we
summarize the attack and defense models for graph data security. Graph data security concerns
the risk of theft and leakage of graph model training data. Especially for graph learning systems
that provide open services, malicious attackers may steal the training data of the model or
determine the member information based on the output of the system, thus exposing sensitive
information, In this section, we summarize the current research on model inversion attack and
membership inference attack and their defense approaches. Fourthly, this paper illustrates the
current research on model extraction attack and defense methods, and summarizes the great
challenge of graph model extraction attack. Fifthly, for attack and defense methods of graph model
security, we classify the graph model security from three aspects: the attacker’s attack capability,
attack target and perturbation type, and we further elaborate the specific ideas, advantages and
disadvantages of these attack methods. Then we comprehensively and deeply analyze the current
defense methods from five aspects including preprocessing methods, adversarial training defense
methods, robust model designing defense methods, attack detection defense methods and
robustness certification defense methods. Finally, this review summarizes the future research
difficulties and future development trend of graph learning system, e. g. , research on graph learning
mechanism of privacy preservation, empirical analysis of graph data characteristics and robust
graph modeling, interpretability on graph model attack and defense mechanism, the construction
of graph learning privacy and security research system, and research on attack and defense
methods of graph learning for practical application. In short, graph learning and its security have
become popular both in academia and in practical application. Meanwhile, the research in this
field is still immature, and there is much room for improvement in the aforementioned research
directions. We believe that we can solve the security problems of graph learning under complex
conditions in the future, so as to promote the development of artificial intelligence industry.
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Hpu B EENEZRAD SEEVFERANSE
HE X 9T A, Ba) 2 B IR AR B A

(D W Z B hEIRBIEE

TR HERNEEHEESNET RSN
MEFEMHFTES . EXTFEEN TS GHERS
Triy WA S P 3R U P AT Sk B AR | b B AR 4
SRE, REE B R RER T RS H. RiE Q=
{u) ,weV,w eV REAWNERIIE RS
SH3,Hp MCQ ZRIELFLMEAP v M u' BT
[f—M N, N=Q—M Rm 7 L4, 75 & 54 ERF
BB RETEABIE NG FRER F.V XV —>
{0, 1}, DA T 1) ) Jb #55 280 5% SR 50 B 4 9 5 i AT I
Be iR B, LAGE jS% ) 7 i ), R ) AL AT DL B
HRK2),

T
F(x)=sign(2aih,~(X)) (2
i

Hep x HFAE W B, b A 55 K4, o HIUE R
SCHR 50175 [BAT 2 i [A] 7 A 4RAE P9 25 4R 3t B A
AEFIAE 22 X RFE AT T 5 By TR . SCHRL51]
FESCHRLSO] Ry FEEE 125 8 T &8 XA L Bl 5 52
AT B HERE. MR T R A AR, AT AR IR ET A
BTk R S )

ET M RS h BRI L HRER—A
FEA R B B MR TR M5 B AR A
KRBT BVE MR R AP E F AR LS8 & Ay iR
. SCERCS2 PR 2 30 R B i N R A R B
B EI B N, #EAT IR, B 568 46 Fh 4t iR i+ 1 45
¥, FE UG RY b R AT B 2 1] g 4 P DG B ( Community
Mapping). #& J5 7E VL it i) 4 B H 2547 45 53 VL B (Node
Mapping) , IRBIAF T R B E L B . &5, LR A
BN S AE MR F 1 A (Seed Nodes) i 1t & R 15 3%
ROF R AW S0, A 3 s BT TFHTA
SHBERINAGITEREAEEWHEXRTHFYR
RERmAIR, MEM 7 H AN AERE S EEE T
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B3 EET R ERAE B0 B E R T

TESHERFAYER, B SCER 53R T A%
P NAEN ETFEMFEMNERXTEAFHEIR
B k.

SR Z NS - S e Rl O = g =i 2l 7 0 1713
BTy EMERE, CTEMF VRS HER
7 M R T S A R AE i A b XTI S
o FEFE R AR, 5 H AT E S ANEE AR
EMBEMERRCEIRERREEREREES.

(2) By H

BV T R AR B A T S AR A R
AR BENSR. 5V AN ERNEHEMY,
IR BE EER AP RIS S EUR R
Z IR TR TE SRR O R AT L L.

RS4RI SE E H E RIBH B AT XA,
Rk B gG—mM4 SBA, & 4 iR, 7E
BEEEA 45 R B T O B VIAL. VIAL 3%
AERESEMBAEH R, R AR R
MERRF RS EKAP 1A 78 SBA W%
LS HEAPHARSILRLEMIT AP A
BEZAMBREERK. KRGS0 BRI
FRAMASHMPHEET A AT AAE R

BERBEERNBE.
J J L J ‘ ‘ ‘ - - Bt
e g et [ EtEts
u 4 o § -~ - W Wi FEER
o o \_/ s o g “ @ Hpods
St R T S 5P Y e -'/#ﬁ%%

B4 AP -EEAT IR %
(3) BEBEHE R T

HEREHE R Ik, B8 BE B R B ik (Link Re-
identification Attack), HF-REABHFIE LWL
BRI R BT A Z B BURCR. & T
BB R ERC B MREE L. 42
JR UG B AR A WRRAE(E A, AR AE | & x,, Bl
R SR LR R B (3D Fw

A, =D hxx! €]
i=1

TERARAKRT » KR P RBEMER A, 5 #

T I 05 R P R A R AL D
IA—Ali= min |B—al: @
SCHERL56 1% J0 B B 4im B A GR 37 7 B SR i 4 3
5 P& B T B A SRR &5 A8 DL (Structural Prox-
imity) 25 2 BR A & B, AT 2 1 & T i AR ™
{945 1% B {5 # (Edge Plausibility) JE# 38 4% . R )5 45
EEHREAERE B E KK (Graph Recovery) 5
e G EE R BE 5 R AR B R R B A
XK. HRE SRR E e, SCER57 3 — iR
TERTHRE L g 0 SUSE RS T B
S5 AR i B0 AN IR B AR B A0 3, 0 IR R I 5
HHERIFRR (5D,

n n—1
s=A(]]z +]]z + - +2z) )
=1 =1

Hrp A BB A E W B RE n HERIRE.

M 28 TR A I T T R AR T % R A A A =
ATUERS AR 2 3] 4 3 7 2 1) 282 220 1B B ) o I B 3
AR, B R, TR KM ] B A7 B ) 354K
3.2 BHERMRPALE

B B0 B AA R 7 T DAL AR 25 F 4 3 i Bt
RIP I T WIS B B R R 3P 7 s, dR 45
WIS RAET TERARE LD, XKk
AUAE 1 XU A BT B e TH BR LA A BB AR
PRENE TSR WRARP TEARENR
Bk EA BRI ESBIE, X RGN RS
BT S EBA T LB R R — R F » B
T BB AAR I D TR BUR 5y L BUR R DL R U
LSRR AT B R BT BB S e
4T BUBUR B 5 A BUR B 4 1 gg LY, AT
ORI BRI AR N EE AR Hib, &
TRIEE THWI W BRARES F k.

(D) R zh

o TEA IR S R AR, B R TE
PR B R Z 5% B 45317 FEL IR 30 , 45 7 g AL 3
o BEHLIE Bh A BE AL AT #e. Hoob, B B 4 30 05 BT X
B o B 4R 8 B AT — IRIA B3 F) S 5, MR 4 SE 5
25 AT B 00 M BR B AR AR, DA T A 4 AR R T B
PRFEE 5 W15 B0 A B X R e B B AT T
5 BEAILIE 30 07 2 DA R — B 2 M Bk I P I 4 L R
Ja FEAL I 5 6] 30 8 O A0 3% 0 S B R AT, £
FelE by BSOS BRHOR AR s BEVL 32 4 07 ¥5 A B P B L
VPRI AR B BE AT M BR , FF R 32 SR B & A o 9
SRR RE S, BEE 2R B R A
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Bl
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BEREEER S 2 RHIMIE, AR EREE
REFEBXEM. F AR ARRY T ETRIT
B L5 s et (R o O BE ML 3l AR R A
H K ¢ 1T B Y, 7E ST B RL AR 3 1 TR B R AT
REF T BT, 750, R T EE LB RAARY B [F B
PREFEHE SO, SCARL6S 148t T i FRAE R FF I 45 48
Wahork.

ETHERIWEHE LR T EERE
K AHEBRART AKEZ R TFERRIEE. R,
R Bk P R R LM, R B IR E
s FE A B4R, s E A A T BB MBS B
PP TR LR R E L R OK T, B4 B
15 R AE B A T R A XU

Dk ES

kBRI R E SR BREE S AR —TE

BB AR SEE BRI M EA/NT £, BIX T
B—OEE B ET LR E A~ 1 SRR
X HIME R ke EHBK, B AR 5 4 3 B0k & R 5
R R At /), FECAED ok 1) B D ok A

REEZRRPENELSSE L BELRT % W
R—ANEWR k EEL W AT — A
BELHHE IV RAEGMARKE. WHE 5
R—ANEAHTEELNEGREERFFIN02,3,3,
5,3,2,4,3,3,2], 55 FFFI A B A1 R ID P
P HTRETHRARRES MAATR 7T RAE
4, BT LAAT AT AR AT LB 37 R0 Y A 4 AR 7.
Wit 3-FEE AR E S (D BUCNE 5(b), EEFFIN
[3:4,4,5.5,3,5,4,3,4 ], 3 i} B AL AT — > gl 4P
ELRRE 2 AT A5 HERAME, M 3R 5
WA B R T IARRAE D 1/3.

(@) JRIEH

(b) IZESE

5 kREEL

SCHRL66 JBIF 53 P H 4 v B T 95 5 B8 0 B [
LR T B-DA(k-Degree Anonymity) J7 k. k-DA
B SETE B T R R A B Bl ol S oA SR e L
—NHH k AT, R 5 R AR XA 8 P 5
HELLWE, KPEA T AHAES i—1 4 RE
BEMFE BT R SCIRL67 J48 B T35 107
Wk EEA BRI TR, W7 25 e AR
TV Y ER OB EN T A #ETR S, ER o
HP TR EEE S IR, WA & LA
FP5. 885 FI R S A B8 21 B3 i) I S5 M B ol T v
X EHEATAE 0, N SE BRI Y £ FEEE 45

o T B s BB A R A R TR S AR IEAE Ry
ERARE FEELNRARIEIRE T #H—
LRTERRIP K, BT T BIR kBT
. SCERL68 1R Ah R B 4 AL B/ Ay R 43 AL & A
MR Z A4 IR S R Z M AT LB 57, 48
J& 5 X TR X 5T R 45 AT 6 B A AR AT 4R 451
AP EE MBS, BARAFER R EATT
HEE IR SR A R A E R BGE, B
P R Z R BUREE IR (5 5. L, SCERL69 14 1
T T k-Isomorphism B8 1k DL AR IE UK EE #% 19 5
AAHRTTSARA kA IETT A0, DT 8 B & B

TR LA ) R B

WA, BF 5T A B X B A% T B BB 4 ) R
7T HR5E, SCERL70142 s T o) AL E ) & BE 2
. 5 R BN I U7 n B4 1 R BURE B i 8, SOk
[(7T1RE TE A B & EE L b, N Ea
FAAS Y] bt 220 #0450 90 3 A7 QB T i, SCRRL72 ] 4%
—MEFHEMEH NS ERERRBEP TR B
K bk B2 L RE AR AL 8 S B BRAAR I KO, X
BURAE BRI R 08, HE B H I PATRERK, A
EERATRAEERYE .

(3) BHEITE

RTIREETEHMBHNERRI S, RS
BRI TETREAMNEL Fk, A EETESH
Mg EH#HATRER 7, AR 045 R
KRR AR R (Super-Nodes) Fl# 2% 41 (Super-
Edges). R FREHBWEEL SR ME 6 fim, &
EMEPH T ARETERERRELNAFGE, #
BARENY R Z EER AR, Bl —F T
FUZ 1] i BE BSOS TT BB A9 /), dn ) B B TR AR
Ja . TEM AL FX R — W SR MR ALK
B S RRZ A 3 Bl D 8 230, DA T S5 RN URE
B B
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T ERERRIEES, SCERL73] 1 5B 2 X5
BEHRRE L REETHEERTZENTEE LN
R ST R, BAE TR RHTEAMNE
& CERL7T4A R ML FRENL R R B R T k. N T
FRAE B AR K, B 7 e B S W Ay LR 2 A~ K
B, BRENRKRELE LA E. ST E LB E
Rl E—1TEEEE T SBRLMELE,
ZACE R B & R B RO 8 R X A 2 IR R
R RESL. CELT5 BG4 B BRI HEE Bkt
B A ZEMER REET k-means BEHITER
R EAEBRKEERRMEARNIHUERER. X
BRL76 1 T W s [ B9 45 #4948 104 BE 0 & 1 48 )
BE S8R5 R R o0 O B SEBL B ik T i 3 2 R 4y A
4% Ak 7.

REEA T KBTI AL SBEMERET
BET S HPEIMBETEE2L0F L AME A,
MR GRI e 198, A T 2 i@ R, w1 RLBs
LR RMER LD, R, BEEL T EPH
B ABRAE TR B A W AR, X BE R M
BK.

(4) Z5rBF

FE R — Ff P4 B9 AT IR B ) B fh e S, 2 B
L FRZRTRAKLT I R, 24
oA iy 32 22 AR R el FE LA 549 B i 4 s X DA X
G3 AN AE 25— A0 SR 1 “AH 4R BOHE 4B, AT S BB R
fRip. A HENAEE M RE AR E RN &
S Xt FHISEIESE DA D, R LRG),

P.LM(D) € Sy 1<exp(e)* P,LM(D") € Sy](6)
WFRE L MBRMRT e 20 RARY. Hi e HEF
TRPBIE  expO NG ERE L P, AR, — Mt e B
R/ANKIE. IR e 55T O, NIRBAEAH SR EHREE D F1
D' FHEM HHEMERS A EEMRE NS R, A
MRARP KRR, Z0BFAE L NIEARTREZD
B 7 B, BAENEREBGEHE TS EIESE DM
D' KT R8RSR TR, Z 0 B F b 5 K5
HIRE PR L SRR IR s, (AR FE A4 B4 B R
Al g AR RS R, L L, E 4 R AR ERIE
BIBEEPAERAFELE BB, M RERF
ME S R ILPE AR, 5% S ™= £
72k Fl Laplace #L#.

R

BG40

K7 ErREARPRER

N T AT ERE B BB RA R 3P, SCERL79 138 T
BT TR Z2 AR 7%, %07k Sk E 2 o
HEANTELRIGTESA T B AR ET X
SR o FFAER B T AES IO R 22 A B AL AR
RS . SCERL80 142 T 4L AT 45 1y R 3¢ 1) 1 4 22
oy B RARL R A R AL D AG B A B b, At H

I EE AN I Laplace MEFS , AR J5 2 TAL BT AT R
0 A5 B A R W 2 IR B B B SCHR (81 4R i T 4
T dK P R Bt 2 0 BRIk BT kR
Fe L7 B O B A0R B R R O R T R R SR B
. B dK P, ARG $R L2 T Laplace ¥R L 3l
Hk dK-PA. EBE LR ALK dK P
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B H W e- 2 BaFh. 53 4h, SUER(82] %k B
AT R Z B R AR TN R RS B
B 32T B R AR 22 4 B D TS 0 A R P R
LR A R R BEDLE B AT S R, R R A
Ty IR T REESEHR R & 7 15 R AL T BEAY 2 IR B HL 1
DASEBL 22 7 BaFh. 22 70 Ba L 2 T 0% iR B FL AR
PHEAT T RN E SOF RS T BALPRAL O . B
R ko A2 % B TR T I SR AR AR R A R
PR

1 RXT B R AR 7 Y — N B

P B AL OR Y TR B =+ 4R R A B T BT SURB N 58
IER BRR R R BAE THEHRE, H
o B P 3 O v 1R R SE B B R AR T A R A XL
BrEim. b B VBRI AR 2 5 B AL 7 TR eE A 1
B R AT B BRRA DR 37 B3R 28 T 3 X i 3O Y
EMEK, & B4 RN 22 5 B AL T ¥ BE 6 $R A1 1 K
PP AEMNEREZER. B4 L. & TH
BAEBRAAR 7 R 2 B R PR A AT 4k
DA B 2SR AR R B 20 S5 IR (AR 10 R 5 4 3
R O T S A A B R B AAR 3 5 3.

£ 1 EMERAERPSENG
kH B o ey Bk vy
P T X DB A RIS R
B . SRR foiohmae ok Wbesopse P UL SRR R B S
s WL 55 [ERRBRTAT I gpemee)  m SR ERNL
OARERRBLAEANT  HBRAE A O A L T A R A 3
kDAL T A R ARk B 2 Y 51
T EEEACT kR AR R A B
py UL RROWEA SRR FERTA #-automorphism Eﬁggﬁiﬁ#ﬁgﬁﬁﬁ;ﬁ%ﬁg .
b ) N d k-isomorphism RS 81 F A RAMBESETS R,
WESL Fummfr  MSEE S s s
k-directed(71] H AR E R EEA L
F-dynamicl7] T E RS & B ik
‘ AR 2 42K R R 9 B R e 1 P R
% EAB %i%ﬁ%g iy ITSRIONETY LRSS RS 48 S
T MR ﬂ]miﬁ, ¥ k-means ®RF S BEYM R A k-means 53k K BHKR 4
0 B ) S5 554 R PO 00 2 FO KRS
F 22 B AT T PSR 701X Bk 45 P
L ORAESEE, ¥V 22 43 BAACS) F4L R 9364 | VA Laplace Wit
¥t L : HEAT R

7 M 3 22 4 B A T8

AT L/RBRERT R P T ERARREENE

4 HEBEBBERENRNESHETIE

EIEE 2 2 R R ER Y SR 5T 5 1 58
UK. B TR FF RS E 2 R85, BE
B 0] AB FE T 2 Ge Y Hh 45 R 5 RO TR B ) R B
e 50 1 o VI GRE AR 4R I R DLAE B, AT 2 R
BAE R REMS AT H -8 S,

4.1 BEHEFTBRREHESRES

YGRS R b AR FEREL NS
FOBUE LULE B0 1 430 A R AE , TE - LA AR ALIE
T YIGRERHE Y 4L B4R B, DA TTT 26 T B2 4 1 W] LA
PAF NGB W AR LR . 78 AR &, AR B e
BTN ZR g 0 i 406 R BT BOah 3 BB % 38 i 15 [
A AR A0 55 B 45 B4l O AE DR A5 B, it FR AR
A3 ) 3 (Model Inversion Attack) F1 g% 5 #: F8

B (Membership Inference Attack). B4 .

() R ) ey, BR[| B i 9 B ARE T
FHTER B R IRSE B TR IR A5 AR Y
B RGN GRBE . 0 an, X T SR i 1 W Ah 4R L
RE AR 55 19 B9 R 0 SRAR AN, I B T RURHE LW
FAREEE FATR L KRR b 45 R T A
JE 3 B 0 (58 94 2 AR A5 ) PR B R T BB . 5 IR AR
E A — B Bk 8 B,

(2) R HERRIGE. X T4 —mAER"M“E
PRI (Target ModeD”, i A HEBL I A 55 2 W
o A A (Attack Model)” AT BE#8 X 4> H bRt
RAENSGBEE M SGEIEE LR RS, 2
fE#hE M AL R 2B S BRI 2R3
PG AR ot R, B R MR 1 S R — AN 2R
M. T HBRIGEER, BRSO
(Shadow ModeD)” LA 45 H #7458 2 K917 2 , 3 T 4
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g5 Y ERGr AR @

&@ L oV _.@

8 PRI AL ) Bk o R

AREMNMERETBE THINGHEBELCT M, &
TEFEIHNGACR N RIEEEETRE TR T
BRI R B0 R 7N R AL, T B RLR
ForRRE

X TAEAT B BBt , B T R AR AR T
B b BRI 4y T . RA R AR b3R5 B A
BRI KT B8 b S U BRI kS fE B A
BRI A B T v, IR 88 s 3 4T B AR A
THEBENAR, /] LR 2 A R LA

(D g&HGh. 78 H & i (White-box Attack)
L G EHA R T BE R 2HE S AR
A RIS MBS HE ERELT . WG E L
M4 H AR AT 0 LSRR R T B0 s A 5 S
BRBUE. SR FE LB B h AR A XE ARG X T H
PRARTY [ A4 B, AT I 28 B i Jr vk AT AT iR 2.

(2) KEBE. MM THEIE T BEHEWNA B
PRI 2T B A IR & B (Gray-box Attack)
hEdE A RF HRER A H S E R, ] e
RIZaMy RSP E N GHAE P E—2K RITA
KB R 8 U T iR M B R R RUR & Uk A AT
HoR o mfE R

(3) Bard. 1828 &Y (Black-box Attack)
H, Bty 0 R R AR 5% A58 TR I R S50 R A TR py S
FrAE AR S B, SRR E o M A SR R A
R R . B TR T BRI B R E R, B
BT BHE F TR AL, B AR SR A e Pk
4.2 BEERIFEEEKARAEERREGAE

BR[0T o R W B0 3 T DL o AL A R R
Te Hf PR AL I GO0 O T PR AL R B SR B
A R BT X REAR S5 1R &R ACE 4Rk
LR 53 1) B B BB ST BB )Y SR L SR
B T B BCHE Fa FD 5 M R AR A B 1 B 2, X LA
RUGEAT 33 1) B BE L DK R X R B 2 ) S AR
B39 6] B B AT A T 8A 2R B B

1 BB 53 ) T 7 TG SCARL 89 4t % B9 s 43
FAEFIR M T GraphMI J5iE. 4 & Y ZR4F B GNN
BERVFIN S An il . B | AR, GraphMI i &
0 ] AR YN SR B AR TR R IR B . Ut B R
it —8E A ULAENRRESEEER,
GraphMI Hr )3 52 86 B T BB P @ o o/ME s
T W AR 12 55 B 5L bR 10 =22 18] Y BE B SR AR 4 0 SR A R 45
¥ SBR[, H B AR R BE X=X (DR

argmin £ uu = Loaw Tir(XTLX) +B|A| - (T

Ae o, V7N

RIG, ZETH E %A (Graph Auto-Encoder) 2
5 SRR IE VBB 1 2 B B R T IR AR T
o 2638 1o A R HE 3R B R AR FR S

7 P A A A HE PRI 5 T, 45 € B AR LA M
MEWNGEEEE G.=(V,,E,), XHR[88IHET 1 v
BFHPESEHERT R o RERT V.. R EAT
FAEANG HERBYSMRAXRRER=D
WrEg. 556, ZrEET 5 BRI G5dE B A M
] 73 A 5% A B0HE S TR H AR BY E i 50 45 SR A
EETEA ARG ETWABERRRE T THEA
I GRS A B AR F LAY E (T 25 SR % —4)
RUHER. &5, ETE T AEBRER 5
MR S BB AIW Y A2 TR T Hi
RN GRB R, T B — 22 i SRR A1 B 45
FXF B R0, 2 T 5 SCHRIS8 IR IAESE , 3
BRL89 143 A LAY SR AE (4B 8 + R T s AR, JF
BT S MR R R AR R R SR
& TR B R I 2 o R AL, R AR
WE 9 Fras.

HUEFRBR X RZHERAR, SCERL90]LU B
IR ERN T AR o BES LU R R B s s
YERE SN, 2T B in B8 5 i A7 8 B LA %
REMAEG. T BERRORFNTREEELM
el )& P B AR A Y B T 45 3R, AR A BT E R T
BRBIGESE, LS X AR F R AR T T B
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I

v is member?
T
Bra Al
W&
-
~—
N —
——
L L[ B4R
Attack Input Attack Input s
Labeled as Labeled as
\“non-member”) | “member” |

B9 g B 3 R M B o

I s o <71 B o HE s 3 B
4.3 EBRFEEHRRERREHHT X
TR (i) 5 B B3 HE BRI B B A, ZE AR B
HLER 2 > U SR B 22 4 B B L BEAL 2R I (Dropout)
FI#E B AE 7 (Model Stacking) 88 F ik #EATEH. N
T 1 A3 e R A AR 5 i o B B L A IR AR N R
¥, SCERL77 6 AR AL B R IR R IR T AR
BYRS BE B3N B R B 2 20 1B #L (Differential
Privacy) B S AL 194 Bk 5350, 9 T Bl s R #E
Py, SCER (83 4R T 7 B AR B R i Ul 2k B IR B2
o BB HL VR I 4% 1% (Random Edge Addition) . H FR 44
FUAY Gy H 90 4% 4 (Label-Only Output) 7 # By 44
B PG W B Bl ah R R X

VU 0 93 080 5 % B A 8 AR B R o B A ) o
R, HEMNSBR BIRBEE KA.

3 2 2 X BB RLE ) 55 A 5 HE BRI SR B
TTE— A /NG B L R T B R 1 ey
MBI LA B A, R BA T IR N R LW BT
BUR . FAER) DB T AR BRI A B e S vk AT T
GEHT LR R Z RIS X 2 i 45 20308 1) T o 2
R ZR BB Z AR, 7 B AR R W i g 19 B 07
1, S HT A BT IE R 2L G LA 4 ) Sl B 4 7
BB R, BRSO Fr E 2 BT S K E. 7
I 5 T X A T 50 e il B R JE P A B 2 R
AR, RS T 305 1) B il B A8 07 3% 9 B 5k =2 58 0 19
BT,

F2: HENFOSHREERRGREBRHALENG

Ex Wk AW HREE  HRAN o B Wk
, M FUCA TH ABURITRA T HE B O AR A 7% A
MR Grppvis e oo CORT BEBION gk mim @i GAR SUBEmIGE SR, R9
P o SRR BRI A 5 A
o ET BTN o 50
A ma soo. T mmmsm LEMERE g g, g st e s e,
B oage VRV gobmiagn sR bR A R
AR B ap : T2 XS A 5 e 1
i BT SR EFHRIER, BE A
4 N 5 S =B TR TR
NodeMI®) M oroChU wrgmiy RTINS BT s e ma Rt R
’ A T HEHLIG 3
MBI | e con 58 FHEBLA  BONRENS BTG — B R AR U
A & Hitie Bt e S0 B TP AT
Differential - BRI R ®RTETN - - v
oot & GoN It TR e UKL AN B
F K #E  Random Edge REBRR
B Addion, .. oo RESUNROE g R EREL e esim e B s
Label-Only ¥ ngrm S TR i BB 4 B A 25

Outputl8]
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5 HEEBEBEEANBRESHETE

RS RGP REEERS ORI,
HHEG &= ERE MR R, A, PR R
Yot W] L@ i JT R IR 95 # B API(Application
Programming Interface) i BUBL I ) 2 B, 2844 . Tf
BES (5 R, AT & AU BB 5545 B B0t B8 . 0 52 S0,
He DA B TE 7 YN 40 83 A B AL 5 iR, 8 A TR
APT RS BIRI LM . S 5 ) i 1 SO B B A B IL
i (Model Extraction Attack). M@ B2 {8
I IRATHE DL A R TR U B AR
CRE B0 HE R RE 98 I B H BB B (Target ModeD) 1§
NTERHE. FEHEFR T, AEME T A E % iR

LB g A\ (R (0 R A B30 51 R 15 A 1 B 5 OR
AT LR i B bp A,

WA H AR R 9 & 2% BE R IR B R ZE B g o ] LA
7R TR AR RS BR SR B DL BB e AL (A SR B
RIS, 0T P SR 38 58 0118 | S 455 ) it AL 4 7 LA
RY, g2 SUB M BB T AR ERER AW
B K, BP TR O R SR AR TR SRS R
FIABS B, P B HE R 1 B AR Bl A B,
TR %2 ERF IS8 R, T8
o BB I B2 A AT Ak S A B R B B
TE A VLR E 2 E B AR R R N
TEFHE , SR 5 26 T LB o 4 1 25 B AU 2L (Substitute
ModeD) DA 481 H AR B /9 2 fE (Functionalities) ™4,
B R FE I s (1 B A A G ] 10 FT .

P82 API

o0

R e TR BRAR Y

(LR, DT, SVM, etc.)
HIRIER
(DL, RL, etc.)

N HH

1. il

K10 FREMRIE

501 ERBEERREFNEERE

TGN AR LT T RARCEHT T
BUFE AL BF 5T SCARTOL 140 5 3% F B {5 BZ F 26 51
PRAS TR T BF X & S L AR A o) BB B A TR o Oy
. SCRRL92JSC B T X 48 [l 19 STfF ) R HLSF 2
BRBS R, XIS R T ETEIH
R S A A 3 AT 6 A B ZE i B 5 TR ML
ARG
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BHTET L% (Meta-learning) i 77 &S0 B &
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FRIA51 5% BRI o D9 BB 35 3K JEI G A O 460 2R BR VK
R 53 KA Mettack XFHLIE T 7 Xt Se e fs B K
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