info@wazuh.com
WO Z U ® https://wazuh.com
VirusTotal report

Alerts resulting from VirusTotal analysis of suspicious files via an integration with their API.

@ 2024-04-16T17:35:48 to 2024-05-16T17:35:48

Q cluster.name: wazuh AND rule.groups: virustotal

Top 5 agents with unique malicious files

¢

@ ip-10-0-0-180.us-we...
Amazon
RH...

® Windows

@ Ubuntu

Last scanned files
@ Jusr/share/sample/pr...

@ /mplvirus/inotavirus
@ waroptfamazing-file
@ Jetc/datarfile

| @ /root/super-script
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Alerts evolution by agents

@ ip-10-0-0-180.Us-we...
@ RH...
@ Ubuntu

@ Amazen
| | ‘ @ centos
[ | II

2024-04-19 00:00 2024-04-23 00-00 2024-04-27 00:00 2024-05-01 00:00 2024-05-05 00:00 2024-05-09 00-00 2024-05-13 00:00
timestamp per 12 hours

Count
S E g

&

5]

Malicious files alerts evolution

Malicious
B 5 2 8

202404190000 2024.042100:00 2024.042300:00 2024-04-2500:00 2024.04-27 00:00 2024-04.2900:00 2024-050100:00 2024.050300:00 202405050000 2024.05.0700:00 2024-05.0900:00 2024.05-1100:00 2024.05-1300:00 2024-05-15 00:00
timestamp per 12 hours

5

Last files

&,

File ~  Link ~ Count ~
lusrfshare/sample/program https: /. virustotal /1bbf37332af 75ea682fh adb22f47 49

Itmplvirus/notavirus hitps:/iwww.virustotal.com/file/1311 19465fal797 59

Ivarlopt/amazing-file https:/iwwaw.virustotal.com/file/275a021bk 4d471899f7dbod 56

Jetc/data/file https:/ivanw.virustotal.com/file/131f95c51ccB819465fal797f6ccacfod494aaali46f: 46

Iroot/super-script https:/ivaww.virustotal 75a021hh 4d471899f7db9d! 45

letc/sample/script https: /. virustotal /1bbf37332af 75ea682fh adb22f47 43

1,135 2,259

- Total malicious - - Total Positives -
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3,000

- Total -
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Alerts summary

Rule ID Description Level Count
1101 VirusTotal: Alert - No records in VirusTotal database 10 1
1101 VirusTotal: Alert - No records in VirusTotal database 15 1
1101 VirusTotal: Alert - /etc/data/file - 4 engines detected this file 15 1
1101 VirusTotal: Alert - /etc/data/file - 54 engines detected this file 7 1
1585  VirusTotal: Alert - /etc/data/file - 7 engines detected this file 4 1
1585  VirusTotal: Alert - /etc/sample/script - 51 engines detected this file 12 1
1585  VirusTotal: Alert - /usr/share/sample/program - 6 engines detected this file 2 1
1585  VirusTotal: Alert - No records in VirusTotal database 1 1
2407  VirusTotal: Alert - /etc/sample/script - 26 engines detected this file 8 1
2407  VirusTotal: Alert - /tmp/virus/notavirus - 3 engines detected this file 7 1
2407  VirusTotal: Alert - /usr/share/sample/program - 10 engines detected this file 2 1
2407  VirusTotal: Alert - No records in VirusTotal database 5 1
2717 VirusTotal: Alert - /etc/data/file - 58 engines detected this file 6 1
2717  VirusTotal: Alert - /tmp/virus/notavirus - 5 engines detected this file 3 1
2717  VirusTotal: Alert - /usr/share/sample/program - 40 engines detected this file 6 1
2717  VirusTotal: Alert - /var/opt/amazing-file - 37 engines detected this file 15 1
273 VirusTotal: Alert - /etc/data/file - 39 engines detected this file 1 1
273 VirusTotal: Alert - /etc/data/file - 8 engines detected this file 5 1
273 VirusTotal: Alert - /tmp/virus/notavirus - 58 engines detected this file 9 1
273 VirusTotal: Alert - /tmp/virus/notavirus - 60 engines detected this file 15 1
2807  VirusTotal: Alert - /etc/data/file - 52 engines detected this file 9 1
2807  VirusTotal: Alert - /var/opt/amazing-file - 50 engines detected this file 6 1
2807  VirusTotal: Alert - /var/opt/amazing-file - 55 engines detected this file 4 1
2807  VirusTotal: Alert - No records in VirusTotal database 14 1
3379 VirusTotal: Alert - No records in VirusTotal database 2 1
3379  VirusTotal: Alert - No records in VirusTotal database 11 1
3379  VirusTotal: Alert - /usr/share/sample/program - 50 engines detected this file 3 1
3379  VirusTotal: Alert - /var/opt/amazing-file - 50 engines detected this file 14 1
357 VirusTotal: Alert - /root/super-script - 44 engines detected this file 2 1
357 VirusTotal: Alert - /var/opt/amazing-file - 28 engines detected this file 11 1
357 VirusTotal: Alert - /var/opt/amazing-file - 63 engines detected this file 7 1
357 VirusTotal: Alert - No records in VirusTotal database 10 1
3936  VirusTotal: Alert - /tmp/virus/notavirus - 0 engines detected this file 15 1
3936  VirusTotal: Alert - /tmp/virus/notavirus - 27 engines detected this file 14 1
3936  VirusTotal: Alert - /var/opt/amazing-file - 39 engines detected this file 3 1
3936  VirusTotal: Alert - No records in VirusTotal database 9 1
4029  VirusTotal: Alert - /root/super-script - 31 engines detected this file 15 1
4029  VirusTotal: Alert - /root/super-script - 64 engines detected this file 3 1
4029  VirusTotal: Alert - /var/opt/amazing-file - 61 engines detected this file 5 1
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Rule ID Description Level Count
4029  VirusTotal: Alert - No records in VirusTotal database 14 1
4241 VirusTotal: Alert - /root/super-script - 12 engines detected this file 7 1
4241 VirusTotal: Alert - /root/super-script - 41 engines detected this file 4 1
4241 VirusTotal: Alert - /root/super-script - 49 engines detected this file 9 1
4241 VirusTotal: Alert - /var/opt/amazing-file - 24 engines detected this file 6 1
4515 VirusTotal: Alert - /etc/sample/script - 6 engines detected this file 8 1
4515 VirusTotal: Alert - /root/super-script - 5 engines detected this file 3 1
4515 VirusTotal: Alert - /tmp/virus/notavirus - 37 engines detected this file 11 1
4515 VirusTotal: Alert - /var/opt/amazing-file - 26 engines detected this file 5 1
4810  VirusTotal: Alert - /tmp/virus/notavirus - 38 engines detected this file 4 1
4810  VirusTotal: Alert - /usr/share/sample/program - 27 engines detected this file 9 1
4810  VirusTotal: Alert - /usr/share/sample/program - 57 engines detected this file 4 1
4810  VirusTotal: Alert - No records in VirusTotal database 13 1
4959  VirusTotal: Alert - No records in VirusTotal database 1 1
4959  VirusTotal: Alert - No records in VirusTotal database 5 1
4959  VirusTotal: Alert - No records in VirusTotal database 14 1
4959  VirusTotal: Alert - /tmp/virus/notavirus - 33 engines detected this file 7 1
5123 VirusTotal: Alert - /etc/data/file - 24 engines detected this file 6 1
5123 VirusTotal: Alert - /root/super-script - 36 engines detected this file 5 1
5123 VirusTotal: Alert - /tmp/virus/notavirus - 24 engines detected this file 15 1
5123  VirusTotal: Alert - /var/opt/amazing-file - 38 engines detected this file 10 1
5137  VirusTotal: Alert - /etc/data/file - 31 engines detected this file 3 1
5137  VirusTotal: Alert - /etc/sample/script - 15 engines detected this file 3 1
5137  VirusTotal: Alert - /usr/share/sample/program - 18 engines detected this file 11 1
5137  VirusTotal: Alert - No records in VirusTotal database 4 1
5872  VirusTotal: Alert - /root/super-script - 37 engines detected this file 10 1
5872  VirusTotal: Alert - /tmp/virus/notavirus - 42 engines detected this file 8 1
5872  VirusTotal: Alert - /var/opt/amazing-file - 52 engines detected this file 1 1
5872  VirusTotal: Alert - No records in VirusTotal database 6 1
1138  VirusTotal: Alert - /etc/data/file - 50 engines detected this file 1 1
1138  VirusTotal: Alert - /var/opt/amazing-file - 25 engines detected this file 2 1
1138  VirusTotal: Alert - No records in VirusTotal database 6 1
1269  VirusTotal: Alert - No records in VirusTotal database 3 1
1269 VirusTotal: Alert - No records in VirusTotal database 12 1
1269 VirusTotal: Alert - /etc/data/file - 62 engines detected this file 4 1
129 VirusTotal: Alert - No records in VirusTotal database 2 1
129 VirusTotal: Alert - No records in VirusTotal database 6 1
129 VirusTotal: Alert - /etc/sample/script - 2 engines detected this file 15 1
1322 VirusTotal: Alert - /etc/data/file - 45 engines detected this file 10 1
1322 VirusTotal: Alert - /etc/sample/script - 53 engines detected this file 14 1
1322 VirusTotal: Alert - /usr/share/sample/program - 37 engines detected this file 2 1
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Rule ID Description Level Count
1412 VirusTotal: Alert - /etc/data/file - 30 engines detected this file 3 1
1412 VirusTotal: Alert - /root/super-script - 51 engines detected this file 13 1
1412 VirusTotal: Alert - /root/super-script - 60 engines detected this file I 1
1512 VirusTotal: Alert - /root/super-script - 46 engines detected this file 15 1
1512 VirusTotal: Alert - /tmp/virus/notavirus - 28 engines detected this file 1 1
1512 VirusTotal: Alert - /tmp/virus/notavirus - 47 engines detected this file 10 1
1577 VirusTotal: Alert - /root/super-script - 54 engines detected this file 14 1
1577  VirusTotal: Alert - /tmp/virus/notavirus - 0 engines detected this file 2 1
1577 VirusTotal: Alert - /var/opt/amazing-file - 14 engines detected this file 11 1
1761 VirusTotal: Alert - /etc/data/file - 33 engines detected this file 8 1
1761 VirusTotal: Alert - /usr/share/sample/program - 49 engines detected this file 1 1
1761 VirusTotal: Alert - /var/opt/amazing-file - 9 engines detected this file 10 1
1798  VirusTotal: Alert - /root/super-script - 8 engines detected this file 4 1
1798  VirusTotal: Alert - /usr/share/sample/program - 33 engines detected this file 3 1
1798  VirusTotal: Alert - /usr/share/sample/program - 57 engines detected this file 7 1
1821 VirusTotal: Alert - /etc/data/file - 61 engines detected this file 3 1
1821 VirusTotal: Alert - /etc/sample/script - 17 engines detected this file 12 1
1821 VirusTotal: Alert - /tmp/virus/notavirus - 51 engines detected this file 8 1
2176 VirusTotal: Alert - /etc/data/file - 41 engines detected this file 9 1
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