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Validate that the config to added new agent 

1m 1.7s 1 1

 Validate the information to add a new Agent (example #1) 1m 1.7s

AssertionError: Timed out retrying after 40000ms: has expected [Choose the Operating system] text in each paragraph
[Choose the operating system]: expected 'Choose the Operating system' to include [ 'Choose the operating system' ]

Validate that the pinned filter label is displayed - from event
page



6m 40.7s 8 5 3

 The user add and pin filter - Check across the modules - from event page - Security Events (example #1)

45.7s


The user add and pin filter - Check across the modules - from event page - Integrity Monitoring (example #2)

1m 1.6s

AssertionError: Timed out retrying after 40000ms: Expected to find element: `//*[contains(@class,"wz-module-header-agent-
main")]//*/button//*/span[contains(text(),"More")]`, but never found it.

 The user add and pin filter - Check across the modules - from event page - System Auditing (example #3)

29.6s

 The user add and pin filter - Check across the modules - from event page - Mitre & Attack (example #4)

1m 12.3s

AssertionError: Timed out retrying after 40000ms: Expected to find element: `//*[contains(@class,"wz-module-header-agent-
main")]//*/button//*/span[contains(text(),"More")]`, but never found it.

 The user add and pin filter - Check across the modules - from event page - NIST (example #5) 39.4s

 The user add and pin filter - Check across the modules - from event page - TSC (example #6) 38.1s


The user add and pin filter - Check across the modules - from event page - Policy Monitoring (example #7)

36.4s
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 The user add and pin filter - Check across the modules - from event page - PCIDSS (example #8)

1m 17.4s

AssertionError: Timed out retrying after 40000ms: Expected to find element: `//*[contains(@class,"wz-module-header-agent-
main")]//*/button//*/span[contains(text(),"More")]`, but never found it.

Validate that the pinned filter label is displayed 

3m 39.9s 8 7 1

 The user add and pin filter - Check across the modules Security Events (example #1) 37s

 The user add and pin filter - Check across the modules Integrity Monitoring (example #2) 20.5s

 The user add and pin filter - Check across the modules System Auditing (example #3) 19.1s

 The user add and pin filter - Check across the modules Mitre & Attack (example #4) 19.1s

 The user add and pin filter - Check across the modules NIST (example #5) 19.6s

 The user add and pin filter - Check across the modules TSC (example #6) 55.6s

AssertionError: Timed out retrying after 40000ms: Expected to find element: `//*[contains(@class,"wz-module-header-agent-
main")]//*/button//*/span[contains(text(),"More")]`, but never found it.

 The user add and pin filter - Check across the modules Policy Monitoring (example #7) 24.6s

 The user add and pin filter - Check across the modules PCIDSS (example #8) 24.2s

Validate that the added filter label is displayed from the events
page



2m 57.4s 8 8

 The user add a new filer from the events page Security Events (example #1) 39.4s

 The user add a new filer from the events page Integrity Monitoring (example #2) 19.9s

 The user add a new filer from the events page System Auditing (example #3) 18.9s

 The user add a new filer from the events page Mitre & Attack (example #4) 19.5s

 The user add a new filer from the events page NIST (example #5) 19.5s

 The user add a new filer from the events page TSC (example #6) 20.3s
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 The user add a new filer from the events page Policy Monitoring (example #7) 18.7s

 The user add a new filer from the events page PCIDSS (example #8) 20.7s

Validate that the added filter label is displayed 

2m 20.9s 8 8

 The user add a new filer Security Events (example #1) 32.2s

 The user add a new filer Integrity Monitoring (example #2) 15.7s

 The user add a new filer System Auditing (example #3) 14.8s

 The user add a new filer Mitre & Attack (example #4) 15.2s

 The user add a new filer NIST (example #5) 15.5s

 The user add a new filer TSC (example #6) 16.4s

 The user add a new filer Policy Monitoring (example #7) 14.7s

 The user add a new filer PCIDSS (example #8) 16.1s

Pin filter - from dashboard to event page 

2m 43s 8 8


The user add and pin new filer - across the modules - from dashboard to event page Security Events (example …

33.8s


The user add and pin new filer - across the modules - from dashboard to event page Integrity Monitoring (exa…

18.4s


The user add and pin new filer - across the modules - from dashboard to event page System Auditing (example…

17.7s


The user add and pin new filer - across the modules - from dashboard to event page Mitre & Attack (example #…

17.1s

 cypress
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 The user add and pin new filer - across the modules - from dashboard to event page NIST (example #5)

18.1s

 The user add and pin new filer - across the modules - from dashboard to event page TSC (example #6)

19.6s


The user add and pin new filer - across the modules - from dashboard to event page Policy Monitoring (exampl…

17.9s


The user add and pin new filer - across the modules - from dashboard to event page PCIDSS (example #8)

20s

Pin filter - from event page 

3m 27.1s 8 8

 The user add and pin new filer - across the modules - from event page Security Events (example #1)

43.4s

 The user add and pin new filer - across the modules - from event page Integrity Monitoring (example #2)

24.4s

 The user add and pin new filer - across the modules - from event page System Auditing (example #3)

20s

 The user add and pin new filer - across the modules - from event page Mitre & Attack (example #4)

21.4s

 The user add and pin new filer - across the modules - from event page NIST (example #5) 24.9s

 The user add and pin new filer - across the modules - from event page TSC (example #6) 23.9s

 The user add and pin new filer - across the modules - from event page Policy Monitoring (example #7)

23.6s

 The user add and pin new filer - across the modules - from event page PCIDSS (example #8) 25.1s

Pin filter - across the modules 

2m 35.8s 8 8
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 The user add and pin new filer - across the modules Security Events (example #1) 33.6s

 The user add and pin new filer - across the modules Integrity Monitoring (example #2) 17.2s

 The user add and pin new filer - across the modules System Auditing (example #3) 16.2s

 The user add and pin new filer - across the modules Mitre & Attack (example #4) 17.4s

 The user add and pin new filer - across the modules NIST (example #5) 17.6s

 The user add and pin new filer - across the modules TSC (example #6) 18.4s

 The user add and pin new filer - across the modules Policy Monitoring (example #7) 16.3s

 The user add and pin new filer - across the modules PCIDSS (example #8) 18.8s

Validate that the added filter label is remove after click
remove filter option agent modules Dashboard



2m 6.3s 8 8

 The user remove a filter from Agent - Security Events - Dashboard (example #1) 30.3s

 The user remove a filter from Agent - Integrity Monitoring - Dashboard (example #2) 13.8s

 The user remove a filter from Agent - System Auditing - Dashboard (example #3) 13.7s

 The user remove a filter from Agent - Mitre & Attack - Dashboard (example #4) 14.2s

 The user remove a filter from Agent - NIST - Dashboard (example #5) 14.2s

 The user remove a filter from Agent - TSC - Dashboard (example #6) 14.1s

 The user remove a filter from Agent - Policy Monitoring - Dashboard (example #7) 13.1s

 The user remove a filter from Agent - PCIDSS - Dashboard (example #8) 12.7s

Check that the added filter is removed after click on the
removed button - Events



2m 57.2s 8 8

 The user remove a filter from Agent - Security Events - Dashboard (example #1) 35.3s
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 The user remove a filter from Agent - Integrity Monitoring - Dashboard (example #2) 22.9s

 The user remove a filter from Agent - System Auditing - Dashboard (example #3) 21.9s

 The user remove a filter from Agent - Mitre & Attack - Dashboard (example #4) 17.1s

 The user remove a filter from Agent - NIST - Dashboard (example #5) 19.6s

 The user remove a filter from Agent - TSC - Dashboard (example #6) 18.6s

 The user remove a filter from Agent - Policy Monitoring - Dashboard (example #7) 22.5s

 The user remove a filter from Agent - PCIDSS - Dashboard (example #8) 18.9s

Validate that the added filter label is remove after click
remove filter option modules Dashboard



1m 50.9s 8 8

 The user remove an added filter - Module - Dashboard Security Events (example #1) 28.4s

 The user remove an added filter - Module - Dashboard Integrity Monitoring (example #2) 11.7s

 The user remove an added filter - Module - Dashboard System Auditing (example #3) 11.5s

 The user remove an added filter - Module - Dashboard Mitre & Attack (example #4) 12s

 The user remove an added filter - Module - Dashboard NIST (example #5) 10.4s

 The user remove an added filter - Module - Dashboard TSC (example #6) 12.9s

 The user remove an added filter - Module - Dashboard Policy Monitoring (example #7) 11.7s

 The user remove an added filter - Module - Dashboard PCIDSS (example #8) 12s

Validate that the added filter label is remove after click
remove filter option modules Events



2m 41.8s 9 9

 The user remove an added filter - Module - Events Security Events (example #1) 34.4s

 The user remove an added filter - Module - Events Integrity Monitoring (example #2) 16.2s
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 The user remove an added filter - Module - Events System Auditing (example #3) 15.2s

 The user remove an added filter - Module - Events Vulnerabilities (example #4) 15.1s

 The user remove an added filter - Module - Events Mitre & Attack (example #5) 15.3s

 The user remove an added filter - Module - Events NIST (example #6) 16.8s

 The user remove an added filter - Module - Events TSC (example #7) 15.5s

 The user remove an added filter - Module - Events Policy Monitoring (example #8) 14.9s

 The user remove an added filter - Module - Events PCIDSS (example #9) 18s

Search by parameters 

5m 19.4s 10 10

 Search by parameters with AND (example #1) 44.3s

AssertionError: Timed out retrying after 18000ms: Expected to find element: `undefined`, but never found it.

 Search by parameters with AND (example #2) 29.9s

AssertionError: Timed out retrying after 18000ms: Expected to find element: `undefined`, but never found it.

 Search by parameters with AND (example #3) 29s

AssertionError: Timed out retrying after 18000ms: Expected to find element: `undefined`, but never found it.

 Search by parameters with AND (example #4) 30.1s

AssertionError: Timed out retrying after 18000ms: Expected to find element: `undefined`, but never found it.

 Search by parameters with AND (example #5) 30.2s

AssertionError: Timed out retrying after 18000ms: Expected to find element: `undefined`, but never found it.

 Search by parameters with OR (example #1) 30.2s

AssertionError: Timed out retrying after 18000ms: Expected to find element: `undefined`, but never found it.

 Search by parameters with OR (example #2) 31.5s

AssertionError: Timed out retrying after 18000ms: Expected to find element: `undefined`, but never found it.

 Search by parameters with OR (example #3) 31s

AssertionError: Timed out retrying after 18000ms: Expected to find element: `undefined`, but never found it.

 Search by parameters with OR (example #4) 31.2s

AssertionError: Timed out retrying after 18000ms: Expected to find element: `undefined`, but never found it.
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 Search by parameters with OR (example #5) 31.6s

AssertionError: Timed out retrying after 18000ms: Expected to find element: `undefined`, but never found it.

Unpinned filter from agent - Dashboard 

6m 50.7s 8 8


The user adds a new pin filer and remove it - across the modules - from dashboard Security Events (example #…

51.7s

AssertionError: Timed out retrying after 18000ms: Expected to find element: `undefined`, but never found it.


The user adds a new pin filer and remove it - across the modules - from dashboard Integrity Monitoring (exam…

39.2s

AssertionError: Timed out retrying after 18000ms: Expected to find element: `undefined`, but never found it.


The user adds a new pin filer and remove it - across the modules - from dashboard System Auditing (example …

42.8s

AssertionError: Timed out retrying after 18000ms: Expected to find element: `undefined`, but never found it.


The user adds a new pin filer and remove it - across the modules - from dashboard Mitre & Attack (example #4)

46.1s

AssertionError: Timed out retrying after 18000ms: Expected to find element: `undefined`, but never found it.

 The user adds a new pin filer and remove it - across the modules - from dashboard NIST (example #5)

49.6s

AssertionError: Timed out retrying after 18000ms: Expected to find element: `undefined`, but never found it.

 The user adds a new pin filer and remove it - across the modules - from dashboard TSC (example #6)

53.4s

AssertionError: Timed out retrying after 18000ms: Expected to find element: `undefined`, but never found it.


The user adds a new pin filer and remove it - across the modules - from dashboard Policy Monitoring (example…

1m 1.7s

AssertionError: Timed out retrying after 18000ms: Expected to find element: `undefined`, but never found it.

 The user adds a new pin filer and remove it - across the modules - from dashboard PCIDSS (example #8)

1m 5.9s

AssertionError: Timed out retrying after 18000ms: Expected to find element: `undefined`, but never found it.
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Should Displayes a message to restart the cluster after saves 

22.2s 1 1

 Validate creation message is displayed after creating a new decoder 22.2s

Should Displayes a warning modal - Management - edit
decoders



37.1s 1 1

 Validate confirmation when closing modal without saving - Management - edit decoders 37.1s

AssertionError: Timed out retrying after 18000ms: Expected to find element: `[data-test-subj="row-
local_decoder_example"]`, but never found it.

Should List Decoders And Show The Pager 

1m 25.5s 3 3

 Should List Decoders And Show The Pager 37.5s

AssertionError: Timed out retrying after 18000ms: Expected to find element: `[class="euiTitle euiTitle--medium"]`, but never
found it.

 Should List Custom Decoders And Show The Pager 23.9s

AssertionError: Timed out retrying after 18000ms: Expected to find element: `[class="euiTitle euiTitle--medium"]`, but never
found it.

 Should can edit a decoder 24s

AssertionError: Timed out retrying after 18000ms: Expected to find element: `tr.euiTableRow:nth-child(1) .euiToolTipAnchor
.euiButtonIcon[aria-label="Edit content"]`, but never found it.

Should Displayes a warning modal - Management - edit
groups



20.4s 1 1

 Validate confirmation when closing modal without saving - Management - edit groups 20.4s

CypressError: `cy.click()` can only be called on a single element. Your subject contained 2 elements. Pass `{ multiple: true }`
if you want to serially click each element.
https://on.cypress.io/click

Generating reports from module and agents 

4m 14.9s 8 5 3
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 Create a report from modules and agents Security Events (example #1) 37.8s

 Create a report from modules and agents Integrity Monitoring (example #2) 39.9s

AssertionError: Timed out retrying after 18000ms: expected '<span.euiTableCellContent__text>' to contain 'agents-001-
undefined'

 Create a report from modules and agents System Auditing (example #3) 22.1s

 Create a report from modules and agents Mitre & Attack (example #4) 23.3s

 Create a report from modules and agents NIST (example #5) 23.1s

 Create a report from modules and agents TSC (example #6) 24.2s

 Create a report from modules and agents Policy Monitoring (example #7) 40.3s

AssertionError: Timed out retrying after 18000ms: expected '<span.euiTableCellContent__text>' to contain 'agents-001-pm'

 Create a report from modules and agents PCIDSS (example #8) 43.8s

AssertionError: Timed out retrying after 18000ms: expected '<span.euiTableCellContent__text>' to contain 'agents-001-pci'

Generating reports from modules 

3m 8.7s 8 6 2

 Create a report from modules Security Events (example #1) 31.7s

 Create a report from modules Integrity Monitoring (example #2) 34.4s

AssertionError: Timed out retrying after 18000ms: expected '<span.euiTableCellContent__text>' to contain undefined

 Create a report from modules System Auditing (example #3) 16s

 Create a report from modules Mitre & Attack (example #4) 17.1s

 Create a report from modules NIST (example #5) 17.3s

 Create a report from modules TSC (example #6) 18.2s

 Create a report from modules Policy Monitoring (example #7) 34.1s

AssertionError: Timed out retrying after 18000ms: expected '<span.euiTableCellContent__text>' to contain 'pm'

 Create a report from modules PCIDSS (example #8) 19.6s
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Should Displayes a message to restart the cluster after saves 

22.5s 1 1

 Validate creation message is displayed after creating a new rule 22.5s

Should Displayes a warning modal - Management - edit rules 

21.3s 1 1

 Validate confirmation when closing modal without saving - Management - edit rules 21.3s

Validate Filter Rule refresh option is working fine 

39.4s 1 1

 Filter Rule are displayed after refreshing the page (example #1) 39.4s

AssertionError: Timed out retrying after 18000ms: Expected to find element: `[class="euiTitle euiTitle--medium"]`, but never
found it.

Validate refresh option is working fine 

36.2s 1 1

 Rules are displayed after refreshing the page 36.2s

AssertionError: Timed out retrying after 18000ms: Expected to find element: `[class="euiTitle euiTitle--medium"]`, but never
found it.

Should List Rules And Show The Pager 

59.2s 2 2

 Should List Rules And Show The Pager 36s

AssertionError: Timed out retrying after 18000ms: Expected to find element: `[class="euiTitle euiTitle--medium"]`, but never
found it.

 Should List Custom Rules And Show The Pager 23.2s

AssertionError: Timed out retrying after 18000ms: Expected to find element: `[class="euiTitle euiTitle--medium"]`, but never
found it.

Should List Rules filtered by Level be shown in the list of rules 

21.7s 1 1
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 Filter Rule By Level (example #1) 21.7s

Validate paginator on Rule page 

1m 26.9s 5 5

 Rules are displayed when user clicks the first page 31.6s

 Rules are displayed - Select a previous page 15.7s

 Rules are displayed - Select a next page 16.8s

 Rules are displayed - Last Page 11.6s

 Rules are displayed - First Page 11s

Validate row dropdown on Rule page 

1m 13.9s 5 4 1

 Rules are displayed - Select 10 rows 23.7s

 Rules are displayed - Select 15 rows 24.5s

AssertionError: Timed out retrying after 18000ms: Expected to find element: `.euiContextMenuPanel [data-test-
subj="tablePagination-15-rows"]`, but never found it.

 Rules are displayed - Select 25 rows 8.1s

 Rules are displayed - Select 50 rows 8.4s

 Rules are displayed - Select 100 rows 9s

Wazuh version information 

22.5s 1 1

 Check Wazuh version information 22.5s

API configuration instructions and connection validation 

1m 18s 3 2 1

 Check API configuration connection 22.8s
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 See API configuration instructions 7.2s

 See API configuration instructions 47.9s

AssertionError: Timed out retrying after 40000ms: Expected to find element: `tbody tr td`, but never found it.

add Configuration to modules 

40.4s 1 1

 Add configuration data 40.4s

AssertionError: Timed out retrying after 18000ms: Expected to find element: `.euiPageBody .euiFlexItem:nth-child(1)
.euiPanel .euiForm .euiDescribedFormGroup:nth-child(3) .euiFlexItem:nth-child(2) .euiFormRow__fieldWrapper button`, but
never found it.

disable modules 

2m 27.3s 11 10 1

 Disable modules, Amazon AWS (example #1) 27s

 Disable modules, Google Cloud Platform (example #2) 10.3s

 Disable modules, GitHub (example #3) 10s

 Disable modules, OpenSCAP (example #4) 10.8s

 Disable modules, CIS-CAT (example #5) 11s

 Disable modules, VirusTotal (example #6) 21.4s

AssertionError: Timed out retrying after 18000ms: Expected to find element: `react-component button[aria-checked="true"]`,
but never found it.

 Disable modules, Osquery (example #7) 11.3s

 Disable modules, Docker listener (example #8) 11.2s

 Disable modules, GDPR (example #9) 11.7s

 Disable modules, HIPAA (example #10) 10.6s

 Disable modules, TSC (example #11) 11.6s
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enable modules 

2m 40.6s 11 8 3

 Enable modules, Amazon AWS (example #1) 23.4s

 Enable modules, Google Cloud Platform (example #2) 9.2s

 Enable modules, GitHub (example #3) 9.1s

 Enable modules, OpenSCAP (example #4) 8.9s

 Enable modules, CIS-CAT (example #5) 7.9s

 Enable modules, VirusTotal (example #6) 21.7s

AssertionError: Timed out retrying after 18000ms: Expected to find element: `react-component button[aria-checked="true"]`,
but never found it.

 Enable modules, Osquery (example #7) 10.1s

 Enable modules, Docker listener (example #8) 22.2s

AssertionError: Timed out retrying after 18000ms: Expected to find element: `react-component button[aria-checked="true"]`,
but never found it.

 Enable modules, GDPR (example #9) 23.4s

AssertionError: Timed out retrying after 18000ms: Expected to find element: `react-component button[aria-checked="true"]`,
but never found it.

 Enable modules, HIPAA (example #10) 12s

 Enable modules, TSC (example #11) 12.1s

Read Kibana logs 

28.5s 2 2

 Check Kibana logs 21.3s

 Reload Kibana logs 7.2s

Run health checks 

22s 1 1

 Run health check 22s
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Add/Delete Sample data to modules 

1m 17.9s 2 2

 Add all sample data 1m 5.2s

 Delete all sample data 12.6s

©2022 Mochawesome was designed and built by Adam Gruber • v6.2.0
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