10/13/22, 7:39 PM Mochawesome Report

Validate that the config to added new agent A

®133s B1 V1

~/  Validate the information to add a new Agent (example #1) 13.3s ®

Validate that the pinned filter label is displayed - from event ~
page
®3m3s6es HE v8

+/  The user add and pin filter - Check across the modules - from event page - Security Events (example #1)
39.55s

v/
The user add and pin filter - Check across the modules - from event page - Integrity Monitoring (example #2)
23.9s ®

+/  The user add and pin filter - Check across the modules - from event page - System Auditing (example #3)
27.5s ®

+/  The user add and pin filter - Check across the modules - from event page - Mitre & Attack (example #4)

233s (O
+/  The user add and pin filter - Check across the modules - from event page - NIST (example #5) 26s (7)
+/  The user add and pin filter - Check across the modules - from event page - TSC (example #6) 25s CT)
v

The user add and pin filter - Check across the modules - from event page - Policy Monitoring (example #7)
23.6s O

+/  The user add and pin filter - Check across the modules - from event page - PCIDSS (example #8)
29.55 O
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Validate that the added filter label is displayed from the events

The user add and pin filter - Check across the modules Integrity Monitoring (example #2)

The user add and pin filter - Check across the modules System Auditing (example #3)

The user add and pin filter - Check across the modules Mitre & Attack (example #4)

The user add and pin filter - Check across the modules NIST (example #5)

The user add and pin filter - Check across the modules TSC (example #6)

The user add and pin filter - Check across the modules Policy Monitoring (example #7)

The user add and pin filter - Check across the modules PCIDSS (example #8)

page
®3m93s B8 v38

v/

The user add a new filer from the events page Security Events (example #1)

The user add a new filer from the events page Integrity Monitoring (example #2)

The user add a new filer from the events page System Auditing (example #3)

The user add a new filer from the events page Mitre & Attack (example #4)

The user add a new filer from the events page NIST (example #5)

The user add a new filer from the events page TSC (example #6)

The user add a new filer from the events page Policy Monitoring (example #7)

The user add a new filer from the events page PCIDSS (example #8)

Validate that the added filter label is displayed

®&2m278s B8 v 8
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v X
«/ The user add a new filer Mitre & Attack (example #4) 17.3s &
+/  The user add a new filer NIST (example #5) 17.2s &
+/  The user add a new filer TSC (example #6) 18.2s (®
+/  The user add a new filer Policy Monitoring (example #7) 165 ()
«/ The user add a new filer PCIDSS (example #8) 17.9s ®

Pin filter - from dashboard to event page A

®2m58.1s B8 8

v
The user add and pin new filer - across the modules - from dashboard to event page Security Events (example ...
30.6s @

v
The user add and pin new filer - across the modules - from dashboard to event page Integrity Monitoring (exa...
20.8s

v
The user add and pin new filer - across the modules - from dashboard to event page System Auditing (example...
17.9s @

v
The user add and pin new filer - across the modules - from dashboard to event page Mitre & Attack (example #...
20.2s ®

+/  The user add and pin new filer - across the modules - from dashboard to event page NIST (example #5)
21.9s ®

+/  The user add and pin new filer - across the modules - from dashboard to event page TSC (example #6)
22.8s (O
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The user add and pin new filer - across the modules - from dashboard to event page PCIDSS (example #8)
24s (O

Pin filter - from event page ~

®3m474s B8 v8

/  The user add and pin new filer - across the modules - from event page Security Events (example #1)
438s (O

+~/  The user add and pin new filer - across the modules - from event page Integrity Monitoring (example #2)

28s (O

+/  The user add and pin new filer - across the modules - from event page System Auditing (example #3)
22.7s ®

~/  The user add and pin new filer - across the modules - from event page Mitre & Attack (example #4)

25.4s (O
/  The user add and pin new filer - across the modules - from event page NIST (example #5) 28.7s (®
+/  The user add and pin new filer - across the modules - from event page TSC (example #6) 25.8s C7)

+/  The user add and pin new filer - across the modules - from event page Policy Monitoring (example #7)
24.7s

+/  The user add and pin new filer - across the modules - from event page PCIDSS (example #8) 27.8s (7)

Pin filter - across the modules ~

®2m43.4s B8 8

/  The user add and pin new filer - across the modules Security Events (example #1) 29s (O
+/  The user add and pin new filer - across the modules Integrity Monitoring (example #2) 18.6s (7)
+/  The user add and pin new filer - across the modules System Auditing (example #3) 17.9s CT)
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v/

v/

Mochawesome Report

The user add and pin new filer - across the modules Policy Monitoring (example #7)

The user add and pin new filer - across the modules PCIDSS (example #8)

Validate that the added filter label is remove after click
remove filter option modules Dashboard

®1m505s B8 8

v/

The user remove an added filter - Module -

The user remove an added filter - Module -

The user remove an added filter - Module -

The user remove an added filter - Module -

The user remove an added filter - Module -

The user remove an added filter - Module -

The user remove an added filter - Module -

The user remove an added filter - Module -

Dashboard Security Events (example #1)

Dashboard Integrity Monitoring (example #2)

Dashboard System Auditing (example #3)

Dashboard Mitre & Attack (example #4)

Dashboard NIST (example #5)

Dashboard TSC (example #6)

Dashboard Policy Monitoring (example #7)

Dashboard PCIDSS (example #8)

Validate that the added filter label is remove after click
remove filter option modules Events

®2m515s B9 v9

v

v/

v/

v

The user remove an added filter - Module -

The user remove an added filter - Module -

The user remove an added filter - Module -

The user remove an added filter - Module -

Events Security Events (example #1)

Events Integrity Monitoring (example #2)

Events System Auditing (example #3)

Events Vulnerabilities (example #4)

18.5s

20.5s @

22.3s (O
12.4s @

11.1s

Q@ o

@I

13.2s

14.3s O

12.1s ®

11.8s ®

31.4s (O

18.3s

17.4s ®

15.95s
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v X
+/  The user remove an added filter - Module - Events Policy Monitoring (example #8) 17.5s
+/  The user remove an added filter - Module - Events PCIDSS (example #9) 17.8s
Should Displayes a message to restart the cluster after saves ~

GO146s B1 V1

v/ Validate creation message is displayed after creating a new decoder 14.6s (7)
Should Displayes a warning modal - Management - edit ~
decoders

GO146s B1 V1

v/ Validate confirmation when closing modal without saving - Management - edit decoders 14.6s

Should List Decoders And Show The Pager ~

®19.4s B3 v3

+/ Should List Decoders And Show The Pager 11.1s @
+~/  Should List Custom Decoders And Show The Pager 3.2s

v/ Should can edit a decoder 5s (7)
Should Displayes a warning modal - Management - edit A
groups

®135s B1 V1

+/  Validate confirmation when closing modal without saving - Management - edit groups 13.5s CT)
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25.8s

19.2s ®
20.2s (O

20.4s (O

223s @

19s

Q

X Create a report from modules and agents Integrity Monitoring (example #2)
AssertionError: Timed out retrying after 8000ms: expected '<span.euiTableCellContent__text>' to contain ‘agents-001-
undefined'

+/  Create areport from modules and agents System Auditing (example #3)

+/  Create areport from modules and agents Mitre & Attack (example #4)

+/  Create a report from modules and agents NIST (example #5)

+/  Create areport from modules and agents TSC (example #6)

Create a report from modules and agents Policy Monitoring (example #7)

+/  Create a report from modules and agents PCIDSS (example #8)

Generating reports from modules

®&2m24s B8 v7 X1

v/

X

Create a report from modules Security Events (example #1)

Create a report from modules Integrity Monitoring (example #2)

21.5s @

21.2s @

19.2s

AssertionError: Timed out retrying after 8000ms: expected '<span.euiTableCellContent__text>' to contain undefined

v

Create a report from modules System Auditing (example #3)

Create a report from modules Mitre & Attack (example #4)

Create a report from modules NIST (example #5)

Create a report from modules TSC (example #6)

Create a report from modules Policy Monitoring (example #7)

Create a report from modules PCIDSS (example #8)

127s ®
13.3s (®

12.6s (O
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cypress
® 40m 38.3s 18 31 B 140
v 132 x 8
Should Displayes a warning modal - Management - edit rules ~

G148 B1 V1

v/ Validate confirmation when closing modal without saving - Management - edit rules 14.8s (7)

Validate Filter Rule refresh option is working fine ~

G162 B1 V1

+/  Filter Rule are displayed after refreshing the page (example #1) 16.2s CT)

Validate refresh option is working fine A

®154s B1 X1

X Rules are displayed after refreshing the page 15.4s (O

AssertionError: expected 16 to equal 'IDClick to sort in ascending orderDescriptionClick to sort in ascending
orderGroupsRegulatory compliancelLevelClick to sort in ascending orderFileClick to sort in ascending orderPathClick to sort
in ascending orderID1DescriptionGeneric template for all syslog rules.GroupssyslogRegulatory compliancelLevelOFile0010-
rules_config.xmlPathruleset/rulesID2DescriptionGeneric template for all firewall rules.GroupsfirewallRegulatory
compliancelLevelOFile0010-rules_config.xmlPathruleset/rulesID3DescriptionGeneric template for all ids
rules.GroupsidsRegulatory compliancelLevelOFile0010-rules_config.xmlPathruleset/rulesID4DescriptionGeneric template
for all web rules.Groupsweb-logRegulatory complianceLevelOFile0010-
rules_config.xmlPathruleset/rulesID5DescriptionGeneric template for all web proxy rules.GroupssquidRegulatory
complianceLevelOFile0010-rules_config.xmlPathruleset/rulesID6DescriptionGeneric template for all windows
rules.GroupswindowsRegulatory complianceLevelOFile0010-rules_config.xmlPathruleset/rulesID6DescriptionGeneric
template for all windows rules.GroupswindowsRegulatory compliancelLevelQFileTest-
1665692325353233.xmlIPathetc/rulesID6DescriptionGeneric template for all windows rules.GroupswindowsRegulatory
complianceLevelOFileTest-1665699991714234.xmlPathetc/rulesiD6DescriptionGeneric template for all windows
rules.GroupswindowsRegulatory compliancelLevelOFileTest-1665689664880233.xmlIPathetc/rulesID7DescriptionGeneric
template for all ossec rules.GroupsossecRegulatory compliancelLevelOFile0010-
rules_config.xmlPathruleset/rulesID200DescriptionGrouping of wazuh rules.GroupswazuhRegulatory
compliancelevelOFile0016-wazuh_rules.xmlPathruleset/rulesID201DescriptionAgent event queue
ruleGroupsagent_flooding, wazuhRegulatory compliancelLevelOFile0016-
wazuh_rules.xmlPathruleset/rulesID202DescriptionAgent event queue is level full. Groupsagent_flooding, wazuhRegulatory
compliancePCI_DSSGDPRLevel7File0016-wazuh_rules.xmlPathruleset/rulesID203DescriptionAgent event queue is full.
Events may be lost.Groupsagent_flooding, wazuhRegulatory compliancePCI_DSSGDPRLevel9File0016-
wazuh_rules.xmlPathruleset/rules|D204DescriptionAgent event queue is flooded. Check the agent
configuration.Groupsagent_flooding, wazuhRegulatory compliancePCI_DSSGDPRLevel12File0016-
wazuh_rules.xmlPathruleset/rules'

Should List Rules And Show The Pager ~

G16.1s B2 v2
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Should List Rules filtered by Level be shown in the list of rules ~

G128 B1 V1

+/  Filter Rule By Level (example #1) 12.8s

Validate paginator on Rule page ~

®241s B5 X5

X Rules are displayed when user clicks the first page 12.4s

Error: Step implementation missing for: The user see that the rule list is paginated

X Rules are displayed - Select a previous page 3.6s

Error: Step implementation missing for: The user see that the rule list is paginated

X Rules are displayed - Select a next page 1.8s

Error: Step implementation missing for: The user see that the rule list is paginated

X Rules are displayed - Last Page 4.72s

Error: Step implementation missing for: The user see that the rule list is paginated

X Rules are displayed - First Page 1.9s

Error: Step implementation missing for: The user see that the rule list is paginated

Wazuh version information ~

®143s B1 V1

+/  Check Wazuh version information 14.3s (7)

API configuration instructions and connection validation ~

®259s B3 v3
+~/  Check API configuration connection 15.8s (7)

v/ See API configuration instructions 5.5s (O
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®336s B1 1

+/ Add configuration data 33.6s ®

disable modules ~

G1m4aa7s B11 v 11

+/  Disable modules, Amazon AWS (example #1) 16.9s
«/  Disable modules, Google Cloud Platform (example #2) 9.2s (¢
+/  Disable modules, GitHub (example #3) 8.2s (O
+/  Disable modules, OpenSCAP (example #4) 9.1s ()
+/  Disable modules, CIS-CAT (example #5) 9.3s ()
+/  Disable modules, VirusTotal (example #6) 8.9s (O
+/  Disable modules, Osquery (example #7) 77s ®
+/  Disable modules, Docker listener (example #8) 8.5s ()
+/  Disable modules, GDPR (example #9) 78s
/  Disable modules, HIPAA (example #10) 9.2s O
+/  Disable modules, TSC (example #11) 9.55 (O
enable modules ~
G1m29.2s B11 V11
+/  Enable modules, Amazon AWS (example #1) 16.2s O
+/  Enable modules, Google Cloud Platform (example #2) 72s ®
+/  Enable modules, GitHub (example #3) 71s ®
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v X
+/ Enable modules, Osquery (example #7) 7.55s @
+~/  Enable modules, Docker listener (example #8) 6.2s (O
+/  Enable modules, GDPR (example #9) 77s ®
+/  Enable modules, HIPAA (example #10) 6s (O
+/ Enable modules, TSC (example #11) 7.6s O
Read Kibana logs ~

®19.4s B2 v2

+/  Check Kibana logs 14.1s @
+/  Reload Kibana logs 535 O
Run health checks ~

G158 B1 V1

+/ Run health check 15.8s

Add/Delete Sample data to modules A

®&1m165s B2 2

+/  Add all sample data Tm3s O

v/ Delete all sample data 13.4s CT)

Mochawesome Adam Gruber
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